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Editorial 

❖ - 

Cyber  Power,  Deterrence,  European 
Union  Peace  Building,  International 
Courts  and  Tribunals,  and  Climate 
Change  and  Conflict  Prevention 


Military  practitioners  face  a  daunting  task,  posits  Col  Richard  J.  Bailey  Jr.  in  “Dilating 
Pupils:  The  Pedagogy  of  Cyber  Power  and  the  Encouragement  of  Strategic  Thought. ’’They 
must  incorporate  cyberspace  and  cyber  power  into  an  already  complex  suite  of  military 
applications.  However,  our  nascent  experience  with  the  technology  shows  that  we  have  yet 
to  understand  fully  the  domain’s  intricacies.  Students  of  cyber  strategy  must  acknowledge 
and  respect  the  challenges  inherent  in  this  conundrum.  Thinking  strategically  about  cyber 
power  is  a  complex  endeavor.  This  article  proposes  that  strategy  is  ultimately  dependent 
on  understanding  one’s  environment  and  adapting  to  uncertainty;  thus,  we  still  have  much 
work  to  do  in  the  cyber  domain.  Biases  and  frameworks,  many  of  which  result  from  ety¬ 
mological  foundations,  often  hamper  our  understanding  of  the  cyberspace  environment. 
In  addition,  contextual  confusion  often  leads  to  polarization  in  the  early  literature  and  a 
tendency  to  use  anachronistic  analogies  to  aid  in  comprehension — both  of  which  present 
problems  to  strategic  thinking.  Uncertainty  in  cyberspace  is  a  product  of  the  dialectical 
nature  of  strategy  and  the  limits  to  useful  information — both  organic  and  synthetic — 
inherent  in  cyberspace  and  in  our  application  of  cyber  power,  therefore  making  adaptation 
critical  to  the  cyber  strategist.  To  make  the  most  of  their  intellectual  journey,  students  of 
cyber  strategy  must  attempt  to  address  these  challenges  or,  at  the  very  least,  respect  them. 

In  “Uncertainty  and  Deterrence,”  Prof.  Yakov  Ben-Haim  postulates  that  the  decision  to 
initiate  or  refrain  from  war  is  accompanied  by  multifarious  uncertainty.  Uncertainty  deters, 
but  deterrence  is  uncertain.  What  looks  like  the  better  option  may  be  more  uncertain  than 
the  alternative,  so  the  decision  maker  may  choose  the  putatively  less  attractive  option.  The 
author  develops  an  analytical  framework  for  studying  this  reversal  of  preference.  The  analy¬ 
sis  uses  two  concepts:  the  innovation  dilemma  and  robust  satisficing  (satisfying  a  critical  or 
essential  outcome  requirement).  Decision  makers  face  an  innovation  dilemma  when  they 
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choose  between  a  new,  innovative,  but  poorly  understood  option  and  a  standard  option 
that  is  more  thoroughly  understood.  The  decision  makers  want  the  best  possible  outcome, 
but  all  outcomes  are  highly  uncertain.  The  robustly  satisficing  choice  is  the  one  that  meets 
critical  requirements  despite  large  error  or  surprise.  Professor  Ben-Haim  discusses  a  histo¬ 
rical  example — the  Six-Day  War — and  applies  his  analysis  to  a  theoretical  question:  does 
uncertainty  increase  the  propensity  for  war? 

Prof.  Witold  Mucha’s  article  “Enable  and  Enhance — That’s  It?  European  Union  Peace 
Building  and  the  Enable  and  Enhance  Initiative”  postulates  that  in  the  summer  of  2014, 
Germany’s  decision  to  supply  arms  to  Kurdish  Peshmerga  in  their  fight  against  the  Islamic 
State  of  Iraq  and  Syria  (ISIS)  revealed  the  importance  of  the  Enable  and  Enhance  Initia¬ 
tive  (E2I)  as  discussed  by  the  European  Union’s  (EU)  member  states.  In  addition  to  Berlin, 
policy  makers  in  London  and  Paris,  among  others,  also  followed  the  rationale  of  taking 
responsibility  in  foreign  affairs  without  being  directly  involved  in  military  combat.  Howe¬ 
ver,  as  recent  initiatives  have  shown,  the  E2I  approach  comes  with  limitations.  Based  on 
EU  peace-building  initiatives  in  South  Sudan  and  Mali,  the  article  analyzes  the  challenges 
confronted  by  any  “getting  fit  initiative.”  The  analysis  comes  to  a  twofold  conclusion:  (1) 
recent  EU  peace-building  missions  have  failed  in  terms  of  design,  scope,  and  unintended 
effects,  and  (2)  academics  have  similarly  failed  to  recommend  feasible  policy  solutions. 

International  courts  and  tribunals  have  experienced  strong  growth  over  the  last  two 
decades,  but  no  such  institution  has  been  established  for  international  environmental 
governance.  In  “The  Role  of  International  Courts  and  Tribunals  in  Global  Environmen¬ 
tal  Governance,”  Prof.  Steinar  Andresen  notes  that  many  existing  international  courts  are 
relevant  to  this  issue  area  but  that  they  have  had  very  little  significance  in  terms  of  the 
effectiveness  of  global  environmental  governance.  Because  of  the  alleged  ineffectiveness 
of  this  system,  nonstate  actors  have  argued  for  the  establishment  of  an  international  envi¬ 
ronmental  court  (IEC).  No  state  support  this  idea  since  they  prefer  the  existing  system. 
This  article  argues  that  a  new  IEC  would  probably  not  make  much  difference  in  the  effec¬ 
tiveness  of  this  governance  system  and  that  the  chances  that  one  will  be  established  in  the 
foreseeable  future  are  extremely  low. 

The  article  “The  Implications  of  Climate  Change  for  the  Military  and  for  Conflict  Pre¬ 
vention,  Including  through  Peace  Missions”  by  Prof.  Shirley  Scott  and  Mr.  Shahedul  Khan 
discusses  five  implications  of  climate  change  for  the  military:  (1)  installations  and  equip¬ 
ment  will  be  affected  by  the  consequences  of  climate  change,  including  rising  sea  levels,  (2) 
the  military  will  have  an  increased  responsibility  to  reduce  its  own  environmental  footprint, 
(3)  military  strategists  will  need  to  factor  the  consequences  of  climate  change  into  their 
planning,  (4)  the  military  is  likely  to  play  a  greater  role  in  responding  to  natural  disas¬ 
ters,  and  (5)  the  military  will  contribute  to  enhanced  emphasis  on  conflict  prevention.  The 
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article  explores  in  further  detail  the  potential  for  peace  operations  to  contribute  to  climate 
change  adaptation  as  one  dimension  of  conflict  prevention. 


Remy  M.  Mauduit,  Editor 

Air  and  Space  Power  Journal-Africa  and 

Francophonie 

Maxwell  AFB,  Alabama 
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Dilating  Pupils 

The  Pedagogy  of  Cyber  Power  and  the 
Encouragement  of  Strategic  Thought 

Col  Richard  J.  Bailey  Jr.,  PhD* 


Actions  taken  and  actions  to  be  taken  are  weighty  factors  in  the  strategist’s  thinking,  of 
course,  but  they  are  elements  to  be  shaped  and  manipulated,  not  strict  lessons  leading  to 
instructions  that  must  be  followed. 

— Everett  Carl  Dolman 
Pure  Strategy  (2005) 

The  pedagogy  of  cyber  power  presents  an  interesting  conundrum.  Although 
cyberspace  and  its  related  technologies  have  been  around  for  decades,  our 
thinking  about  them  has  yet  to  mature.  Given  the  prominence  of  cyber 
power  in  recent  international  struggles,  however,  the  urgency  of  integrat¬ 
ing  the  technology  into  military  strategy  introduces  a  particular  challenge.  How  do 
we  use  cyber  power  when  we  have  yet  to  understand  it?  On  a  related  note,  how  do  we 
teach  cyber  power,  particularly  to  practitioners  who  are  expected  to  incorporate  it  into 
strategic  decision  making,  given  this  lack  of  understanding?  An  exploration  of  this 
puzzle  requires  that  we  first  examine  the  challenges  of  teaching  strategy,  independent 
of  the  particularities  of  cyber  power.  Next,  a  study  of  the  environment  of  cyberspace 
will  expose  its  etymological  frameworks  and  biases,  perhaps  informing  how  modern 


The  author  is  an  associate  professor  of  strategy  and  security  studies  at  the  School  of  Advanced  Air  and 
Space  Studies,  Maxwell  AFB,  Alabama.  He  earned  his  BS  in  engineering  sciences  at  the  United  States  Air 
Force  Academy  in  1992,  an  MA  in  international  affairs  from  Washington  University  in  St.  Louis  in  1997, 
and  a  PhD  in  government  from  Georgetown  University  in  2006.  His  research  interests  include  military 
strategy,  civil-military  relations,  American  sociopolitical  behavior,  and  cyber  power.  His  latest  works  include 
Strategy:  Context  and  Adaptation from  Archidamus  to  Airpower  (Annapolis,  MD:  Naval  Institute  Press,  2016) 
(coeditor  and  contributing  author);  The  Baltic  Security  Puzzle  (Lanham,  MD:  Rowman  and  Littlefield,  2015) 
(chapter  contributor);  “Fighting  More  Fires  with  Less  Water:  Phase  Zero  and  Modified  Operational  De¬ 
sign,”  Joint  Force  Quarterly  77  (2nd  quarter  2015):  101-8  (coauthor);  and  “You  Can’t  Take  the  Human  Factor 
Out  of  Warfare,”  Opinion-Editorial,  US  News  and  World  Report,  17  October  2014.  Colonel  Bailey  plans  to 
retire  later  this  year  and  will  serve  as  the  next  president  of  Northern  New  Mexico  College. 

This  article  was  presented  as  a  paper  at  the  American  Political  Science  Association  Teaching  and  Learn¬ 
ing  Conference,  Washington,  DC,  January  2015,  and  at  the  International  Studies  Association  National 
Conference,  New  Orleans,  February  2015.  It  will  appear  as  a  chapter  in  a  forthcoming  book  on  cyber  strategy 
tentatively  scheduled  for  publication  by  the  University  of  Copenhagen  Press. 
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society  approaches  new  technologies.  Finally,  an  analysis  of  the  uncertainties  inherent 
in  cyberspace  and  cyber  power  will  shed  light  on  the  major  problems  associated  with 
designing  and  articulating  strategy  in  this  virtual  domain. 


The  Challenges  of  Defining — and  Teaching — Strategy 

The  School  of  Advanced  Air  and  Space  Studies  is  often  touted  as  the  premier 
school  of  strategy  in  the  United  States  Department  of  Defense.The  rigorous  yearlong 
graduate  program  prepares  its  students  for  the  dizzying  array  of  complex  problems 
they  will  face  as  senior  military  officers.  Ironically,  if  you  ask  the  14  members  of  its 
all-PhD  faculty  for  their  definitions  of  strategy ,  you  will  most  likely  hear  14  slightly 
(and  not  so  slightly)  different  answers.  That  is,  the  school  thrives  on  its  reputation  for 
encouraging  a  broadening  of  mind-sets,  of  “creating  habits  of  mind  and  patterns  of 
inquiry”  that  serve  graduates  well  in  their  follow-on  assignments.1  In  other  words,  as 
Professor  Dolman’s  quotation  at  the  beginning  of  the  article  reminds  us,  no  precise 
answers  exist  where  strategy  is  concerned.  Therefore,  a  multitude  of  varying  defini¬ 
tions  actually  enhances  the  educational  experience;  that  is  why  we  encourage  our 
students  to  determine  their  own  perceptions  of  strategy’s  meaning  as  a  critical  part  of 
their  educational  journey.  As  for  the  faculty  of  the  School  of  Advanced  Air  and  Space 
Studies,  each  of  us  (as  you  may  have  guessed)  brags  about  our  personal  definition  as 
being  more  useful  than  our  colleagues’  offerings.  The  friendly  rivalry,  however,  is  im¬ 
portant  not  only  for  keeping  each  other  on  our  toes  intellectually  but  also  for  enrich¬ 
ing  the  educational  experience  of  our  high-powered  students.  The  definition  I  propose 
for  strategy  in  this  article  is  useful  for  the  encouragement  of  strategic  thought  regard¬ 
ing  cyber  power,  particularly  since  we  must  approach  such  an  enterprise  with  humil¬ 
ity,  an  open  mind,  and  a  vigorous  intellectual  curiosity.  Let  us  define  strategy ,  there¬ 
fore,  as  a  continual  artistic  endeavor  to  optimize  competitive  advantage  through  an 
understanding  of  one’s  environment  and  an  adaptation  to  uncertainty.  Several  words  in 
this  definition  require  clarifying  explanation. 

Continual — Strategy  is  not  a  temporally  framed  endeavor.  If  we  follow  Law¬ 
rence  Freedman’s  prescription  for  “thinking  about  strategy  as  a  story  told  in  the  future 
tense,”  then  the  application  necessarily  continues  ad  infinitum.2  In  a  military  plan¬ 
ning  effort,  terms  like  endpoint  or  termination  point  allude  to  some  sort  of  finality  to 
an  operational  enterprise.  These  terms  are  important  and  helpful  to  frame  a  finite 
effort  and  to  direct  the  use  of  limited  resources  accordingly.  However,  strategy  is  a 
different  animal,  in  that  it  is  an  intellectually  iterative  exercise.  That  is,  although  goals 
and  objectives  are  important  to  an  operational  initiative,  strategy  looks  forward  to 
determine  how  efforts  shape  the  larger  picture.  For  example,  a  strategist  should  ask, 
How  does  the  completion  of  a  particular  task,  if  successful,  change  the  behavior  of  the 
other  actors  in  the  scenario?  Might  it  change  an  opponent’s  decision  calculus?  Are 
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there  constraints  that  this  effort  strengthens  or  weakens?  Does  the  accomplishment 
of  an  objective  open  new  avenues  for  tangentially  related  efforts?  And  so  on.  Strategy 
must  be  respected  as  a  continual  process  so  that  as  the  environment  changes,  intel¬ 
lectual  rigor  adjusts  to  meet  new  demands. 

Artistic — Prussian  strategist  Carl  von  Clausewitz  famously  wrote  that  “every¬ 
thing  in  strategy  is  very  simple,  but  that  does  not  mean  that  everything  is  very  easy.”3 
The  complexities  inherent  in  one’s  environment  and  the  issues  involved  in  adapting 
to  uncertainty  call  for  much  more  than  the  application  of  scientific  principles.  B.  H. 
Liddell  Hart  opined,  “However  far  our  knowledge  of  the  science  of  war  be  extended, 
it  will  depend  on  art  for  its  application.”4  Simply  put,  for  the  strategist,  neither  per¬ 
fect  information  nor  perfect  understanding  exists.  Therefore,  students — and  practi¬ 
tioners — of  strategy  require  an  innovative  mind  and  a  creative  approach  to  problem 
solving  to  make  the  most  of  an  endeavor. 

Optimize  Competitive  Advantage — Strategy  usually  involves  some  type  of  an  op¬ 
ponent.  In  the  military,  the  opponent  may  be  a  declared  enemy  or  enemies.  In  busi¬ 
ness,  it  can  be  one  or  more  competitors  for  market  share  or  perhaps  market  forces 
themselves.  In  any  case,  strategy  aids  in  some  sort  of  struggle.  In  the  preface  to  his 
seminal  book  Strategy:  The  Logic  of  War  and  Peace,  Edward  Luttwak  states  that  “as  a 
vision  of  strategy  emerged  out  of  the  shadows  of  words  read,  problems  investigated, 
and  warlike  events  actually  experienced,  I  found  that  its  content  was  not  the  prosaic 
stuff  of  platitudes,  but  instead  paradox,  irony,  and  contradiction.”5 

Luttwak  uses  the  term  paradox  because  of  the  presence  of  an  intelligent  oppo¬ 
nent  in  strategic  ventures.  If  strategy  focuses  inward  at  one’s  own  resources,  goals,  and 
constraints,  it  completely  misses  the  effects  of  a  strategically  minded  opponent.  Such 
a  foe  not  only  affects  the  dynamics  of  the  environment  but  also  adds  to  the  uncer¬ 
tainty  enveloping  the  engagement.6 

E?iviro7ime7it  a7id  U7icertamty — Ultimately,  then,  the  primary  aims  of  the  strate¬ 
gist  are  to  think  deeply  about  his  or  her  environment  and  to  prepare  for  the  probabil¬ 
ity — or  eventuality — that  things  will  not  go  exactly  as  expected.  The  environment  is 
complex  because  of  its  dynamic  nature  and  because  of  our  imperfect  perception  of  it. 
Our  misunderstandings  are  a  product  of  incomplete  knowledge  and  of  our  own  bi¬ 
ases  or  improper  frameworks.  In  addition,  strategists  constantly  face  the  tendency  to 
assume  that  greater  access  to  information  keeps  the  forces  of  uncertainty  at  bay.  In 
fact,  the  reverse  is  often  true.  In  the  cyber  domain  in  particular,  often  the  challenge 
lies  not  in  obtaining  e7iough  information  but  in  determining  which  information  to  use 
from  a  seemingly  endless  trove.  These  two  areas,  environment  and  uncertainty,  will 
guide  the  rest  of  the  article  to  provide  a  potential  framework  for  teaching  cyber 
strategy. 

Teaching  strategy  ultimately  involves  encouraging  a  broadening  of  perspectives 
and  an  understanding  of  one’s  own  intellectual  habits.  Herein  we  find  another  para- 
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dox  of  learning  strategy:  if  students  gain  a  respect  for  what  they  do  not  know  and,  just 
as  important,  for  what  they  cannot  know,  only  then  can  they  make  the  most  of  their 
strategic  journey.  Imagination,  creativity,  intellectual  flexibility,  and  high-minded  re¬ 
sponsiveness  are  the  tools  that  guide  them  as  they  prepare  for  both  the  study  of 
strategy  and  its  future  applications. 

In  the  cyber  realm,  deconstructing  the  environment  and  adapting  to  uncertainty 
are  seemingly  impossible  tasks.  However,  if  practitioners  are  expected  to  integrate 
cyber  power  into  a  larger  strategic  worldview,  then  they  must  explore  these  two  ave¬ 
nues  of  thought.  It  is  toward  these  two  areas  that  we  now  turn. 

Understanding  the  Environment  of  Cyberspace 

Cyberspace.  A  consensual  hallucination  experienced  daily  by  billions  of  legitimate  opera¬ 
tors,  in  every  nation,  by  children  being  taught  mathematical  concepts.  ...  A  graphic 
represen  tation  of  data  abstracted  from  the  banks  of  every  computer  in  the  human  system. 
Unthinkable  complexity.  Lines  of  light  ranged  in  the  nonspace  of  the  mind,  clusters  and 
constellations  of  data.  Like  city  lights,  receding.  .  .  . 

— William  Gibson 

In  the  1984  science  fiction  book  Neuromancer,  William  Gibson  popularized  the 
term  cyberspace ,  which  he  had  introduced  in  the  short  story  “Burning  Chrome”  two 
years  earlier.  He  probably  did  not  recognize  at  the  time  that  the  term  he  attached  to 
the  virtual  environment  would  become  the  standard  moniker  for  everything  we  as¬ 
sociate  with  today’s  digital  world.7  Thirty  years  later,  the  ubiquity  of  computer  net¬ 
works  and  their  impact  on  the  human  experience  present  a  conundrum.  Without 
question,  the  technology  affects  almost  every  aspect  of  our  lives,  but  its  application 
vis-a-vis  power  dynamics  and  grand  strategy  has  yet  to  be  understood.  No  power 
dynamic  is  ever  fully  understood,  but  our  nascent  exploration  of  the  cyber  field  still 
leaves  us  analogous  to  Laika  on  the  rocket  after  liftoff.  In  other  words,  we  have  gained 
an  immediate  awareness  that  our  environment  has  changed  but  probably  do  not  un¬ 
derstand  the  extent  of  those  changes,  how  or  why  we  got  there,  or  where  we  are 
headed.  To  gain  an  appreciation  for  the  context  of  cyber  power,  we  must  look  at  the 
etymology  of  cyberspace  to  reveal  the  biases  and  frameworks  inherent  in  the  termi¬ 
nology  we  use  and  explore  the  difficulties  in  defining  the  cyber  domain. 

The  Etymology  of  Cyberspace 

The  main  argument  presented  in  this  section  is  that  the  terminology  used  to  describe 
the  elements  of  cyberspace  affects  the  way  we  think  about  it.  This  proposition  has  had 
a  profound  effect  on  the  development  (or  lack  thereof)  of  a  coherent  strategy  for  its 
use  and  has  made  the  teaching  of  cyber  strategy  incredibly  difficult.  To  develop  this 
line  of  argumentation,  we  look  at  cyber  terminology  to  reveal  how  its  particular  se- 
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mantics  shape  biases.  If  those  biases  create  frameworks  of  understanding,  then  they 
may  limit  the  way  we  think  about  the  technology. 

As  blogger  Mark  Forsyth  aptly  noted,  “New  things  need  new  words,  but  they 
usually  end  up  with  old  ones.”8  Let  us  start  with  the  term  cyberspace  itself.  Even  before 
Gibson’s  first  popular  use  of  the  word,  scholars  and  practitioners  published  a  wide 
variety  of  related  definitions,  each  with  its  own  accompanying  justifications.  In  the 
1940s,  Norbert  Wiener,  a  professor  of  mathematics  at  the  Massachusetts  Institute  of 
Technology,  called  for  increased  use  of  statistical  analysis  to  explain  societal  phenom¬ 
ena.  He  interpreted  the  interaction  of  systems  (biological,  mechanical,  and  societal) 
as  forms  of  communication  with  feedback  mechanisms  and,  more  importantly,  predic¬ 
tive  qualities.  Wiener  and  his  colleagues  became  the  foundational  pioneers  of  a  trans- 
disciplinary  field  of  study  he  termed  cybernetics.  The  root  cyber  comes  from  the  Greek 
kybernan ,  a  term  meaning  to  steer  or  direct ?  For  Professor  Wiener,  cybernetics’  ety¬ 
mology  connoted  a  direction  of  order  from  disorder:  “Guided  by  feedback,  organic, 
mechanical,  or  social  bodies  create  pockets  of  order,  strong  signals  in  an  entropic  sea 
of  noise.”10  For  many  military  strategists  in  the  middle  of  the  twentieth  century,  cy¬ 
bernetics  offered  hope  that  through  feedback  analysis,  one  might  be  able  to  learn 
enough  about  war  to  mitigate  uncertainty  in  conflict.  For  decades,  these  strategists 
challenged  Clausewitz’s  famous  dictum  that  “war  is  the  realm  of  chance.”11  Thus  was 
born  a  revolution  in  military  affairs  (RMA),  suggesting  that  information,  if  properly 
processed,  could  fundamentally  change  the  essence  of  warfare.  RMA  literature  em¬ 
braced  the  2,500-year-old  philosophy  of  Chinese  thinker  Sun  Tzu,  who  wrote,  “One 
who  knows  the  enemy  and  knows  himself  will  not  be  endangered  in  a  hundred  en¬ 
gagements.”12  Critics  of  RMA  literature  claimed  that  cyberneticists’  overconfidence 
in  information  as  a  panacea  ignored  the  omnipresence  of  uncertainty  in  combat,  lead¬ 
ing  for  example  to  the  “spectacular  inefficiency  and  failure”  of  strategy  in  the  Vietnam 
War.13  Daily  statistics  on  body  counts  and  sorties  did  nothing  to  capture  either  the 
will  of  the  North  Vietnamese  people  or  the  eroding  support  from  the  American 
public. 

How  do  semantics,  then,  ultimately  affect  our  conceptualization  of  cyber 
strategy?  Put  simply,  use  of  the  root  cyber  in  cyberspace  and  cyber  power  has  always 
implied  a  mechanism  for  creating  at  least  some  order  out  of  chaos.  As  experience 
shows,  however,  uncertainty  is  always  present  in  warfare;  thus,  even  though  we  use 
these  terms,  we  must  be  aware  of  their  limitations  and  remain  mindful  to  keep  them 
in  the  proper  perspective.  Cyber  power,  at  its  core,  is  fueled  by  information.  However, 
even  robust  access  to  information  will  fall  well  short  of  clearing  Clausewitz’s  fog  of 
war.  Students  of  strategy  must  respect  this  eventuality  and  prepare  themselves  for  the 
intellectual  challenges  that  it  entails. 

Let  us  consider  the  connotations  of  the  second  half  of  the  term  cyberspace.  The 
word  alludes  to,  or  at  least  conjures  up,  an  image  of  a  physical  space.  Thus,  the  term 
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itself  is  nothing  more  than  a  metaphor.  However,  if  strategists  think  of  cyberspace 
solely  in  physical  terms,  they  run  the  risk  of  closing  their  minds  to  the  potential  of  the 
technology  and  to  missing  its  unique  nonphysical  characteristics.  The  mention  of 
cyberspace  in  conjunction  with  the  physical  domains  adds  to  this  tendency.  The 
United  States  Air  Force,  for  example,  clarified  its  mission  statement  in  2005,  rallying 
its  Airmen  “to  fly,  fight,  and  win  ...  in  air,  space,  and  cyberspace.”14  When  cyberspace 
joins  air  and  space  as  domains  of  military  operations,  it  is  natural  for  the  mind  to 
apply  the  analogy  to  an  imagined  geospatial  entity  and  put  it  on  equal  footing  with 
the  physical  domains.15 

Even  if  we  try  to  imagine  cyberspace  as  analogous  to  a  three-dimensional  space, 
its  boundaries  would  be  impossible  to  identify.  In  reality,  the  only  physical  space  in¬ 
volved  in  cyberspace  is  the  architecture  providing  the  infrastructure  for  its  employ¬ 
ment.  Rather,  cyberspace  is  a  metaphor  helping  us  to  visualize  a  domain  in  which 
information  “travels”  via  networked  computer  systems.  One  of  the  most  complete 
definitions  of  cyberspace  comes  from  Daniel  Kuehl,  who  described  it  as  “a  domain 
characterized  by  the  use  of  electronics  and  the  electromagnetic  spectrum  to  store, 
modify,  and  exchange  information  via  networked  information  systems  and  physical 
infrastructures.”16  Martin  Libicki  was  one  of  the  first  to  identify  three  distinct  layers 
of  cyberspace:  the  physical  (routers,  wires,  switches,  etc.),  the  syntactic  (the  informa¬ 
tion  systems  themselves,  along  with  the  protocols  for  formatting  and  distributing 
information),  and  the  semantic  (the  nexus  between  the  transferred  information  and 
the  human  reception  and  understanding  of  that  information).17  Almost  every  early 
work  on  cyberspace  emphasized  that  it  is  the  only  man-made  military  domain.  The 
basic  concept  entails  that,  as  opposed  to  other  domains  of  military  power  (land,  sea, 
air,  and  space),  human-made  objects  must  be  present  in  order  for  cyberspace  to  exist. 
Although  humankind  creates  objects  to  traverse  and  optimize  the  use  of  the  physical 
domains,  only  in  cyberspace  is  our  intervention  required  to  create  the  domain.  How¬ 
ever,  even  if  we  recognize  this  unique  feature,  what  are  its  associated  strategic  impli¬ 
cations?  Ultimately,  they  are  either  nonexistent  or  irrelevant.  The  only  possible  con¬ 
nection  exists  either  in  a  scenario  in  which  someone  or  something  destroys  the  global 
Internet  architecture  or  through  a  cataclysmic  event  like  a  global  electromagnetic 
pulse. 

Because  cyberspace  has  no  physical  boundaries,  no  simple  rules  exist  for  parti¬ 
tioning  either  responsibilities  or  control.  Thus,  military  strategists  have  had  to  look 
beyond  traditional  assumptions  about  the  application  of  military  force  in  a  physical 
setting.  Consider,  for  example,  the  factor  of  distance.  In  a  physical  confrontation,  the 
distance  to  an  enemy  target  is  critically  important  to  a  land  or  sea  engagement  and 
relatively  important  to  an  air  attack  but  almost  negligible  in  cyberspace.  A  skilled 
hacker  with  advance  knowledge  of  an  enemy’s  computer  vulnerabilities  can  affect 
both  his  networks  and  perhaps  his  physical  assets.  No  matter  where  the  target  is  lo- 
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cated,  the  hacker  can  engage  it  from  practically  anywhere  on  the  planet  in  literally 
fractions  of  a  second.  Even  extraterrestrial  targets  like  satellites  may  be  vulnerable. 

The  meaning  of  words  can  evolve  and  even  transform  over  time.  Consider  the 
meaning  of  computer.  The  term  has  been  used  in  the  English  language  since  the  1600s, 
but  it  has  completely  transformed  to  mean  something  fundamentally  different.  Be¬ 
fore  the  twentieth  century,  the  word  denoted  a  human  being  who  processed  numbers 
by  hand.  However,  with  the  advent  of  the  microprocessor  and  the  growing  popularity 
of  home  computing  in  the  1970s  and  1980s,  society  began  to  use  computer  to  describe 
the  mechanism  more  than  the  person  who  performed  the  function:  “By  that  time, 
computers — like  science-fiction  cyborgs — had  completed  their  transformation  from 
human  to  machine.”18 

Why  is  terminology  important  to  the  student  of  strategy?  Let  us  consider  the 
dual  meaning  of  words  and  phrases.  According  to  linguistics  professor  Kate  Kearns, 
a  sentence  “is  composed  of  lexical  meaning ,  which  is  the  meaning  of  the  individual 
words,  and  structural  meaning ,  which  is  the  meaning  of  the  way  the  words  are  com¬ 
bined”  (emphasis  in  original).19  Even  the  lexical  meaning  can  frame  the  way  we  ap¬ 
proach  a  topic  both  intellectually  and  emotionally.  Political  lobbyists  are  highly  skilled 
in  this  arena  and  use  language  to  shape  national  discussion.  Consider  the  abortion 
debate  in  the  United  States.  Lobbyists  (and  politicians)  opposed  to  late  term  abor¬ 
tions — those  that  take  place  in  the  second  or  third  trimester  of  a  pregnancy — were 
able  to  rename  them  partial  birth  abortions  in  the  public  sphere.  The  latter  term  is 
much  more  evocative  and  has  the  tendency  to  call  up  images  of  terminating  a  living 
human  being.  The  language  itself  can  frame  how  we  might  think  or  feel  about  a  sub¬ 
ject,  just  based  on  the  lexical  meaning  of  the  words  used  to  describe  it. 

It  is  helpful  to  extrapolate  this  understanding  to  the  terms  we  use  in  cyberspace. 
Because  the  lexical  meanings  of  the  words  we  use  to  describe  elements  in  cyberspace 
are  rooted  in  understandings  and  perceptions  of  physical  objects  and  concepts,  their 
structural  meaning  becomes  bound  in  archaic  frameworks: 

A  long-standing  and  influential  view  about  language  is  that  the  meaningfulness  of  lan¬ 
guage  amounts  to  its  “aboutness.”  Words  and  expressions  symbolize  and  describe — and 
are  thus  about — things  and  phenomena  in  the  world  around  us,  and  this  is  why  we  can 
use  language  to  convey  information  about  reality.  Accordingly,  the  meaningfulness  of 
language  consists  of  connections  between  words  and  expressions  and  parts  of  reality.20 

How  can  budding  strategists  cope  with  this  dilemma?  Moreover,  how  can  we  teach 
cyber  strategy  in  a  way  that  counters  this  tendency?  Ideally,  we  would  come  up  with 
new  terms  for  cyberspace  and  its  elements  that  evoked  a  more  expanded  intellectual 
framework.  Unfortunately,  this  effort  would  be  futile.  The  words  describing  cyber¬ 
space  have  been  around  for  decades,  so  the  likelihood  of  changing  the  language  at  this 
point  is  remote.  The  only  recourse  is  to  understand  the  limitation  of  the  terms  and  to 
fight  to  overcome  the  biases  they  subconsciously  create.  In  any  case,  the  education  of 
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cyber  strategy  must  start  with  an  understanding  of  the  cyber  environment — and  a 
large  part  of  that  environment  is  founded  in  the  language  we  use  to  describe  it. 

How  Do  We  Experience  New  Technology?  Polarization  and  Analogies 

An  appreciation  for  the  biases  and  frameworks  provided  by  the  language  of  cyber¬ 
space  unlocks  part  of  our  understanding  of  its  intellectual  environment  but  does  not 
offer  a  comprehensive  picture.  A  complementary  approach  involves  applying  a  socio¬ 
logical  lens.  In  other  words,  we  may  gain  a  more  thorough  understanding  of  the  cyber 
environment  by  exploring  how  society  adapts  to  it  over  time.  Two  main  patterns 
emerge  when  we  apply  this  analysis:  a  polarization  in  the  literature  and  a  tendency  to 
use  analogies  to  past  technological  advances. 

To  explore  the  phenomenon  of  polarization  in  the  literature,  we  must  first  ask 
why  society  tends  to  think  about  extreme  positions  when  it  experiences  new  concepts. 
A  modified  scenario  from  Alexander  Wendt  serves  us  well  here.21  Imagine  turning  on 
your  television  to  live,  late-breaking  news  that  an  alien  spacecraft  has  landed  in  the 
middle  of  Central  Park  in  New  York  City.  Without  any  other  information,  what 
would  your  first  thoughts  be?  What  does  the  image  of  the  spacecraft  convey  to  you? 
To  put  it  in  popular  movie  terms,  you  may  see  this  in  one  of  two  extreme  camps. 
Perhaps  you  imagine  the  friendly,  benevolent,  kind-hearted  visitors  from  E.  T.  the 
Extra-Terrestrial  or  the  closing  scene  of  Close  Encounters  of  the  Trird  Kind.  Or  maybe 
you  picture  the  dark,  ominous,  resource-starved  aggressors  from  War  of  the  Worlds  or 
Independence  Day.  Few  people  actually  think  of  something  in  between.  Put  simply, 
most  of  us  tend  to  explore  the  new  or  unknown  with  either  feelings  of  trepidation  or 
the  hopeful  promise  of  a  panacea.  James  Gleick  put  it  best:  “Every  new  medium 
transforms  the  nature  of  human  thought.  In  the  long  run,  history  is  the  story  of  in¬ 
formation  becoming  aware  of  itself.”22  As  human  thought  about  cyberspace  and  cy¬ 
ber  power  evolves,  the  Salvationists  and  alarmists  are  falling  into  their  respective 
camps.  A  review  of  popular  literature  on  cyber  power  reveals  this  phenomenon. 

When  Tim  Berners-Lee  created  the  World  Wide  Web,  he  was  conscious  of  the 
social  power  it  could  enable.  His  design  eschewed  a  proprietary  approach.  Instead,  the 
Web  “invited — required — its  inhabitants  to  help  build  it.  It  was  a  World  Wide  effort” 
(emphasis  in  original).23  Designers  like  Berners-Lee,  however,  just  as  the  inventors  of 
the  Advanced  Research  Projects  Agency  Network  before  him,  were  far  more  con¬ 
scious  of  the  revolutionary  potential  of  a  borderless  information  source  than  any 
propensity  for  malfeasance:  “The  development  of  social  machines  requires  the  devel¬ 
opment  of  mechanisms  that  allow  users  of  social  machines  to  more  freely  share  data 
without  having  to  worry  about  it  being  used  in  inappropriate  ways.”24  Thus,  the 
floodgates  opened,  and  access  to  both  the  benevolent  and  the  nefarious  became  in¬ 
stantly  possible. 
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To  many  people,  cyberspace  inspires  hope — of  information  as  a  panacea  to  cure 
our  social  ills.  In  terms  of  warfare,  cyber  power  might  encourage  an  overall  decrease 
in  destructive  violent  action,  a  “computer-enabled  assault  on  violence  itself.”25  It  also 
might  spur  organically  (and  peacefully)  generated  social  and  political  change.  Evgeny 
Morozov  termed  this  concept  cyber  utopianism ,  a  “naive  belief  in  the  emancipatory 
nature  of  online  communication  that  rests  on  a  stubborn  refusal  to  acknowledge  its 
downside.”26  How  many  of  us  thought  that  the  Arab  Spring  would  continue  to  thrive 
based  on  people’s  growing  access  to  good  ideas?  The  ubiquity  of  information  is  only 
part  of  the  picture.  How  audiences  process  messages  and  what  they  do  in  response  are 
equally  important.  Morozov’s  sobering  message  is  that  while  information  can  be  a 
spark  for  positive  change,  regimes  might  also  use  it  to  continue  their  repressive  con¬ 
trol. 

If  we  use  sheer  numbers  as  an  arbiter,  the  alarmist  side  of  cyber  literature  seems 
to  be  winning  the  debate  over  the  cyber  Salvationists.  Even  a  cursory  review  of  popu¬ 
lar  literature  on  cyber  power  reveals  a  wide  assortment  of  warnings  about  threats 
imposed  by  the  technology  and  our  related  vulnerabilities.  Richard  Clarke,  who 
served  four  separate  presidential  administrations  as  a  counterterrorism  expert,  is  very 
clear  about  the  dangers  of  cyber  power:  “Cyber  war  is  real.  What  we  have  seen  so  far 
is  far  from  indicative  of  what  can  be  done.  Most  of  these  well-known  skirmishes  in 
cyberspace  used  only  primitive  cyber  weapons. . .  .What  the  United  States  and  other 
nations  are  capable  of  doing  in  a  cyber  war  could  devastate  a  modern  nation.”27  Con¬ 
sider  the  now-famous  2007  cyber  attacks  on  Estonia.  When  the  Estonian  govern¬ 
ment  pressed  to  remove  the  Monument  to  the  Liberators  of  Tallinn  (now  informally 
nicknamed  the  Bronze  Statue)  from  a  prominent  spot  in  its  capital  city,  the  Russian 
people  (including  Estonia’s  ethnic  Russian  population)  were  infuriated.  To  them,  the 
statue  was  a  symbol  of  sacrifice  and  honor.  However,  to  many  other  Estonians,  it  was 
a  reminder  of  oppressive  Soviet  occupation.  Two  years  after  joining  the  North  Atlan¬ 
tic  Treaty  Organization  (NATO),  several  members  in  the  Estonian  government 
called  for  removal  of  the  monument.28  On  15  February  2007,  the  Parliament  passed 
a  bill  calling  for  a  ban  on  any  structure  memorializing  the  Soviet  occupation,  but 
President  Toomas  Hendrik  lives,  perhaps  in  an  attempt  to  find  a  peaceful  solution  to 
the  tension,  vetoed  the  measure.29  Months  later,  the  local  government  decided  to 
move  the  Bronze  Statue  from  its  central  location  to  a  spot  outside  the  city.  The  move 
sparked  an  outcry  from  Tallinn’s  ethnic  Russians.  On  27  April,  the  first  cyber  attacks 
targeted  several  important  Estonian  websites.  Among  them  were  the  Estonian  presi¬ 
dency,  Parliament,  most  government  ministries,  political  parties,  three  of  the  coun¬ 
try’s  six  big  news  organizations,  two  of  the  biggest  banks,  and  major  communications 
companies.30  Many  pointed  to  the  Russian  government  as  the  most  likely  perpetrator 
of  the  attacks.  In  any  case,  the  strikes  constituted  one  of  the  first  well-known  political 
uses  of  cyber  power  in  what  appeared  to  be  an  interstate  conflict.  Even  though  no  one 
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died  as  a  direct  result  of  the  attacks,  the  social,  political,  and  financial  effects  on  Esto¬ 
nia  were  devastating,  prompting  the  country  to  petition  NATO  for  a  military  re¬ 
sponse. 

States  are  not  the  only  potential  victims  of  cyber  power’s  effects.  One  powerful 
example  is  the  December  2014  cyber  attack — allegedly  by  the  North  Koreans — on 
Sony  Pictures  in  response  to  the  theatrical  release  of  The  Interview ,  a  comedy  based 
on  a  plot  to  assassinate  President  Kim  Jong-un.  The  attacks  were  so  influential  that 
Sony  postponed  the  film’s  release.  President  Obama  criticized  Sony’s  capitulation:  “If 
we  set  a  precedent  in  which  a  dictator  in  another  country  can  disrupt  through  cyber, 
a  company’s  distribution  chain  or  its  products,  and  as  a  consequence  we  start  censor¬ 
ing  ourselves,  that’s  a  problem.”31  Although  North  Korea  denied  the  attack,  the  gov¬ 
ernment  did  threaten  to  engage  in  cyber  attacks  in  the  future.  American  pundits  and 
politicians  disagreed  about  how  to  characterize  the  strikes.  Some,  including  President 
Obama,  called  it  a  form  of  cyber  vandalism,  but  others  characterized  it  as  something 
far  more  sinister.  In  a  Sunday  morning  talk  show  interview,  Senator  John  McCain 
asserted  that  “it’s  more  than  vandalism.  It’s  a  new  form  of  warfare  that  we’re  involved 
in  and  we  need  to  react  and  we  need  to  react  vigorously.”32 

This  recent  example  shows  that  even  within  the  alarmist  camp,  there  are  dis¬ 
agreements  about  how  to  characterize  the  extent  of  the  dangers.  As  with  any  exposure 
to  a  new  technology  or  new  experience,  we  tend  to  use  analogies  to  aid  in  compre¬ 
hension.  Put  another  way,  our  framing  of  new  ideas  and  new  concepts  is  critical  to  our 
nascent  understanding  of  them.  Philip  Ball  put  it  best:  “Science  is  driven  by  ideas,  not 
numbers  or  measurements — and  ideas  only  arise  by  people  thinking  about  causative 
mechanisms  and  using  them  to  frame  good  questions.”33  Yet,  it  is  often  our  natural 
instinct  to  draw  analogies  to  ideas  or  concepts  with  which  we  are  familiar,  similar  to 
the  way  we  use  common  language  to  describe  them,  even  at  the  cost  of  creating 
problematic  biases.  In  the  cyber  arena,  a  multitude  of  initial  thinkers  and  writers  ex¬ 
plored  society’s  early  lessons  with  the  airplane  and  airpower  and  used  them  as  a  blue¬ 
print  (and  in  some  cases  a  prediction  tool)  for  our  experiential  journey  through  cyber¬ 
space  and  cyber  power:  “Airpower  is  similar  to  cyberpower  because  it  is  a  domain 
dominated  by  technological  advancements.”34  In  many  ways,  the  analogy  can  be 
helpful.  Airpower,  for  example,  started  as  a  tool  for  reconnaissance  and  battlefield 
awareness  but  progressed  into  a  fundamentally  unique  application  of  military  force.35 
In  other  words,  we  could  no  longer  think  of  airpower  in  the  same  way  we  thought  of 
land  power  or  sea  power.  Its  three-dimensional  nature  and  its  ability  to  bypass  or 
circumvent  traditional  battlefield  considerations  meant  that  airpower  required  a  new 
way  of  thinking  about  warfare.  The  Center  for  Cyberspace  Research  at  the  Air  Force 
Institute  of  Technology  put  it  this  way:  “Cyberspace  is  a  domain  of  military  opera¬ 
tions,  and  we  need  to  begin  growing  a  cyber  culture.  The  challenge  is  that  there  is 
little  or  no  published  doctrine.  .  .  .  Nonetheless,  we  have  to  start  somewhere.  To  a 
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great  extent,  we  are  in  the  same  situation  as  [Billy]  Mitchell  and  [Giulio]  Douhet 
when  discussing  [the]  application  of  airpower.”36  In  this  sense,  our  early  experiences 
with  airpower  are  instructive  for  our  early  steps  in  cyberspace. 

The  application  of  cyber  power  is  in  many  ways,  however,  fundamentally  differ¬ 
ent  from  that  of  any  military  power  preceding  it.  Therefore,  we  need  to  spend  time 
thinking  about  these  unique  characteristics  rather  than  simply  applying  constructs 
from  the  physical  domains.  Libicki  was  one  of  the  first  to  recognize  that  a  different 
mind-set  would  be  necessary  to  thrive  in  a  digital  world: 

Over  time,  radical  changes  in  technology  are  understood  to  involve  radical  changes  in  the 
organization  of  work  and  society  as  well.  Initially  the  electric  motor  did  not  help  produc¬ 
tivity  compared  to  the  belt-driven  machines  it  replaced;  in  time,  vertical  factories  de¬ 
signed  to  minimize  the  amount  of  belting  gave  way  to  horizontal  factories  designed  to 
help  the  flow  of  men  and  material.  Similarly,  computers  cannot  help  most  firms  very 
much  until  they  reengineer  their  work  processes  to  accord  with  the  silicon  logic.  Conflict 
both  conventional  and  unconventional  will  perforce  follow  the  same  path — accommodating 
change  first  by  incorporation,  and  next  by  reinvention.37 

This  is  the  irony  of  using  analogies  in  cyberspace.  The  only  thing  helpful  about  apply¬ 
ing  an  analogy  to  cyber  power  is  that  it  warns  us  to  avoid  common  frameworks — like 
analogies. 

Budding  strategists  exposed  to  cyber  power  must  come  to  grips  with  how  soci¬ 
ety  experiences  new  technologies,  both  to  wade  through  the  polarization  of  initial 
thinkers  and  to  use — but  be  wary  of — analogies  to  past  technologies. 

Adapting  to  the  Uncertainty  Inherent  in  Cyberspace 

The  telescope  .  .  .  was  powerful  enough  to  make  out  those  details  that  would  ordinarily 
be  beyond  the  commander’s  view,  but  not  so  powerful  as  to  produce  the  administrative 
equivalent  of  Heisenberg’s  Uncertainty  Law  in  physics,  which  says  that  subatomic  par¬ 
ticles  can  never  be  measured  because  the  very  attempt  to  measure  them  will  cause  them  to 
change. 

— Martin  van  Creveld 

In  Command,  in  War,  Martin  van  Creveld  warns  us  that  no  matter  how  hard  we 
try  to  create  order  from  chaos,  uncertainty  is  a  timeless  characteristic  of  war.38  Cyber¬ 
space  is  our  latest  telescope.  It  offers  us  access  to  information  that  previously  seemed 
unimaginable.  Yet,  even  in  an  era  of  Big  Data,  uncertainty  thrives.  How  should  stu¬ 
dents  of  cyber  strategy  contend  with  this  dilemma?  As  the  definition  of  strategy  at 
the  beginning  of  this  article  reminds  us,  adaptation  is  the  key.  Successful  adaptation 
depends  on  two  endeavors:  (1)  understanding  the  dialectic  nature  of  strategy  and  (2) 
gaining  an  appreciation  of  what — and  how  much — is  still  unknown. 
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The  Strategy  of  Others 

Boxing  champion  Mike  Tyson  is  famously  quoted  as  saying  that  “everyone  has  a  plan 
until  they  get  punched  in  the  mouth.”39  If  strategy  is  about  optimizing  competitive 
advantage,  then  students  of  strategy  must  acknowledge  that  a  thinking,  strategic  op¬ 
ponent  has  a  vote  in  determining  the  outcome  of  any  engagement.  This  fact  alone 
creates  uncertainty  for  the  strategist.  Therefore,  it  is  incumbent  on  students  of 
strategy — particularly  cyber  strategy — to  consider  the  most  prominent  actors  in  the 
domain  today.  As  Timothy  Thomas  put  it,  “Cyber  strategists  will  be  wise  to  become 
familiar  with  the  methods,  definitions,  and  concepts  of  the  most  capable  cyber  na¬ 
tion-states.”40 

The  United  States  and  Western  Europe  got  a  head  start  in  the  development  of 
cyberspace  tools  and  technologies.  One  need  only  look  at  Forbes  magazine’s  list  of  the 
three  most  valuable  worldwide  brands  today — Apple,  Microsoft,  and  Google — to  see 
where  innovation  generated  huge  profits.41  As  Joseph  Nye  pointed  out,  in  many  ways, 
that  head  start  had  a  huge  impact  on  the  geopolitical  distribution  of  power: 

In  the  twentieth  century,  science  and  technology  added  dramatic  new  dimensions  to 
power  resources. . . .  Subsequently,  the  leading  role  of  the  United  States  in  the  informa¬ 
tion  revolution  near  the  end  of  the  century  allowed  it  to  create  a  revolution  in  military 
affairs.  The  ability  to  use  information  technology  to  create  precision  weapons,  real-time 
intelligence,  broad  surveillance  of  regional  battlefields,  and  improved  command  and  con¬ 
trol  allowed  the  United  States  to  surge  ahead  as  the  world’s  only  military  superpower.42 

However,  this  gap  is  arguably  shrinking.  China,  Russia,  and  other  state  actors  are 
spending  considerable  percentages  of  their  military  budgets  on  the  development  of 
offensive  and  defensive  cyber  technologies.  According  to  a  recent  TechRepublic  report, 
“Peter  W.  Singer,  director  of  the  Center  for  21st  Century  Security  and  Intelligence  at 
the  Brookings  Institution,  said  100  nations  are  building  cyber  military  commands. . . 
.  There  are  about  20  that  are  serious  players,  and  a  smaller  number  could  carry  out  a 
whole  cyberwar  campaign.”43  The  biases  and  frameworks  that  cyberspace’s  etymology 
creates  in  English  can  become  even  more  problematic  on  the  international  stage: 

Yet  even  before  addressing  divergences  in  attitude  and  threat  perception,  there  is  the 
more  basic  problem  of  absence  of  a  common  terminology  between  the  major  players  in 
cyberspace.  The  definitions  of  such  terms  as  cyber  conflict,  cyber  war,  cyber  attack,  cyber 
weapon,  etc.  used  by  the  UK,  USA,  Russia  and  China  do  not  coincide — even  where  of¬ 
ficial  or  generally  recognised  definitions  exist  in  each  respective  language.  Furthermore, 
direct  translations  of  specific  terms  from  Russian  and  Chinese  which  resemble  English- 
language  terms,  and  vice  versa,  can  complicate  matters  further  by  giving  the  misleading 
impression  of  mutual  understanding,  while  in  fact  referring  to  completely  different  con¬ 
cepts.44 

State  powers  are  not  the  only  actors  joining  the  fight.  Although  attribution  is  still  a 
challenge  in  cyberspace — as  discussed  below — several  high-visibility  cyber  attacks 
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have  been  linked  to  nonstate  actors.45  As  opposed  to  dominance  in  the  physical  do¬ 
mains,  which  may  require  either  massive  personnel  numbers  or  sophisticated  high- 
tech  weaponry,  cyber  power’s  cost  of  entry  is  relatively  low  Sophisticated  knowledge 
is  certainly  a  requirement,  but  the  design  of  the  Internet’s  architecture  makes  its  users 
vulnerable  to  malfeasance  from  anywhere.  Thus,  students  of  strategy  must  ask  the 
question,  In  terms  of  military  power,  do  cyber  capabilities  serve  as  a  leveling  function 
for  what  used  to  be  a  hierarchical  playing  field?  If  so,  how  do  militaries  in  an  era  of 
fiscal  constraints  prepare  for  the  myriad  of  potential  adversaries? 

In  addition,  the  strategist  must  attempt  to  comprehend — and  appreciate — the 
way  potential  adversaries  think  about  the  use  of  power.  For  example,  “China  has  a  very 
long  history  of  strategic  thought.  One  need  only  access  their  military  encyclopedia  to 
get  a  feeling  for  the  hundred  or  so  Chinese  terms  that  are  defined  and  include  the 
word  strategic.”^  What  does  this  mean  for  the  Chinese  use  of  cyber  power,  not  just 
today  but  within  the  context  of  a  much  longer  game  plan?  Moreover,  perhaps  more 
importantly,  what  security  concerns  would  these  decisions  affect?  The  cyber  strategist 
must  use  a  combination  of  thoughtful  research  and  freethinking  imagination  to  tackle 
problematic  questions  like  these  in  an  effort  to  adapt  to  uncertainty  caused  by  the 
presence  of  other  actors  in  cyberspace. 

The  Cyber  “Unknown” 

Uncertainty  in  cyberspace  is  not  just  dependent  on  the  presence  of  intelligent  foes.  In 
fact,  cyber  power’s  own  characteristics  bring  forth  a  level  of  uncertainty  with  which 
strategists  must  contend.  Two  classic  examples  are  (1)  attribution/forensics  and  (2) 
classification/ cooperation.  Ironically,  one  is  a  product  of  technological  progress  while 
the  other  is  caused  by  our  own  national  policies. 

In  2007  it  was  easy  to  blame  Russia  for  the  attacks  on  Estonia.  Their  timing,  the 
Russian  government’s  passionate  outcries  about  the  removal  of  the  Bronze  Statue, 
the  temper  of  ethnic  Russians  in  the  Baltics,  and  the  capabilities  exhibited  by  the 
Russian  government  on  previous  occasions  all  pointed  to  Moscow  as  the  prime  sus¬ 
pect.  The  same  can  be  said  for  the  attacks  on  Sony  Entertainment  in  2014.  Their 
timing,  the  pending  release  of  The  Interview ,  and  public  statements  by  the  North 
Korean  government  (even  considering  its  denials)  still  pointed  to  Pyongyang.  How¬ 
ever,  all  of  those  factors  in  a  court  of  law  would  amount  to  nothing  more  than  circum¬ 
stantial  evidence.  It  may  be  a  far  greater  challenge  to  attribute  responsibility  for  an  act 
in  cyberspace  than  to  determine  the  source  of  a  nuclear  catastrophe.  Organizations 
like  the  Defense  Threat  Reduction  Agency  now  have  highly  sophisticated  nuclear 
forensics  programs  that  can  identify  the  source  of  harmful  material  from  radioactive 
debris,  even  potentially  pinpointing  the  area  of  origin.47  Phantom  Internet  protocol 
addresses  and  other  techniques  for  operations  in  cyberspace  still  make  attribution  a 
concern  for  cyber  practitioners  and  a  more  significant  one  for  geopolitics.  How  can 


18  ASPJ AFRICA  &  FRANCOPHONIE 


leaders  make  national  security  decisions  and  endorse  potential  military-response  ac¬ 
tions  without  a  clear  picture  of  a  perpetrator?  For  example,  when  Estonia  petitioned 
NATO  for  a  response  to  the  attacks  in  2007,  NATO  nations  refused  to  act,  not 
simply  because  of  the  confusion  about  whether  the  cyber  attacks  constituted  acts  of 
war  but  because  they  could  not  be  certain  that  the  attacks  came  from  Russia  (much 
less  the  Russian  government).  In  essence,  cyber  operations  have  yet  to  reach  the  level 
of  forensic  sophistication  that  occurs  in  the  physical  domains.  Consequently,  uncer¬ 
tainty  surrounding  cyber  acts  can  make  even  seemingly  straightforward  response 
decisions  incredibly  complex. 

In  time,  cyber  forensics  may  reach  a  level  of  sophistication  comparable  to  that  of 
the  physical  domains.  Scientific  research  and  development  will  pave  the  way.  To  a 
meeting  of  business  executives  on  national  security  on  11  October  2012,  then¬ 
secretary  of  defense  Leon  Panetta  observed  that  “over  the  last  two  years,  DoD  [the 
Department  of  Defense]  has  made  significant  investments  in  forensics  to  address  this 
problem  of  attribution  and  were  seeing  the  returns  on  that  investment.  Potential 
aggressors  should  be  aware  that  the  United  States  has  the  capacity  to  locate  them  and 
to  hold  them  accountable  for  their  actions  that  may  try  to  harm  America.”48  At  the 
time,  many  people  questioned  the  validity  of  the  statement  and  perceived  the  secre¬ 
tary’s  speech  as  more  of  a  deterrent  threat  than  an  actual  boast  of  improving  capa¬ 
bilities.  Although  attribution  in  cyberspace  is  a  difficult  problem,  improvements  in 
cyber  forensics  are  nevertheless  developing.49  Techniques  to  mask  identity  in  cyber¬ 
space  are  evolving  as  well,  so  the  attribution  issue,  at  least  in  the  near  term,  presents  a 
problematic  uncertainty  to  the  cyber  strategist. 

Uncertainty  caused  by  classification  difficulties,  however,  is  a  human-made  co¬ 
nundrum  and  the  source  of  an  interesting  paradox  between  security  and  cooperation. 
The  United  States  Presidential  Website  illustrates  a  prime  example.  On  the  one  hand, 
the  White  House  is  very  clear  about  the  importance  of  protecting  its  classified  infor¬ 
mation:  “It’s  the  classified  military  and  intelligence  networks  that  keep  us  safe.”  On 
the  other  hand,  the  same  website  trumpets  the  importance  of  international  collabora¬ 
tion  and  cooperation:  “Because  cyberspace  crosses  every  international  boundary,  we 
must  engage  with  our  international  partners.  We  will  work  to  create  incentives  for, 
and  build  consensus  around,  an  international  environment  where  states  recognize  the 
value  of  an  open,  interoperable,  secure,  and  reliable  cyberspace.”50  Anyone  who  has 
worked  in  a  military  cyber  power  capacity  will  tell  you  that  the  security  classification 
procedures  are  incredibly  robust — perhaps  because  of  the  perceived  concept  of  one- 
and-done  cyber  weapons.  In  other  words,  if  a  cyber  weapon  exploits  an  enemy’s  par¬ 
ticular  network  vulnerability  and  the  enemy  detects  the  act,  he  or  she  can  do  two 
things  almost  immediately:  (1)  patch  the  vulnerability  to  prevent  similar  weapons 
from  having  the  same  access  and  permitting  the  same  damage  and  (2)  use  that  same 
weapon  in  an  offensive  capacity  against  any  other  entity  with  the  same  vulnerability. 
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Thus,  the  concept  of  one-and-done  weapons  leads  to  two  major  behaviors.  First, 
would-be  users  of  the  weapon  may  resist  using  it  until  absolutely  necessary  since  they 
do  not  want  to  expose  knowledge  of  the  weaponry.  This  choice  may  in  some  ways 
reduce  the  likelihood  of  offensive  attacks  since  actors  may  be  incentivized  to  hold  on 
to  the  potential  use  as  long  as  possible — or  at  least  until  they  feel  they  really  need  to 
use  it.  Second — and  closely  related — cyber  actors  want  to  keep  a  close  hold  on  the 
capability  to  prevent  that  same  awareness,  so  their  tendency  is  to  classify  the  capa¬ 
bilities  (and  the  weapons  themselves)  at  the  highest  possible  level. 

This  situation  presents  a  unique  challenge  to  international  cooperation  efforts. 
Concern  about  the  difficulty  of  maintaining  classified  information  of  any  kind  en¬ 
courages  actors  to  play  their  cyber  cards  incredibly  close  to  their  chests,  leading  to 
intensive  (and  sometimes  exhaustive)  security  classifications.  This  behavior,  however, 
runs  completely  counter  to  practices  that  facilitate  international  cooperation.  Some 
examples  of  successful  cooperation  do  exist — the  NATO  Cooperative  Cyber  Defence 
Centre  of  Excellence  in  Estonia  stands  out  as  a  potential  institutional  blueprint.  The 
center  offers  avenues  for  international  information  sharing  and  hosts  international 
exercises  and  best-practice  simulations.  Such  an  agency,  though,  is  only  as  effective  as 
the  information  that  member  states  choose  to  share  with  one  another.  In  many  cases, 
individual  governments  still  classify  their  most  advanced  techniques  at  the  highest 
national  levels,  prohibiting  international  sharing — even  with  their  closest  partner  na¬ 
tions. 

The  US  government’s  self-inspection  after  the  attacks  of  11  September  2001 
offers  an  interesting  framework.  A  report  to  the  US  Senate  10  years  after  the  attacks 
pointed  out  that 

the  attacks  on  9/11  showed  all  of  us  that  the  Cold  War  “need  to  know”  system  for  manag¬ 
ing  classified  and  sensitive  information  drove  a  culture  of  information  security  that  re¬ 
sulted  in  countless  stovepipes  and  secretive  pockets  of  the  nation’s  most  valuable  infor¬ 
mation.  It  may  have  worked  in  the  Cold  War,  but  it  was  not  adequate  to  keep  America 
safe  in  a  world  of  asymmetric  threats.  Many  realized  that  protecting  America  in  this  new 
threat  environment  would  require  the  government  to  operate  in  an  entirely  new  way.51 

In  a  similar  way,  the  asymmetric  threats  posed  by  cyber  power  today  necessitate  con¬ 
sideration  of  removing  national  stovepipes  and  traditional  classification  tendencies. 
This  is  not  an  argument  for  removing  all  national  classifications  from  cyber  tools  and 
techniques,  but  strategists  must  recognize  that  cooperation  without  meaningful  in¬ 
formation  sharing  is  akin  to  a  paper  tiger  and  ultimately  may  leave  each  member  state 
more  vulnerable. 

Uncertainty  is  omnipresent  in  warfare.  Cyberspace  and  its  related  technologies 
may  have  offered  initial  promise  that  robust  access  to  information  could  create  order 
from  the  chaos,  but  the  opposite  is  closer  to  reality.  Our  present  access  to  cyberspace 
in  some  ways  has  complicated  the  picture.  The  ubiquity  of  information,  ironically, 
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increases  uncertainty  by  forcing  the  strategist  to  concentrate  much  more  on  prioritiz¬ 
ing  available  information  rather  than  gaining  access  to  it,  making  adaptation  and  flex¬ 
ibility  more  important  than  ever — particularly  to  the  strategist. 


Cyber  Strategy  Education  in  Action:  A  Few  Examples 

Over  the  last  20  years — and  the  last  10  in  particular — several  states  have  insti¬ 
tuted  cyber  education  programs  to  encourage  strategic  thinking  about  cyberspace  and 
cyber  power.  A  cursory  review  illustrates  that  many  of  these  programs  tend  to  focus 
more  on  tactical  and  operational  skill  training  rather  than  on  strategic  thinking. 

The  United  Kingdom  offers  an  interesting  example.  In  2011  that  country  pub¬ 
lished  its  national  cyber  security  strategy,  highlighting  four  main  strategy  objectives: 

•  to  make  the  UK  one  of  the  most  secure  places  in  the  world  to  do 
business  in  cyberspace; 

•  to  make  the  UK  more  resilient  to  cyber  attack  and  better  able  to 
protect  our  interests  in  cyberspace; 

•  to  help  shape  an  open,  vibrant  and  stable  cyberspace  that  supports 
open  societies; 

•  to  build  the  UK’s  cyber  security  knowledge,  skills  and  capability52 

Based  on  the  definition  of  strategy  provided  previously  in  this  article,  one  can  argue 
that  the  United  Kingdom  values  strategic  cyber  thinking,  but  its  national  goals  seem 
overwhelmingly  tactical  in  nature.  Even  the  fourth  objective,  although  referring  to 
increasing  knowledge,  seems  more  slanted  toward  tactical  training  than  strategic  edu¬ 
cation.  In  2013  a  governmental  review  of  the  strategy  “identified  a  shortage  of  cyber 
security  skills  as  a  key  challenge. ...  If  the  UK  is  to  be  equipped  to  respond  to  cyber 
threats,  and  the  cyber  security  sector  is  to  grow,  we  need  to  strengthen  the  pipeline  of 
cyber  talent  and  help  prepare  students  for  entry-level  security  career  opportunities.”53 
This  stance  has  led  to  the  Higher  Education  Academy  and  other  educational  pro¬ 
grams  instituting  aggressive  training  programs  in  cyber  skills.  Such  training  is  cer¬ 
tainly  valuable  and  indeed  necessary  for  national  defense  given  the  impact  of  the  cy¬ 
ber  domain,  but  deeper-level  strategic  education  must  also  be  included. 

The  US  professional  military  education  (PME)  program  is  designed  to  arc 
across  an  individual’s  entire  military  career.  The  Air  Force’s  PME  goal,  for  example,  is 
to  produce  “professionals  educated  in  the  profession  of  arms  who  possess  an  intuitive 
approach  to  joint  war  fighting  built  upon  individual  Service  competencies.  The  aim  is 
to  produce  graduates  prepared  to  operate  at  appropriate  levels  of  war  in  a  joint  envi¬ 
ronment  and  capable  of  generating  quality  tactical,  operational,  and  strategic  thought 
from  a  joint  perspective.”54  At  different  key  nodes  within  a  service  member’s  career, 
military  education  programs  foster  both  a  refresher  about  the  unique  responsibilities 
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of  being  a  member  of  the  profession  of  arms  as  well  as  an  update  of  doctrine,  tactics, 
and  strategies  involved  with  the  employment  of  military  power.  At  the  Air  Force 
Institute  ofTechnology  (AFIT),  specific  courses  target  both  practitioners  and  super¬ 
visors  of  cyber  power.  In  April  2015,  AFIT  invited  the  author  to  upgrade  the  strategy 
block  of  the  curriculum  for  the  Cyber  300  (upper-level  supervisor)  course.  The  course 
directors  identified  that  their  strategy  block  had  been  much  more  about  national 
policy  than  national  strategy.  Thus,  we  have  worked  on  broadening  the  lessons  (and 
related  exercises)  to  stimulate  strategic  thinking  rather  than  simply  review  associated 
policies.55 

NATO’s  Cooperative  Cyber  Defence  Centre  of  Excellence  is  taking  big  steps  to 
encourage  strategic  thought.  Its  website  includes  links  to  every  member  state’s  na¬ 
tional  strategies  regarding  cyberspace  as  well  as  any  relevant  legal  documents.56  The 
center  may  be  best  known,  however,  for  a  book  it  published  in  2013.  The  Tallinn 
Manual  on  the  International  Law  Applicable  to  Cyber  Warfare  is  the  first  publication  of 
its  kind  to  attempt  to  codify  international  norms  of  cyber  power.57  Although  not  le¬ 
gally  binding  (NATO  did  not  even  formally  review  it),  the  manual  at  least  establishes 
a  framework  by  determining  the  extent  to  which  cyber  power  fits  within  already-es¬ 
tablished  legal  standards  for  the  physical  domains.  The  Tallinn  Manual  was  ground¬ 
breaking  in  that  it  was  the  first  major  attempt  to  codify  international  norms  for  cyber 
power.  The  center  hosts  tactical  exercises  that  are  gaining  in  popularity  with  member 
states  each  year  and  holds  education  programs  in  several  areas,  but  its  largest  strategic 
education  initiatives  focus  primarily  on  international  legal  issues.58 

As  demonstrated  in  this  article,  strategic  thinking — particularly  regarding  cy¬ 
berspace — requires  a  shift  in  mind-set.  As  Timothy  Thomas  puts  it,  “A  holistic  ap¬ 
proach  is  required  to  develop  a  cyber  strategist  due  to  the  global  nature  and  blinding 
speed  of  digits.”59  The  recent  explosion  of  cyber  training  programs  is  a  positive  trend, 
showing  that  states  are  taking  the  effects  of  cyber  technology  seriously.  However, 
training  must  be  accompanied  by  education.  If  we  are  to  cultivate  future  cyber  strate¬ 
gists,  then  an  introduction  to  cyber  tools  is  just  the  beginning.  A  greater  understand¬ 
ing  of  the  dynamic  cyber  environment  and  a  respect  for  the  unexpected  will  be  neces¬ 
sary  elements  of  a  more  complete  cyber  strategy  education. 

Conclusion:The  Journey  Continues 

As  this  article  illustrates,  thinking  strategically  about  cyber  power  is  no  easy 
task.  Teaching  and  learning  strategy  are  complicated  enough,  particularly  considering 
the  varied  definitions — and  perceptions — of  strategy  itself.  If  strategy  is  ultimately 
dependent  on  understanding  one’s  environment  and  adapting  to  uncertainty,  then  we 
clearly  still  have  much  work  to  do  in  the  cyber  domain.  Understanding  the  environ¬ 
ment  of  cyberspace  is  often  hampered  by  biases  and  frameworks,  many  of  which  are 
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based  on  etymological  foundations.  In  addition,  contextual  confusion  often  leads  to  a 
polarization  in  early  literature  and  a  tendency  to  use  anachronistic  analogies  to  aid  in 
comprehension — both  of  which  present  challenges  to  strategic  thinking.  Uncertainty 
in  cyberspace  is  a  product  of  the  dialectical  nature  of  strategy  and  the  limits  to  useful 
information — both  organic  and  synthetic — inherent  in  cyberspace  and  in  our  appli¬ 
cation  of  cyber  power.  This  situation  makes  adaptation  critical  to  the  cyber  strategist. 

Military  practitioners  face  a  daunting  task.  They  are  being  asked  to  incorporate 
cyberspace  and  cyber  power  into  an  already  complex  suite  of  military  applications. 
However,  our  nascent  experience  with  the  technology  shows  that  we  have  yet  to  grasp 
fully  the  domain’s  intricacies.  Students  of  cyber  strategy  must  acknowledge  and  re¬ 
spect  the  enormity  of  the  unknown.  Designing  and  articulating  a  coherent  strategy 
for  cyber  power  will  likely  take  several  more  years  and  require  more  intellectual  rigor. 
In  the  interim,  practitioners  who  desire  to  think  strategically  about  cyber  power  must 
endeavor  to  understand  the  complex  environment  of  cyberspace  and  be  flexible  enough 
to  adapt  to  its  ever-present  uncertainties.  Ultimately,  cyberspace  and  cyber  power  are 
important  subjects  with  which  students  of  strategy  must  become  familiar;  recipro¬ 
cally,  however,  this  technology  offers  an  intellectual  harvest  that  when  approached 
properly  can  assist  in  the  development  and  cultivation  of  deeper  strategic  thought. 
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Uncertainty  and  Deterrence 
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Strategic  decisions  of  war  or  peace  are  surrounded  by  uncertainty  arising  from 
geopolitics,  the  adversary’s  intentions,  third  parties,  doctrinal  innovations, 
new  technologies,  and  more.  Due  to  surprising  future  developments,  what 
looks  like  the  better  option  may  turn  out  much  worse  than  a  putatively  worse 
choice.  When  one  option  looks  better  but  is  far  more  uncertain  than  another  alterna¬ 
tive,  the  planner  may  select  the  latter  even  though  it  is  ostensibly  less  attractive.  In 
making  one’s  choices  or  when  anticipating  those  of  an  adversary,  one  must  consider 
both  the  estimated  outcomes  of  the  selections  and  the  uncertainties  of  these  esti¬ 
mates.  Preference  ranking  of  options  may  be  reversed  from  their  evident  order  due  to 
uncertainty.  This  article  develops  an  analytic  framework  for  studying  this  reversal  of 
preference  in  evaluating  deterrence,  without  any  probabilistic  assumptions.  It  does 
not  propose  a  theory  of  deterrence  but  a  method  for  analyzing  and  choosing  between 
options.  The  analysis  is  based  on  two  concepts:  the  innovation  dilemma  and  robustly 
satisfying  critical  requirements. 

This  study  responds  to  two  weaknesses  in  theories  of  deterrence.  First,  the  treat¬ 
ment  of  uncertainty  is  inadequate.  Deductive  mathematical  approaches  from  rational- 
choice  theory  often  treat  uncertainty  as  a  probability  that,  even  when  labeled  as  sub¬ 
jective,  is  too  structured  to  capture  the  richness  of  decision  makers’  ignorance. 
Inductive  or  case-based  theories  are  vulnerable  to  Solomon’s  error  of  presuming  that 
the  rich  diversity  of  the  past  characterizes  the  rich  variability  of  the  future.1  In  fact, 
the  future  is  far  more  surprising  and  inventive  than  the  past.  Second,  rational-choice 
theories  of  deterrence  presume  that  the  decision  maker’s  goal  is — and  should  be — to 
achieve  the  substantively  best  possible  outcome.  Doing  so  is  not  prescriptively  feasible 
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under  severe  uncertainty.  Rather,  decision  makers  should  prioritize  their  options  ac¬ 
cording  to  robustness  against  surprise  in  attempting  to  realize  critical  or  essential  (but 
not  necessarily  optimal)  outcomes. 

A  decision  maker  faces  an  innovation  dilemma  when  choosing  between  a  new 
and  innovative  option  and  the  current  state  of  the  art.2  The  innovation  dilemma  is  a 
paradigm,  a  metaphor — originating  in  the  technological  realm — that  is  relevant  to 
decisions  under  uncertainty  in  all  domains,  including  the  strategic  decision  to  initiate 
or  refrain  from  war.  Returning  to  the  metaphor,  one  finds  that  new  technologies  often 
yield  better  outcomes  than  standard  technologies.  However,  what  is  new  is  usually 
less  thoroughly  studied  and  less  well  understood  than  what  is  old.  Hence,  the  new 
technology  may  entail  unexpected  and  severely  adverse  consequences  that  could  make 
it  much  worse  than  the  current  state  of  the  art.  The  strategic  planner  who  must  choose 
between  an  innovative  strategy  and  a  more  standard  policy  faces  an  innovation  di¬ 
lemma.  The  latter  is  a  paradigm  for  the  dilemmas  of  uncertainty  that  face  the  strategic 
planner,  even  when  the  options  do  not  entail  innovative  technology.  In  many  situa¬ 
tions,  the  innovation  dilemma  is  an  instance  of  the  security  dilemma  due  to  the  great 
uncertainty  surrounding  the  intentions  and  capabilities  of  a  state’s  potential  adversar¬ 
ies,  as  discussed  elsewhere.3 

To  “satisfice”  means  to  satisfy  a  critical  or  essential  outcome  requirement.  The 
decision  strategy  called  robust  satisficing  is  motivated  by  severe  uncertainty.  Good 
outcomes  are  better  than  bad  ones,  suggesting  that  the  best  outcome  is  best.  However, 
when  an  option  must  be  selected  despite  severe  uncertainty  in  the  outcomes  of  all 
available  options,  the  logic  of  outcome  optimization  is  not  implementable:  we  don’t 
know  which  option  will  have  the  best  outcome.  In  this  situation,  the  strategic  deci¬ 
sion  maker  in  a  deterrent  situation  can  ask  what  outcome  must  be  attained  or,  equiv¬ 
alently,  what  the  worst  tolerable  outcome  is.  Under  severe  uncertainty,  the  robust- 
satisficing  planner  chooses  the  option  that  will  produce  the  required  outcome  over 
the  widest  range  of  deviation  of  future  reality  from  current  anticipation.  As  we  will 
see,  the  robust-satisficing  choice  may  differ  from  the  outcome-optimizing  choice. 

The  article  shows  how  robust  satisficing  is  used  to  manage  an  innovation  di¬ 
lemma  in  the  context  of  strategic  decisions  of  war  or  peace.  As  mentioned  above,  it 
does  not  propose  a  theory  of  deterrence  but  a  method  for  analyzing  and  choosing 
between  options.  After  critiquing  deterrence  theory,  the  article  then  presents  a  formal 
analysis  of  info-gap  robust  satisficing,  the  innovation  dilemma,  and  the  loss  of  deter¬ 
rence.4  The  following  section  discusses  a  historical  example.  The  goal  here  is  not  de¬ 
scriptive  but  illustrative:  to  demonstrate  how  decision  makers  could  have  imple¬ 
mented  robust  satisficing  as  a  decision  strategy.  The  article  then  considers  a 
theoretical  application,  stressing  prescription  over  description. 

Three  caveats  are  necessary.  First,  the  study  examines  binary  choices  between 
war  and  no  war.  However,  strategic  choices  are  rarely  binary.  Nonetheless,  the  analysis 


28  ASP] AFRICA  &  FRANCOPHONIE 


provides  a  conceptual  framework  for  understanding  and  supporting  real  decision 
processes  under  uncertainty.  Second,  the  discussion  is  limited  (mostly)  to  conflict 
between  two  states.  The  world  is  never  strictly  bipolar  although  subconflicts,  camps, 
or  coalitions  often  emerge  that  resolve  confrontations  into  bipolarity  at  some  level. 
Extension  to  multistate  conflict  remains  largely  unexplored.  Third,  the  article  exam¬ 
ines  “the  planner”  or  “the  decision  maker,”  while  governments  are  rarely  unitary  ac¬ 
tors.  However,  the  analysis  can  be  applied  separately  to  individual  protagonists,  illu¬ 
minating  their  positions.  Moreover,  the  info-gap  robust-satisficing  methodology  is  a 
prescriptive  tool  for  individual  decision  makers. 


Critique  of  Deterrence  Theories 

This  portion  addresses  both  quantitative  and  qualitative  treatments  of  uncer¬ 
tainty  and  the  optimization  of  outcomes. 

Treatment  of  Uncertainty:  Quantitative  Probabilistic  and  Game-Theoretic 
Approaches 

In  a  series  of  articles,  R.  Harrison  Wagner  develops  an  approach  to  deterrence  based 
on  game  theory,  with  incomplete  information  represented  by  subjective  probabilities, 
primarily  in  the  context  of  bipolar  nuclear  competition.  He  argues  that  bargaining 
between  competing  powers  exists  solely  because  of  “lack  of  complete  information 
about  each  other’s  values.”5  The  bargaining  hinges  on  assessments  of  credibility  or 
probability  of  threat  rather  than  certainty  of  threat.  Wagner  subsequently  asserts  that 
“the  use  of  nuclear  counterforce  strategies  ...  is  not  necessarily  inconsistent  with  ra¬ 
tional  behavior.”6 

These  game-theoretical  arguments  depend  on  incomplete  information  repre¬ 
sented,  for  instance,  by  probabilities  of  strikes,  counterstrikes,  and  levels  of  damage. 
Putative  values  of  these  probabilities  can  lead  to  rational  prioritization  among  the 
options  (e.g.,  counterforce  strike  or  not).  Wagner  continues  the  exploration  of  game 
theory  for  “formalization  of  theories  of  deterrence  that  incorporate  incomplete  infor¬ 
mation,  learning  and  the  development  of  reputations”  and  studies  “how  much  misper¬ 
ception  by  foreign  decision-makers  is  consistent  with  rationality,  in  light  of  these  new 
developments  in  game  theory.”7  In  a  long  section  entitled  “Deterrence  and  Uncer¬ 
tainty,”  he  explains  that  each  protagonist  “must  estimate  the  probability”  that  the 
other  protagonist  will  act  or  not  act  in  particular  ways.  Furthermore,  “probability  . . . 
can  only  be  a  subjective  probability.”8  After  characterizing  subjective  probability, 
Wagner  comments  on  why  it  is  not  necessarily  unique  and  shows  that  evaluation  of 
probability  can  be  quite  involved.  He  also  notes  that  there  can  be  dispute  over  utility 
assignments.9 
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Responding  to  Wagner,  Anatol  Rapoport  emphasizes  the  “formidable  difficulty” 
in  game  theory  of  obtaining  a  “meaningful  operational  definition  of  subjective  prob¬ 
ability”  and  a  “meaningful  operational  definition  of  utility,”  which  “become  insuper¬ 
able  in  the  context  of  nuclear  deterrence.”10  Also  responding  to  Wagner,  Michael 
McGinnis  criticizes  the  “implausibility  of  some  of  the  underlying  assumptions,”  es¬ 
pecially  the  heavy  computational  burden  required  of  decision  makers  to  implement  a 
game-theoretical  analysis.  He  notes  that  “neither  preferences  nor  beliefs  can  be  di¬ 
rectly  observed,  and  yet  knowledge  of  both  is  crucial  to  any  determination  of  equilib¬ 
rium  conditions.”11 

Christopher  Achen  and  Duncan  Snidal  reply,  as  would  Wagner  presumably, 
that  rational  deterrence  theory  does  not  suppose  the  agents  actually  implement  the 
game-theory  analysis — only  that  their  behavior  is  consistent  with  its  rational  predic¬ 
tions.12  This  point  suggests  that  game  theory  is  useful  as  a  descriptive  tool  for  political 
scientists  and  historians,  but  it  also  indicates  its  limitations  as  a  prescriptive  tool  for 
decision  makers.  McGinnis  criticizes  the  use  of  game  theory  because  it  will  “tightly 
constrain  the  range  of  uncertainty”while  in  fact  agents  may  be  uncertain  about  others’ 
preferences  and  types  and  degrees  of  rationality.  He  adds  that  “crucial  aspects  of  any 
empirical  situation  remain  outside  the  formal  structure”  of  game  theory.13 

Wagner’s  important  contribution  is  incorporation  of  incomplete  information  in 
a  game-theoretic  treatment  of  deterrence.  This  incorporation  is  limited,  however,  to 
probabilistic  representation  of  uncertainty.  Although  strict  Bayesians  maintain  that 
all  uncertainty  and  ignorance  can  be  represented  with  subjective  probability,  Wagner 
expresses  some  reservations  about  Bayesian  learning  despite  its  attractive  features.14 

D.  Marc  Kilgour  and  Frank  Zagare  study  deterrence  and  credibility  of  threats 
given  “lack  of  information  about  the  preferences  of  one’s  opponent.”15  They  consider 
the  prisoners’  dilemma  and  modifications  of  it,  recognizing  that  “the  real  world,  of 
course,  is  not  so  simple  or  transparent.  It  is  characterized  by,  among  other  things, 
nuance,  ambiguity,  equivocation,  duplicity,  and  ultimately  uncertainty.  Typically,  poli¬ 
cymakers  are  unable  to  acquire  complete  information  about  the  intentions  of  their 
opponents;  at  best,  they  can  hope  to  obtain  probabilistic  knowledge  of  these  key  de¬ 
terminants  of  interstate  behavior.”16 

Probabilistic  analyses  supply  valuable  insights  although  these  depend  on  strong 
assumptions.  For  example,  Philipp  Denter  and  Dana  Sisak  show  how  loss  of  deter¬ 
rence  may  result  from  “incomplete  information”  modeled  as  parametric  uncertainties 
represented  by  probability  densities  on  bounded  finite  intervals  and  other  more  ex¬ 
plicit  assumptions.17 

Not  all  deductive  theories  rely  exclusively  on  probability.  Barry  Nalebuff,  for 
instance,  recognizes  that  “in  the  presence  of  incomplete  or  imperfect  information  . . . 
there  is  no  longer  any  guarantee  that  the  calculations  will  provide  a  unique  answer.” 
This  “indeterminacy”  may  lead  to  “a  multiplicity  of  equilibria”  that  is  not  resolved 
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probabilistically.18  Recognition  that  uncertainty  may  transcend  probability  is  wel¬ 
come  and  needed,  to  which  we  return  subsequently.  Nonetheless,  Nalebuff  uses  strong 
probabilistic  assumptions.  His  most  important  innovation  is  the  study  of  expectations 
by  each  protagonist  of  other  protagonists’  behavior:  “Each  side  starts  with  some  ex¬ 
pectation  about  the  distribution  of  the  other’s  parameter.  For  analytic  convenience, 
we  take  the  initial  beliefs  to  be  uniformly  distributed  between  zero  and  one.”19  One 
wonders  how  such  a  model  captures,  for  instance,  Egyptian  president  Gamal  Abdel 
Nasser’s  uncertain  expectations  in  the  mid-1960s  about  Saudi  and  Jordanian  reaction 
to  Egyptian  involvement  in  the  civil  war  in  Yemen;  Israeli  reaction  to  Egypt’s  closing 
the  Straits  of  Tiran;  and  Arab  public  reaction  to  forward  deployment  of  Egyptian 
forces  in  Sinai. 

The  approach  to  uncertainty  in  the  present  article,  based  on  info-gap  theory,  is 
nonprobabilistic  and  offers  a  potential  supplement  or  alternative  to  probability.  Info- 
gap  models  of  uncertainty  are  well  suited  to  representing  ignorance — for  instance, 
incomplete  information  about  protagonists’  preferences.20  Similarly,  the  nonunique¬ 
ness  of  subjective  probability  or  utility,  mentioned  by  Wagner,  can  be  captured  with 
info-gap  theory.21  Most  importantly,  info-gap  robust  satisficing  can  be  implemented 
conceptually  without  resorting  to  mathematics,  as  discussed  subsequently.22  The  in¬ 
novation  dilemma  developed  here  can  lead  to  rational  reversal  of  preference  among 
the  options  in  light  of  one’s  uncertainties,  as  we  will  explain.  This  study  takes  the  view 
that  ignorance  and  deception  may  preclude  knowledge  of  probabilities  or  even  full 
identification  of  the  event  space.  Info-gap  robust  satisficing  provides  a  response  that 
is  epistemically  less  demanding  than  probabilistic  approaches. 

Treatment  of  Uncertainty:  Qualitative  Historical  Approaches 

Studying  the  past  refines  one’s  judgment  and  insight  about  possible  futures.  The  his¬ 
torical  case-based  school  claims,  rightly,  that  historical,  political,  psychological,  and 
organizational  factors  underlie  comprehensive  understanding  of  human  affairs.  How¬ 
ever,  that  very  contextualization  may  limit  the  ability  to  anticipate  and  respond  to 
surprising  future  contexts. 

Authors  from  historical-inductive  schools  address  uncertainties  without  em¬ 
ploying  probability.  In  case  studies  of  deterrence  in  the  Middle  East,  Janice  Gross 
Stein  emphasizes  that  success  or  failure  of  deterrence  depends  on  leaders’judgments, 
suspicions,  and  fears  regarding  many  diverse  issues,  including  opportunities,  vulner¬ 
abilities,  challenges,  political  or  psychological  needs,  balance  of  power,  broad  historic 
or  intrinsic  interests,  and  long-term  strategic  reputation.  Furthermore,  a  leader’s  at¬ 
tention  to  issues  may  change  over  time  as  circumstances  change.23 

Similarly,  Richard  Ned  Lebow  and  Stein  claim  that  theories  of  deterrence  based 
on  rational  choice  theory  “are  incomplete  and  flawed”  because  judgments  of  “subjec¬ 
tive  expected  utility  will  vary  enormously  depending  on  actors’  risk  propensity  and 
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relative  emphasis  on  loss  or  gain”  and  because  they  ignore  factors  such  as  domestic 
politics.  They  also  point  out  that  leaders’ preferences  will  alter  over  time,  asserting  that 
“misperception  and  miscalculation  arise  from  faulty  evaluation  of  available  informa¬ 
tion.  Studies  of  deterrence  and  intelligence  failures  find  that  error  rarely  results  from 
inadequate  information  but  is  almost  always  due  to  theory  and  stress  driven  interpre¬ 
tations  of  evidence.”24  In  a  subsequent  publication,  Lebow  and  Stein  point  out  that 
“existing  theories  of  deterrence  rely  on  technical,  context-free  definitions  of  deter¬ 
rence,  but  deterrence — and  any  other  strategy  of  conflict  management — takes  on 
meaning  only  within  the  broader  political  context  in  which  it  is  situated”  and  that 
historical  context  is  also  important.  Furthermore,  deterrence  may  be  intertwined  with 
other  goals  such  as  compellence.25  (Compellence  is  an  action  or  threat  intended  to 
induce  an  adversary  to  take  a  specific  action,  unlike  deterrence,  which  aims  to  prevent 
a  specific  action.) 

They  write  that  “deterrence  encounters  are  embedded  in  two  kinds  of  contexts. 
The  first . . .  concerns  the  specific  situation  in  which  a  deterrence  encounter  arises.  The 
second  is  historical;  it  consists  of  the  expectations  that  the  adversaries  have  of  each 
other,  themselves,  and  third  parties.”26  Similarly,  Alexander  George  and  Richard 
Smoke  maintain  that  “deterrence  at  the  substrategic  levels  of  conflict  is  highly  con¬ 
text-dependent  [and  that]  there  is  a  critical  need  in  policy  making  for  good  situational 
analysis.”27 

As  understanding  becomes  more  contextually  detailed,  it  becomes  more  contex¬ 
tually  contingent  and  potentially  less  pertinent  to  the  future.  Scholars  are  well  aware 
of  the  trade-off  between  contingency  and  generality,  as  George  and  Smoke  illustrate 
with  the  concept  of  “conditional”  or  “contingent  generalizations.”28  The  info-gap 
robust-satisficing  strategy  discussed  in  this  article  is  a  tool  for  managing  that  trade¬ 
off.  Solomon’s  error  could  be  rephrased  as  saying  that  the  worst  that  was,  is  as  bad  as 
it  will  ever  get.  Contextual  understanding  must  support  imaginative  recognition  that 
things  will  be  different,  possibly  worse  than  before.  One  cannot  know  what  is  not  yet 
devised  or  discovered,  and  guessing  the  future  is  usually  infeasible.  One  can,  however, 
prioritize  one’s  options  according  to  their  robustness  against  future  surprise  while 
aiming  to  satisfy  critical  goals.  This  robust-satisficing  approach  can  lead  rationally  to 
reversal  of  preference  among  options,  especially  when  one  faces  an  innovation  di¬ 
lemma,  as  we  will  see. 

Optimization  of  Outcomes 

Rational  choice  theory  postulates  that  “actors  . . .  seek  to  optimize  preferences  in  light 
of  other  actors’ preferences  and  options.”29  Likewise,  in  discussing  the  role  of  expecta¬ 
tions  in  rational  deterrence  theory,  Nalebuff  asserts  the  centrality  of  “maximizing 
behavior.”30  What  is  postulated  is  that  actors  attempt  to  optimize  the  substantive 
quality  of  the  outcome.  Paul  Huth  and  Bruce  Russett  “assume  that  decision-makers 
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are  rational  expected  utility  maximizers. . . .  We  use  ‘rational’ in  the  sense  of  being  able 
to  order  one’s  preferences,  and  to  choose  according  to  that  ordering  and  perceptions 
of  the  likelihood  of  various  outcomes. . . .  [This]  does  not  require  that  perceptions  be 
accurate,  or  that  a  given  decision-maker’s  preferences  be  the  same  as  other  people’s.”31 

George  Downs  explains  that  “the  calculus  [of  rational  deterrence  theory]  thrives 
on  optimization,  but  it  is  compatible  with  the  addition  of  numerous  constraints  that 
collectively  dull  the  effects  of  the  optimization  assumption  to  the  point  where  they 
are  unrecognizable  and  quite  mild.”32  We  claim,  however,  that  constraints  limit  the 
domain  on  which  solutions  are  sought  but  do  not  alter  the  logic  of  seeking  the  sub¬ 
stantively  best  outcome.  This  search  may  be  infeasible  and  undesirable  under  severe 
uncertainty,  as  demonstrated  later. 

Zagare  focuses  on  the  incomplete  knowledge  and  limited  analytical  capability 
of  the  decision  maker.  Citing  Duncan  Luce  and  Howard  Raiffa,  he  studies  the  instru- 
mentally  rational  actor  “who,  when  confronted  with  ‘two  alternatives  which  give  rise 
to  outcomes,  .  .  .  will  choose  the  one  which  yields  the  more  preferred  outcome.’”33 
However,  under  severe  uncertainty,  what  looks  like  the  more  preferred  option  may 
turn  out  worse  than  the  alternative.  We  show  that,  when  one  faces  an  innovation  di¬ 
lemma,  this  possibility  can  rationally  lead  to  choosing  the  evidently  less  preferred 
option. 

Zagare  explains  that  “only  two  axioms,  associated  with  the  logical  structure  of 
an  actor’s  preference  function,  are  implicit”  in  instrumental  rationality:  connectivity 
and  transitivity,  pointing  out  that  “connectivity  simply  means  that  an  actor  be  able  to 
make  comparisons  among  the  outcomes  in  the  feasible  set  and  evaluate  them  in  a 
coherent  way. ’’Transitivity  means  that  if  option  A  is  preferred  to  B,  and  B  is  preferred 
to  C,  then  A  is  preferred  to  C.  Zagare  continues:  “Surely  these  are  minimal  require¬ 
ments  for  a  definition  of  rationality.  Without  them,  choice  theory  would  be  well-nigh 
impossible.”34 

Transitivity  and  connectivity  imply  that  the  agent  chooses  the  option  that  is 
anticipated  to  yield  the  best  outcome.  However,  sensible  decision  makers  can  hold 
nontransitive  preferences,  as  illustrated  by  the  Marquis  de  Condorcet’s  paradox  in 
aggregating  preferences  over  several  voters.35  Moreover,  connectivity  depends  on 
identifying  all  relevant  options — an  often  challenging  or  even  infeasible  task.  Both 
axioms  depend  on  the  preferences  being  stable  over  time,  which  need  not  hold.  James 
March  has  criticized  the  rigidity  of  such  axioms  as  “strict  morality,”  noting  that  “saints 
are  a  luxury  to  be  encouraged  only  in  small  numbers.”36 

We  claim  that,  prescriptively,  it  is  better  to  optimize  the  reliability  or  confidence 
of  achieving  critical  goals  than  to  try  to  attain  the  highest  possible  goal.  It  is  not  op¬ 
timization  per  se  that  is  objectionable;  we  advocate  optimizing  the  robustness.  But 
robustness  is  an  attribute  of  a  decision,  not  a  substantive  “good”  that  is  enjoyed  at  the 
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outcome.  It  is  unrealistic,  as  shown  subsequently,  to  try  optimizing  the  substantive 
outcome  under  severe  uncertainty. 

Deterrence  and  Uncertainty 

We  distinguish  between  two  aspects  of  the  relationship  between  deterrence  and 
uncertainty.  First,  uncertainty  deters.  Second,  deterrence  is  uncertain. 

On  the  first  point,  that  uncertainty  deters ,  Yehoshafat  Harkabi  writes  that  “deter¬ 
rence,  one  can  suppose,  results  not  from  certainty  that  the  threat  [of  massive  nuclear 
response]  would  be  realized,  but  from  uncertainty  that  it  would  not  be  realized.  Thus, 
it  is  not  certainty,  but  rather  doubt,  that  deters.”37  In  a  similar  vein,  but  not  limited  to 
the  nuclear  context,  Thomas  Schelling  observes  that  the  threat  of  a  limited  war  “is  a 
threat  that  all-out  war  may  occur,  not  that  it  certainly  will  occur,  if  the  other  party 
engages  in  certain  actions”  (emphasis  in  original).  Hence,  “the  supreme  objective  [of 
limited  war]  may  not  be  to  assure  that  it  stays  limited,  but  rather  to  keep  the  risk  of 
all-out  war  within  moderate  limits  above  zero ”  (emphasis  in  original).38  The  other 
party  is  deterred  by  the  uncertain  possibility  of  all-out  war. 

The  second  point,  that  deterrence  is  uncertain ,  derives  from  myriad  uncertainties 
in  planning,  preparing,  and  executing  war.  The  difficulty  is  the  tremendous  uncer¬ 
tainty  in  anticipating  the  development  of  the  conflict.  Herman  Kahn  notes  that  “ his¬ 
tory  [meaning  the  future]  has  a  habit  of  being  richer  and  more  ingenious  than  the  limited 
imaginations  of  most  scholars  or  laymen  (emphasis  in  original).39  He  analogizes  to  an 
engineer’s  design  of  a  building  that  must  perform  “under  stress,  under  hurricane, 
earthquake,  snow  load,  fire,  flood,  thieves,  fools,  and  vandals. . . .  Deterrence  is  at  least 
as  important  as  a  building,  and  we  should  have  the  same  attitude  toward  our  deterrent 
systems.  We  may  not  be  able  to  predict  the  loads  it  will  have  to  carry,  but  we  can  be 
certain  there  will  be  loads  of  unexpected  or  implausible  severity.”40 

The  calculations  and  estimates  that  underlie  deterrence  are  mostly  deliberative, 
not  quantitative,  and  always  highly  uncertain.41  For  example,  evaluating  the  balance 
of  local  military  power  underlies  deterrence  assessment.42  However,  evaluating  the 
balance  of  future  local  power  is  highly  uncertain  because  it  depends  on  many  case- 
specific  factors:  geopolitics,  adversary  capability  and  commitment,  extent  of  forward- 
deployed  friendly  combat  power,  the  adversary’s  unknown  future  access-denial  tech¬ 
nologies,  and  so  forth.  Similarly,  deterrence  depends  in  part  on  “deciding  what  targets 
are  most  valuable  in  the  state  to  be  deterred.”43  In  the  Persian  Gulf  War  of  1991,  the 
US  threat  to  remove  Saddam  Hussein’s  regime  was  an  effective  choice  of  target  that, 
David  Szabo  argues,  deterred  the  use  of  weapons  of  mass  destruction  by  the  Iraqi 
regime.  In  other  situations,  identifying  high-value  targets  may  be  much  more  difficult 
and  uncertain  because  they  depend  on  unfamiliar  cultural  values  of  the  adversary,  as 
in  a  conflict  with  the  Taliban  or  the  Vietcong. 
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Assessing  or  planning  deterrence  depends  on  judgments  based  on  the  best  avail¬ 
able  knowledge.  However,  this  knowledge  is  inevitably  wrong — sometimes  substan¬ 
tially  wrong — and  the  error  may  have  “unexpected  or  implausible  severity.”  This  ar¬ 
ticle  concentrates  on  the  implications  of  this  principle  for  deterrence  and  its  failure. 
Stated  differently,  even  though  uncertainty  deters,  we  will  demonstrate  that  deter¬ 
rence  can  be  lost  because  of  uncertainty — not  in  the  sense  that  enemies  miscalculate 
but  in  the  sense  that  prioritization  of  options  (e.g.,  use  or  don’t  use  weapons  of  mass 
destruction)  is  fundamentally  altered  under  severe  uncertainty.  This  phenomenon 
may  be  important  in  explaining  the  paradoxical  or  seemingly  irrational  breakdown  of 
deterrence.  Our  emphasis,  though,  is  prescriptive — how  planners  can  manage  uncer¬ 
tainty  in  deterrent  situations.  Info-gap  robust  satisficing  is  a  generic  decision  meth¬ 
odology  applicable  to  any  deterrent  situation  such  as  conventional  or  nuclear  war, 
asymmetric  war,  or  terror.44 

Innovation  Dilemma:  Formal  Analysis 

This  section  formulates  the  concept  of  an  innovation  dilemma — a  paradigm  for  deci¬ 
sion  under  severe  uncertainty,  through  which  we  identify  situations  in  which  deter¬ 
rence  may  fail.  Following  the  presentation  of  a  formal  analysis  of  the  innovation  di¬ 
lemma  is  a  discussion  of  the  relationship  between  the  prisoner’s  dilemma  and  the 
innovation  dilemma  and  a  summary  of  the  formal  characteristics  of  the  info-gap 
analysis  of  the  innovation  dilemma. 

The  choice  and  its  dilemma.  An  analyst  must  choose  between  two  alternatives 
with  severely  uncertain  outcomes.  One  alternative  is  purportedly  better,  but  also 
much  more  uncertain,  than  the  other.  This  analysis  is  based  on  info-gap  decision 
theory  in  which  uncertainty  means  substantial  lack  of  knowledge  or  understanding 
about  essential  aspects  of  the  problem. 

Consider  a  conflict  between  two  states.  We  reason  from  the  position  of  one  side, 
and  we  must  choose  between  two  highly  stylized  strategies:  either  initiate  war  (IW) 
or  do  not  initiate  war  (NIW).  In  the  hypothetical  example,  NIW  is  more  attractive 
than  IW  because  available  knowledge  and  understanding  indicate  that  the  other  side 
won’t  initiate  war,  so  war  would  not  ensue.  (Our  analysis  is  also  applicable  to  the  re¬ 
verse  situation  in  which  IW  is  more  attractive.) 

However,  the  available  knowledge  and  understanding — referred  to  as  our 
“model” — are  highly  uncertain.  This  uncertainty  is  especially  acute  regarding  our 
adoption  of  NIW.  The  adversary’s  reasoning  may  differ  from  ours,  and  we  may  not 
fathom  his  thinking.  For  instance,  regarding  the  Strategic  Defense  Initiative  in  the 
mid-1980s,  David  Windmiller  comments  that  “the  Soviets  are  fundamentally  differ¬ 
ent  from  Americans  in  their  politics,  ideology,  social  system,  the  way  they  think  about 
peace  and  security,  and  in  their  world  outlook.”45  Attitudes  may  differ  towards  coun¬ 
tervalue  (civilian  and  economic  targets)  rather  than  counterforce  (targeting  retalia- 
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tory  capability)  as  an  IW  strategy  Thus,  NIW  is  accompanied  by  substantial  uncer¬ 
tainty  and  might  result  in  vastly  greater  damage  than  anticipated  because  the  adversary 
might  preempt  with  IW. 

There  is,  of  course,  uncertainty  about  the  outcome  of  adopting  IW,  for  which  the 
damage  might  be  “severe”  or  perhaps  “huge” — or  maybe  even  “devastating. ’’The  range 
of  this  uncertainty,  although  significant,  is  much  less  than  the  uncertainty  attendant 
upon  NIW. 

In  summary,  NIW  is  anticipated  to  have  a  better  outcome  than  IW  (based  on 
our  model  in  this  stylized  example),  but  the  model  is  more  uncertain  regarding  NIW; 
therefore,  NIW  could  be  worse  than  IW.  This  is  an  innovation  dilemma-,  should  we 
choose  the  purportedly  better  but  more  uncertain  and  hence  potentially  worse  alter¬ 
native  (NIW),  or  should  we  choose  the  purportedly  worse  but  more  accurately  pre¬ 
dictable  and  potentially  better  alternative  (IW)?  The  innovation  dilemma  induces  a 
decision  methodology  based  on  robustness  against  uncertainty  that  is  different,  both 
normatively  and  prescriptively,  from  what  is  usually  called  optimization,  as  we  now 
explain. 

Models  and  outcomes.  Here,  the  term  model  refers  to  our  information,  knowl¬ 
edge,  and  understanding — both  quantitative  as  well  as  contextual,  subjective,  or  in¬ 
tuitive.  We  refer  to  outcomes  and  suppose  that  better  ones  have  less  of  something 
(like  destruction)  while  poorer  ones  have  more. 

Model-based  optimization  of  the  outcome.  Our  model — assuming  it  is  cor¬ 
rect — indicates  that  NIW  will  lead  to  a  better  outcome  (less  destruction)  than  IW. 
The  model  indicates  preference  for  NIW  over  IW — called  “model-based  optimiza¬ 
tion  of  the  outcome.”This  choice  is  a  good  one  when  the  model  is  pretty  good.  How¬ 
ever,  info-gap  theory  provides  a  critique  of  this  decision  strategy  when  one  faces  se¬ 
vere  uncertainty,  as  we  will  see. 

As  things  go  wrong.  According  to  our  best  understanding,  NIW  is  better  than 
IW,  but  we  have  good  reason  to  believe  that  our  understanding  is  substantially 
wrong — that  is,  the  model  is  accompanied  by  severe  uncertainty.  This  situation  pro¬ 
duces  a  fundamental  trade-off,  central  in  info-gap  theory,  that  will  ultimately  lead  to 
a  mechanism  for  loss  of  deterrence  that  supports  decision  making  under  severe  un¬ 
certainty.  We  first  explain  the  idea  intuitively. 

Suppose  we  err  just  a  little:  our  information  and  understanding  are  just  a  little 
bit  wrong.  What  is  the  worst  outcome  that  could  happen  with  NIW  or  with  IW?  If 
the  worst  were  to  happen  (assuming  we  err  just  a  little),  which  strategy  would  we 
prefer?  Since  NIW  is  purportedly  better  than  IW,  it  is  reasonable  to  suppose  that  the 
worst  outcome  with  NIW  (with  very  small  error)  is  still  better  than  the  worst  out¬ 
come  with  IW.  We  would  probably  still  prefer  NIW  over  IW. 

Nonetheless,  the  magnitude  of  the  advantage  of  worst  NIW  over  worst  IW,  at 
small  error,  is  probably  less  than  that  of  putative  NIW  over  putative  IW — because 
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NIW  is  much  more  uncertain  than  IW.  NIW  can  go  wrong  in  more  ways,  and  more 
severely,  than  IW. 

Now  suppose  we  err  a  bit  more.  Worst  NIW  is  perhaps  still  better  than  worst 
IW,  but  the  advantage  of  NIW  over  IW  is  now  even  smaller. 

At  some  horizon  of  uncertainty,  the  worst  NIW  just  equals  the  worst  IW.  At  an 
even  greater  horizon  of  uncertainty,  the  advantage  switches  over  to  IW:  worst  NIW 
is  now  worse  than  worst  IW. 

So  which  do  we  choose,  NIW  or  IW?  The  choice  depends  on  how  wrong  our 
model  is,  but  this  we  don’t  know.  Herein  lies  the  innovation  dilemma.  A  graphical 
metaphor  and  then  a  reinterpretation  will  lead  us  towards  a  solution  that  assists  in 
choosing  between  alternatives. 

Graphical  representation.  We  now  consider  a  useful  graphical  metaphor  for 
the  trade-off  between  the  horizon  of  uncertainty  and  the  worst  possible  outcome  of 
a  strategy.  The  graphs  do  not  represent  quantitative  analysis;  instead,  they  support 
judgment  and  deliberation  to  reach  a  decision,  as  we  will  see. 

First  consider  figure  1,  dealing  only  with  the  NIW  option.  The  vertical  axis  is 
the  horizon  of  uncertainty  in  our  model,  so  the  lowest  point  on  that  axis  is  labeled  “no 
uncertainty.”  Higher  points  on  the  vertical  axis  represent  greater  uncertainty,  such  as 
“small”  or  “large”  uncertainty.  The  horizontal  axis  represents  the  worst  possible  out¬ 
come  of  NIW  for  each  corresponding  horizon  of  uncertainty.  The  point  at  which  the 
curve  intersects  the  horizontal  axis — at  no  uncertainty — is  the  purported  no-war 
estimate  of  damage,  based  on  our  model,  of  the  outcome  of  NIW.  The  worst  possible 
outcome  gets  worse  (larger:  more  destruction)  as  the  horizon  of  uncertainty  increases. 
Thus,  the  curve  slopes  up  and  to  the  right.  The  positive  slope  represents  an  irrevocable 
trade-off.  the  worst  that  can  happen  gets  progressively  worse  as  the  horizon  of  uncer¬ 
tainty  increases. 


Horizon  of 
uncertainty 
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large 

uncertainty 

small 

uncertainty 

no 

uncertainty 


Purported  outcome  of  NIW 


t  NIW, 

I  uncertainty 

Worst  NIW, 
large  uncertainty 


Worst  NIW  outcome 


Figure  1.  Uncertainty  versus  worst  outcome  for  NIW 

Figure  2  shows  uncertainty  versus  worst  outcome  for  both  strategies.  We  see 
that  the  purported  outcome  for  NIW  is  better  (smaller  destruction)  than  the  pur- 
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ported  outcome  for  IW,  as  indicated  by  the  relative  positions  of  the  horizontal  inter¬ 
cepts  of  the  two  curves.  We  also  see  that,  at  small  uncertainty,  the  worst  NIW  out¬ 
come  is  still  better  than  the  worst  IW  outcome:  the  short  solid  vertical  line  is  to  the 
left  of  the  short  dashed  vertical  line.  However,  the  curves  cross  each  other  because  the 
IW  curve  is  steeper  than  the  NIW  curve  since  NIW  is  accompanied  by  greater  un¬ 
certainty  than  IW.  This  intersection  of  the  curves  results  in  the  fact  that,  at  large  un¬ 
certainty,  the  worst  NIW  outcome  is  now  worse  than  the  worst  IW  outcome:  the 
long  solid  vertical  line  is  to  the  right  of  the  long  dashed  vertical  line  (the  reverse  of 
the  short  vertical  lines  at  small  uncertainty).  In  other  words,  at  large  uncertainty,  IW 
is  predicted  to  have  a  better  worst-outcome  than  NIW.  At  large  uncertainty,  we  would 
prefer  IW  over  NIW  while  at  small  uncertainty,  we  preferred  NIW  over  IW  when 
considering  worst  possible  outcomes.  The  preference  between  the  strategies  is  not 
universal;  it  changes,  depending  on  the  level  of  uncertainty  we  consider  or,  equiva¬ 
lently,  the  level  of  destruction  we  accept.  Before  continuing  to  explore  the  implica¬ 
tions  of  this  preference  reversal,  we  should  offer  a  different  interpretation  of  the  axes 
in  figures  1  and  2. 


Horizon  of 
uncertainty 


Figure  2.  Uncertainty  versus  worst  outcome  for  NIW  and  IW 

The  trade-off:  robustness  versus  performance.  The  curve  in  figure  3  is  the  same  as 
the  one  in  figure  1:  starting  at  any  specified  uncertainty  on  the  vertical  axis,  the  arrows 
across  and  down  lead  us  to  the  corresponding  worst  possible  outcome  of  NIW  at  that 
horizon  of  uncertainty.  Figure  4  is  the  same  as  figure  3  except  that  we  now  reverse  the 
direction  of  reasoning.  Looking  at  the  horizontal  outcome  axis,  we  ask,  What  is  the 
worst  outcome  we  can  tolerate?  What  is  the  maximum  tolerable  damage?  Let’s  de¬ 
note  the  worst  outcome  that  is  still  tolerable  (the  critical  or  greatest  acceptable  dam¬ 
age)  by  D .  Now  we  ask  the  robustness  question-,  what  is  the  greatest  horizon  of  uncer¬ 
tainty  that  we  can  tolerate?  What  is  the  greatest  horizon  of  uncertainty  up  to  which 
we  are  sure  that  the  outcome  will  not  be  worse  than  D  ?  The  arrows  up  and  to  the  left 
in  figure  4  lead  us  to  the  answer.  The  resulting  point  on  the  vertical  axis  is  the  greatest 
tolerable  uncertainty  of  the  NIW  strategy  for  this  outcome  requirement.  We  will  call 
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this  point  the  robustness  to  uncertainty  of  NIW  for  this  choice  of  critical  damage.  The 
robustness  is  large  when  vast  uncertainty  is  tolerable;  small  robustness  implies  great 
vulnerability  to  uncertainty. 

We  can  now  understand  the  trade-off  mentioned  earlier  in  this  section.  As  the 
required  outcome  becomes  less  demanding  (further  to  the  right,  accepting  greater 
damage),  the  intervention  is  more  robust  to  ignorance.  Conversely,  the  positive  slope 
of  the  robustness  curve  in  figure  4  implies  that  robustness-against-uncertainty  de¬ 
creases  as  the  outcome  requirement  becomes  more  demanding  (further  to  the  left, 
lower  critical  damage).  This  trade-off  between  robustness  and  the  outcome  require¬ 
ment  is  intuitively  obvious,  but  it  has  important  implications  for  choosing  a  strategy, 
especially  when  one  faces  an  innovation  dilemma,  as  we  now  explain. 


Horizon  of  Robustness  to  Robustness  to 

uncertainty  uncertainty  uncertainty 


Figure  3.  Uncertainty  versus  worst  outcome  for  NIW 

Figure  4.  Robustness  versus  maximum  tolerable  damage  for  NIW 

Figure  5.  Robustness  versus  maximum  tolerable  damage  for  NIW  and  IW 


Preference  reversal  and  the  innovation  dilemma.  Figure  5  plots  the  robustness 
curves  for  IW  and  NIW.  These  curves  cross  each  other,  just  as  in  figure  2.  The  inter¬ 
section  between  the  robustness  curves  in  figure  5  expresses  the  innovation  dilemma. 
Comparing  NIW  and  IW  in  this  figure,  we  see  that  NIW  is  purportedly  better 
(horizontal  intercept  further  left)  but  more  uncertain  (lower  slope)  than  IW.  The 
greater  uncertainty  of  NIW  causes  the  robustness  of  NIW  to  increase  more  slowly  as 
the  critical  requirement  is  relaxed:  the  curve  for  NIW  rises  more  slowly  than  the 
curve  for  IW  as  we  move  right  on  the  horizontal  axis  (greater  critical  damage).  Hence, 
their  robustness  curves  intersect  because  NIW  hits  the  horizontal  axis  to  the  left  of 
IW.  The  graphical  manifestation  of  the  innovation  dilemma,  and  of  the  resulting 
preference  reversal,  is  that  the  robustness  curves  of  the  two  alternatives  intersect  in 
figure  5.  NIW  is  more  robust — thus  preferred  over  IW — if  the  outcome  requirements 
are  very  demanding  (the  performance  requirement  is  less  than  D  on  the  horizontal 
axis).  For  less  demanding  outcome  requirements  (the  performance  requirement  ex¬ 
ceeds  D),  then  IW  is  more  robust  than  NIW  and  therefore  IW  is  preferred. 
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The  purported  preference  is  for  NIW  over  IW,  implying  that  war  would  (pur¬ 
portedly)  be  avoided.  However,  if  the  acceptable  level  of  damage  is  large  enough 
(exceeding  DJ,  then  IW  is  preferred  over  NIW,  implying  that  war  occurs  and  deter¬ 
rence  has  failed.  In  other  words,  uncertainty  leads  to  the  possible  loss  of  deterrence 
even  though  the  apparent  preference  of  both  parties  is  for  the  avoidance  of  war.  This 
mechanism  acts  even  though  the  robustness  curves  in  figure  5  are  schematic  and 
cannot  be  evaluated  quantitatively.  The  value  of  Dx  is  unknown,  but  deterrence  can  fail 
as  a  result  of  uncertainty  even  though  the  best  knowledge  and  understanding  of  both 
parties  indicate  that  no  war  is  preferred. 

Robust  satisficing:  summary.  The  decision  strategy  described  above  entails  two 
elements.  The  first  is  called  “satisficing”:  the  decision  maker  must  satisfy  an  outcome 
requirement.  Second,  more  robustness  against  uncertainty  is  preferred  over  less  ro¬ 
bustness.  Taken  together,  robust  satisficing  is  the  decision  strategy  that  chooses  be¬ 
tween  alternatives  to  produce  the  required  outcome  as  robustly  as  possible.  Robust 
satisficing  attempts  to  satisfice  the  requirements  over  the  widest  range  of  deviation  of 
reality  from  the  model. 

Conceptually  different  from  outcome  optimization,  robust  satisficing  may  lead 
to  different  decisions  from  outcome  optimization.  The  model-based,  outcome- 
optimal  choice  is  for  NIW  over  IW,  as  illustrated  by  the  horizontal  intercepts  in 
figure  5:  NIW  is  predicted  by  our  model  to  be  better  than  IW.The  robust-satisficing 
choice  is  the  same  if  the  critical  requirement,  D ,  is  less  than  the  crossing  level  D .  On 
the  other  hand,  robust  satisficing  and  outcome  optimization  disagree  if  D  exceeds  Dx. 
Outcome  optimization  and  robust  satisficing  may,  or  may  not,  agree  in  managing  an 
innovation  dilemma.  However,  even  when  they  agree  on  the  decision,  they  disagree 
on  the  reason  for  the  decision.  That  is,  outcome  optimization  and  robust  satisficing 
are  normatively  and  prescriptively  different:  the  standard  of  what  constitutes  a  good 
decision  is  different,  and  the  actual  decision  that  is  made  can  be  different.  We  illus¬ 
trate  how  robust  satisficing  is  operationalized  in  a  subsequent  historical  example. 

Summary  of  Formal  Conclusions  and  Comparison  to  the  Prisoner’s  Dilemma 

The  prisoner’s  dilemma  has  been  fruitfully  applied  to  deterrence  and  other  military 
decisions  under  uncertainty.46  The  prisoner’s  dilemma  and  the  innovation  dilemma 
both  deal  with  choice  under  uncertainty,  but  they  illuminate  different  aspects  of  the 
challenge  despite  a  superficial  similarity. 

In  the  prisoner’s  dilemma  (see  the  table  below),  if  both  prisoners  remain  silent, 
they  are  both  fined  lightly.  If  they  both  testify,  they  are  both  fined  heavily.  If  one 
testifies  and  the  other  remains  silent,  then  the  first  goes  free  and  the  second  is  hanged. 
For  each  prisoner,  testifying  is  the  choice  that  minimizes  the  worst  outcome,  given 
the  unknown  choice  of  the  other  prisoner.  This  minimum-maximum  (min-max)  out¬ 
come  (heavy  fine)  is  worse  than  the  light  fine  they  would  receive  if  both  remain  silent. 


40  ASPJ AFRICA  &  FRANCOPHONIE 


The  dilemma  for  each  prisoner  is  that  remaining  silent  is  the  most  dangerous  choice 
(one  could  get  hanged),  yet  it  would  have  a  fairly  good  outcome  if  both  remain  silent 
(light  fine). 

Table.  Prisoner’s  dilemma 


Prisoner  B 

Prisoner  A 

Testify 

Silent 

Testify 

A:  heavy  fine 

B:  heavy  fine 

A:  freedom 

B:  hanged 

Silent 

A:  hanged 

B:  freedom 

A:  light  fine 

B:  light  fine 

An  innovation  dilemma  is  the  choice  between  two  options,  one  of  which — the 
purportedly  better  option — could  be  worse  than  the  other  one.  This  scenario  is  differ¬ 
ent  from  the  prisoner’s  dilemma  in  which  the  potentially  best  option  (testifying  and 
going  free)  is  not  also  the  potentially  worst  option  (remaining  silent  and  being 
hanged).  So  the  prisoner’s  dilemma  is  not  an  innovation  dilemma,  and  an  innovation 
dilemma  is  not  a  prisoner’s  dilemma — but  the  difference  is  not  only  structural. 

The  info-gap  analysis  of  an  innovation  dilemma  begins  by  recognizing  the  se¬ 
vere  uncertainty  of  one’s  knowledge  (what  we  have  called  the  model),  leading  to  three 
conclusions.  First,  model-based  predictions  are  unreliable;  hence,  prioritization  of  the 
options  according  to  model-based  predictions  is  also  unreliable  (represented  by  the 
horizontal  intercepts  of  the  robustness  curves  in  figure  5).  Second,  as  a  consequence, 
the  decision  maker  must  ask  what  is  the  worst  acceptable  outcome  (different  from 
asking  what  is  the  best  outcome  consistent  with  one’s  knowledge).  Third,  if  the  puta¬ 
tively  better  option  is  also  more  uncertain,  then  the  other  option  will  be  more  robust 
to  uncertainty  if  the  outcome  requirement  is  not  too  demanding  (the  robustness 
curves  in  figure  5  cross  one  another).  Again,  the  innovation  dilemma  is  a  choice  be¬ 
tween  two  options,  one  of  which — the  purportedly  better  option — is  more  uncertain 
and  could  be  worse  than  the  other  one.  The  info-gap  resolution  of  the  dilemma  is  to 
select  the  option  that  most  robustly  satisfies  the  decision  maker’s  outcome  require¬ 
ment. 

The  prisoner’s  dilemma  highlights  the  difference  between  individual  and  collec¬ 
tive  rationality  or  between  selfish  and  altruistic  behavior.  The  prisoner’s  dilemma 
demonstrates  how  uncertainty  can  inhibit  cooperation  that  otherwise  would  be  mu¬ 
tually  beneficial.  The  innovation  dilemma  reveals  the  reversal  of  preference  between 
options  resulting  from  the  robust  advantage  of  the  suboptimal  option  for  achieving 
some  critical  outcomes.  The  info-gap  analysis  of  robustness  shows  that  outcome  op¬ 
timization  can  be  more  vulnerable  to  uncertainty  than  suboptimal  satisficing  of  a 
critical  goal. 
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Both  the  prisoner’s  dilemma  and  the  innovation  dilemma  highlight  deficiencies 
of  the  min-max  or  worst-case  decision  strategy,  but  in  different  ways.  In  the  prisoner’s 
dilemma,  the  worst  that  can  happen  if  one  testifies  is  a  heavy  fine,  which  is  less  oner¬ 
ous  than  the  worst  that  can  happen  if  one  keeps  silent  (being  hanged).  Testifying 
minimizes  the  maximum  penalty  and  is  the  min-max  choice.  That  choice,  though, 
differs  from  the  collaborative  selection  that  would  result  in  a  better  outcome  for  all 
(light  fine).  The  altruistic  or  group-conscious  decision  maker  should  not  use  the  min- 
max  strategy,  assuming  all  other  decision  makers  are  like-minded. 

One  can  understand  the  min-max  choice  for  an  innovation  dilemma  by  refer¬ 
ring  to  figure  2.  At  large  uncertainty,  the  worst  that  happens  with  IW  is  better  than 
the  worst  that  happens  with  NIW,  so  IW  minimizes  the  worst  outcome  and  is  the 
min-max  choice.  However,  that  choice  may  not  be  the  most  robust  one  for  attaining 
a  specified  outcome.  For  example,  suppose  that  the  analyst  agrees  that  the  uncertainty 
is  large.  But  suppose  that  the  decision  maker  must  deliver  an  outcome  that  is  better 
(smaller)  than  the  value  on  the  horizontal  axis  at  which  the  curves  intersect  in  figure 
2.  The  min-max  choice  is  IW  while  NIW  is  more  robust  against  uncertainty  for 
achieving  the  required  quality  of  outcome.  In  this  case,  the  min-max  optimum  and 
the  robust  optimum  do  not  agree.  The  decision  maker  charged  with  producing  an 
outcome  better  than  the  crossing  value  should  not  use  the  min-max  strategy  even 
though  the  uncertainty  is  large. 


Historical  Example  of  Uncertainty  and  Deterrence:  Six-Day  War 
(Israeli  Decision  to  Attack) 

A  historical  case  demonstrates  how  the  innovation  dilemma  provides  a  pre¬ 
scriptive  model  for  decision  making.  Figure  5  is  the  graphical  paradigm.  NIW  is  the 
preferred  option  based  on  the  best  available  but  highly  uncertain  information  and 
understanding.  If  this  information  and  understanding  (the  model)  were  correct,  then 
IW  would  entail  greater  loss.  However,  the  model  is  uncertain — and  more  so  for 
NIW  than  for  IW.  Thus,  while  NIW  is  purportedly  better,  it  could  lead  to  a  worse 
outcome  than  IW.  This  dilemma  is  portrayed  in  the  graphical  metaphor  of  figure  5  by 
the  crossing  robustness  curves.  The  dilemma  is  resolved  by  choosing  the  option  that 
would  lead  to  an  acceptable  outcome  over  the  widest  range  of  unknowns — by  choos¬ 
ing  the  option  that  most  robustly  satisfies  the  critical  outcome  requirement. 

The  Israeli  decision  to  initiate  war  on  5  June  1967  against  an  array  of  Arab  states 
provides  a  good  example  of  decision  making  in  the  face  of  an  innovation  dilemma. 
We  analyze  the  options  to  initiate  war  (IW)  or  to  not  initiate  war  (NIW)  from  the 
perspective  of  Israeli  decision  makers.  The  claim  is  not  that  the  decision  makers  actu¬ 
ally  reasoned  this  way  but  that  this  reasoning  is  implementable  and  instrumentally 
justifiable. 
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The  Model  in  Support  of  IW 

Tensions  grew  among  Israel,  Syria,  Egypt,  and  subsequently  Jordan  and  other  Arab 
countries  in  mid-May  1967.  Exchange  of  fire  between  Israel  and  Syria  in  the  north 
had  occurred  repeatedly  over  the  years  and  intensified  in  April  due  to  Israeli  and 
Syrian  disputes  over  agricultural  use  of  demilitarized  zones,  Syrian  support  of  terror¬ 
ist  actions  against  Israel,  and  operations  to  divert  sources  of  the  Jordan  River  in  Syr¬ 
ian  and  Lebanese  territory  to  bypass  Israel.  Egyptian  president  Nasser  responded,  in 
support  of  Syria,  with  a  series  of  threatening  actions  on  Israel’s  southern  border.  On 
18  May,  Egypt  demanded  the  immediate  departure  of  the  United  Nations  Emer¬ 
gency  Force  stationed  in  the  Sinai  desert  since  the  end  of  the  1956  Sinai  war,  to 
which  UN  secretary-general  U  Thant  acquiesced  with  little  resistance.  Egypt  then 
began  a  massive  buildup  of  infantry,  armor,  and  airpower  in  the  Sinai,  partly  deployed 
offensively  and  close  to  the  Israel-Egypt  border.  Syria  and  Jordan  mobilized  mas¬ 
sively,  together  with  significant  troop  movements  to  the  theater  from  Iraq  and  other 
Arab  countries.  On  22  May,  Egypt  announced  the  closure  of  the  Straits  of  Tiran  to 
Israeli  shipping.  The  United  States  tried  to  enlist  maritime  countries  in  the  Regatta 
Plan  to  sail  through  the  Straits  of  Tiran,  accompanied  by  destroyers  from  the  Sixth 
Fleet,  asserting  international  rights  of  free  passage.  Regatta  never  materialized.  On 
30  May,  Egypt  and  Jordan  signed  a  mutual  defense  pact  allowing  Egyptian  forces  to 
operate  from  Jordan  and  placing  Jordanian  forces  under  Egyptian  command,  creating 
a  strategic  threat  close  to  the  main  Israeli  population  centers.47  Arab  public  opinion 
and  leadership  pronouncements  vigorously  expressed  the  desire  to  change  the  status 
quo:  to  liberate  Palestine  and  to  eliminate  the  State  of  Israel.48 

The  Model  in  Support  of  NIW 

The  Egyptian  force  buildup  in  the  Sinai  during  May  1967  seemed  closely  parallel  to 
Operation  Retama  in  February  1960.  Egypt  brought  two  divisions  to  the  Sinai  fol¬ 
lowing  escalation  between  Syria  and  Israel  in  early  1960.  In  response,  Israel  rushed 
reinforcements  to  the  south,  placed  its  air  force  on  alert,  and  began  diplomatic  ex¬ 
changes  to  assure  all  parties  that  Israel  had  no  offensive  intentions  against  Syria  or 
Egypt.  Tensions  ran  very  high  until  Nasser  removed  Egyptian  forces  from  Sinai  late 
in  February  1960  and  declared  that  he  had  saved  Syria  from  war  with  Israel,  thereby 
strengthening  his  stature  as  a  pan- Arab  leader.  The  situation  in  May  1967  looked 
similar,  and  Egyptian  moves  were  widely  understood — at  least  at  first — as  demon¬ 
strative  but  not  expressing  actual  desire  for  war.  Furthermore,  Israeli  strategy  in  1967 
was  predicated  on  big-power  support.  President  Charles  de  Gaulle  rebuffed  Israeli 
approaches,  and  President  Lyndon  Johnson  repeatedly  asserted  that  “Israel  will  not 
be  alone  unless  it  decides  to  go  it  alone,”  clarifying  US  unwillingness  to  support  an 
Israeli  initiation  of  war  either  verbally  or  materially,  thus  supporting  NIW.49  Finally, 
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Israeli  strategy  sought  to  maintain  the  status  quo  by  virtue  of  the  existence  of  a  vast 
deterrent  force.  As  long  as  Israeli  deterrence  is  effective,  NIW  is  preferred.50 

Uncertainty,  the  Innovation  Dilemma,  and  Analysis  of  Robustness 

If  the  model  of  NIW  is  correct,  then  IW  would  initiate  an  unnecessary  war,  so  NIW 
is  seemingly  preferable.  In  figure  5,  the  robustness  curve  for  NIW  intersects  the 
horizontal  axis  at  a  lower  (better)  value  of  “maximum  tolerable  damage”  than  the 
curve  for  IW. 

The  uncertainty  in  the  NIW  model  is  prodigious,  especially  regarding  Egyptian 
intentions  in  1967  and  the  strength  of  the  parallel  to  Operation  Retama  in  1960.  The 
Arab  military  deployment  in  1967  far  exceeded  that  in  1960,  so  even  if  this  reflected 
Nasser’s  hand  being  forced  by  circumstances  in  1967,  the  possibility  of  an  Arab  IW 
was  not  negligible.  An  Arab  IW  on  the  small  number  of  highly  vulnerable  Israeli 
airfields  could  be  disastrous  for  Israeli  ability  to  repulse  a  three-front  invasion.51  In 
other  words,  the  actual  damage  resulting  from  even  moderate  error  in  the  NIW  model 
could  far  exceed  the  putative  damage  of  the  alternative — IW. 

The  uncertainty  in  the  IW  model  hinges  on  uncertainty  about  foreign  support 
and  on  the  Israeli  assessment  that  a  surprise  Israeli  attack  would  succeed  rapidly. 
Quick  success  would  obviate  the  need  for  diplomatic  support  (primarily  from  the 
United  States)  and  for  materiel  from  foreign  powers  (primarily  France  and  Britain) 
during  the  conflict.  Confidence  in  such  success  eroded  somewhat  as  time  passed  and 
the  Arab  military  deployment  strengthened.  The  Arab  deployment  was  enormous, 
but  deficiencies  in  Egyptian  logistics,  training,  and  command  structure  supported  the 
Israeli  assessment.  Uncertainty  about  foreign,  especially  US,  support  was  prominent. 

The  uncertainty  in  the  IW  model  is  substantially  less  than  in  the  NIW  model. 
In  figure  5,  the  IW  robustness  curve  is  much  steeper  than  the  NIW  curve,  indicating 
that  IW  is  less  vulnerable  to  uncertainty.  Thus,  even  at  moderate  uncertainty,  the 
maximum  damage  that  could  result  is  less  from  IW  than  from  NIW.  The  innovation 
dilemma  is  that  NIW  is  ostensibly  better  but  more  uncertain  and  hence  potentially 
worse  than  IW.  Graphically,  the  dilemma  is  reflected  in  the  robustness  curves  cross¬ 
ing  one  another  in  figure  5. 

Israeli  defense  minister  Moshe  Dayan,  Israeli  chief  of  staff  Yitzhak  Rabin,  and 
most  members  of  the  Israel  Defense  Force  General  Staff  supported  a  preemptive 
strike  against  Egyptian  forces  to  gain  the  advantage  of  air  superiority  by  eliminating 
the  Egyptian  air  force  and  crippling  the  massive  offensive  Arab  deployment.  On  4 
June,  12  of  14  Israeli  cabinet  ministers  voted  to  initiate  war  the  following  morning.52 
This  decision  follows  the  logic  of  robust  satisficing:  choosing  the  option  that  will  lead 
to  an  acceptable  outcome  despite  vast  uncertainty.  One  can  imagine,  counterfactually, 
that  the  cabinet  would  have  chosen  NIW  if  it  had  felt  that  the  model  supporting  this 
option  was  fairly  certain.  However,  this  putative  first  choice  was  rejected  (after  several 
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agonizing  weeks)  in  favor  of  the  IW  option  that  would  lead  (or  so  Israel  hoped)  to 
lower  loss  despite  the  surprises  yet  to  be  encountered.  We  are  not  imputing  a  specific 
mode  of  reasoning  to  the  Israeli  decision  makers.  Rather,  the  claim  is  that  the  robust- 
satisficing  methodology  was  an  implementable  method  of  analysis  that  could  have 
been  used  in  this  historical  case. 


Theoretical  Application: 

Does  Uncertainty  Increase  the  Propensity  for  War? 

In  the  previous  section,  we  saw  how  decision  makers  could  have  used  info-gap 
robust  satisficing  in  a  historical  situation.  We  now  consider  how  the  info-gap  ro¬ 
bust-satisficing  decision  strategy  can  guide  theoretical  analysis  in  support  of  decision 
making. 

A  state  must  choose  between  two  prototypical  strategies:  NIW  (no  initiation  of 
war)  or  IW  (initiation  of  war).  The  purported  optimal  preference — based  on  the 
available  model — is  for  NIW  over  IW.  The  propensity  for  war  increases  if  the  pro¬ 
pensity  for  preference  reversal  from  NIW  to  IW  is  increased  by  uncertainty.  Suppose 
that  one  or  both  protagonists’  perceptions  change  between  an  overall  low  level  to  an 
overall  high  level  of  uncertainty.  For  example,  when  the  United  States  discovered  a 
small  number  of  nuclear  warheads  in  Cuba  in  1962,  US  uncertainty  regarding  Soviet 
intentions  increased  greatly.  We  examine  how  an  increase  in  uncertainty  influences 
the  robustness  curves  for  these  two  strategies. 

Consider,  first,  a  special  case:  uncertainty  of  NIW  increases  without  increased 
uncertainty  of  IW.  New  nuclear  capability  in  unstable  countries,  for  example,  raises 
the  possibility  of  IW  on  their  part,  so  NIW  by  a  traditional  power  has  more  uncertain 
outcome.53  The  uncertainty  is  severe  because  a  small  regional  power  with  limited 
nuclear  capability  might  argue  that  a  superpower  would  “deter  itself  from  using  nu¬ 
clear  weapons  because  of  the  prospect  of  collateral  damage  to  the  region.”54  NIW  can 
also  become  uncertain  if  new  defensive  technology  is  ambiguous  and  could  be  inter¬ 
preted  offensively  by  an  adversary.  For  instance,  President  Ronald  Reagans  Strategic 
Defense  Initiative  could  protect  US  offensive  missiles  or  US  cities.  The  former  is 
defensive:  missiles  are  protected  for  use  in  retaliatory  strikes.  The  latter  is  offensive: 
missiles  are  not  defended  because  they  are  intended  for  first  strikes  and  cities  are 
defended  against  retaliation.  The  ambiguity  could  make  adversarial  IW  more  likely.55 
In  these  examples,  uncertainty  surrounding  IW  by  the  traditional  power  is  not 
changed. 

Figure  6  shows  robustness  curves  for  this  situation.  The  robustness  of  IW  is 
unchanged,  but  that  of  NIW  is  reduced  because  of  increased  uncertainty  of  NIW.  The 
maximum  acceptable  damage  up  to  which  NIW  is  robust-preferred  is  reduced:  D  hl  is 
smaller  than  D  b.  Consequently,  a  reversal  of  robust  preference  from  the  reputed 
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optimum — NIW — to  robust  preference  for  IW  occurs  at  a  lower  damage  threshold 
due  to  increased  uncertainty  in  NIW.  The  latter  condition  causes  greater  tendency  for 
the  selection  of  IW  and  therefore  an  increased  tendency  for  war.  This  tendency  is 
further  strengthened  because,  over  the  range  of  critical  damage  for  which  NIW  is 
more  robust  than  IW,  the  robustness  of  NIW  is  lower  because  of  high  uncertainty. 


Robustness  to 


Figure  6.  Robustness  curves:  increased  uncertainty  of  NIW 

Now  consider  the  reverse  special  case:  increased  uncertainty  of  IW  without  in¬ 
creased  uncertainty  of  NIW  (fig.  7).  Comparing  this  graph  with  figure  6  shows  a  re¬ 
verse  direction  of  change.  In  figure  7,  the  threshold  for  preference  reversal  from  NIW 
to  IW  increases  as  uncertainty  increases:  D  is  larger  than  D,b — the  reverse  of  figure 
6.  Furthermore,  in  figure  7,  when  NIW  is  more  robust  than  IW,  the  robustness  ad¬ 
vantage  increases  because  uncertainty  in  IW  increased,  unlike  the  depiction  in  figure 
6. 


Figure  7.  Robustness  curves:  increased  uncertainty  of  IW 

In  summary,  we  cannot  conclude  that  greater  uncertainty  will  necessarily 
strengthen,  or  necessarily  weaken,  the  propensity  for  preference  reversal  from  NIW 
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to  IW  and  thus  increase  the  propensity  for  war,  as  is  sometimes  claimed.  IW  and 
NIW  are  influenced  in  opposite  directions  by  uncertainty.  However,  the  analysis 
identifies  those  aspects  of  a  scenario  determining  the  impact  of  uncertainty.  The  ana¬ 
lyst  must  assess  the  counteracting  effects  of  uncertainty  on  the  two  options — NIW 
and  IW. 

Our  discussion  is  purely  qualitative;  magnitudes  of  these  tendencies  cannot  be 
deduced.  Nonetheless,  the  monotonicity  and  shifts  of  the  robustness  curves,  due  to 
elevated  uncertainty,  are  unambiguous.  The  tendencies  that  we  deduced  hold  for  all 
robustness  curves. 


Conclusion 

We  summarize  our  analysis  by  returning  briefly  to  the  stylized  example  dis¬ 
cussed  earlier.  Consider  conflict  between  two  states.  One  state,  initially  deterred  from 
war,  must  choose  between  NIW  and  IW  when  this  choice  is  an  innovation  dilemma: 
NIW  purportedly  has  a  better  outcome  than  IW,  but  NIW  is  far  more  uncertain. 
Reversal  of  preference  to  IW  reflects  loss  of  deterrence  by  the  other  state.  The  info- 
gap  robust-satisficing  decision  methodology  for  managing  an  innovation  dilemma  is 
to  choose  the  option  that  is  more  robust-to-uncertainty  for  realizing  a  specified  goal. 

Figure  5  is  the  schematic  graphical  representation  of  this  dilemma  in  terms  of 
robustness  curves  when  NIW  is  purportedly  the  better  choice  so  that  preference  re¬ 
versal  constitutes  loss  of  deterrence.  The  graphs  do  not  represent  quantitative  analysis. 
They  are  a  metaphor  of  the  concept  of  preference  reversal  that  can  arise  in  response 
to  uncertainty.  The  graphs  support  judgment  and  deliberation  in  reaching  a  decision. 

If  the  analyst  requires  that  the  level  of  damage  be  less  than  the  value  at  which 
the  two  options  are  equally  vulnerable  to  uncertainty  (Dx, where  the  robustness  curves 
in  fig.  5  cross  one  another),  then  NIW  is  preferred  over  IW.  In  this  case,  the  pur¬ 
ported  optimum,  NIW,  is  also  the  more  robust  option.  However,  if  the  analyst  is 
willing  to  accept  greater  damage,  then  greater  robustness  to  uncertainty  is  achieved 
with  IW.  The  putatively  better  option  is  not  necessarily  the  most  robust  (and  hence 
preferred)  option.  The  anticipated  best  option  is  not  necessarily  the  most  robust  for 
reaching  specified  goals. 

The  robustness  curves  in  figure  5  are  schematic,  and  we  don’t  expect  analysts  to 
be  able  to  evaluate  them  numerically  or  to  make  a  quantitative  comparison  between 
a  numerical  value  of  Dx  and  an  explicit  value  for  maximum  acceptable  damage.  The 
innovation  dilemma  is  real  even  though  it  is  not  quantitative,  and  the  choice  of  an 
option  can  rationally  be  made  by  qualitative  verbal  deliberation.  We  can  expect  that 
in  some  situations,  an  analyst  will  choose  IW  over  NIW — as  in  the  Israeli  decision  in 
1967 — by  arguing  that  this  action  is  the  most  reliable  and  responsible  in  light  of  the 
vast  uncertainties,  especially  those  associated  with  NIW.  In  such  situations,  deter- 
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rence  has  been  lost  due  to  the  impact  of  uncertainty.  In  other  situations,  the  purport¬ 
edly  better  but  more  uncertain  option,  NIW,  may  be  chosen.  Finally,  in  some  situa¬ 
tions,  no  decision  is  made,  or  conflicting  decisions  are  adopted  for  institutional  or 
other  reasons. 

A  theoretical  paradigm,  such  as  info-gap  robust  satisficing,  is  neither  sufficient 
nor  necessary  for  military  success,  as  Harold  Winton  concludes  in  his  study  of  Gen 
George  Patton  and  Gen  Ulysses  Grant.56  However,  “to  a  mind  that  artfully  combines 
discipline  with  intuition,  theory  offers  the  opportunity  to  roam  freely  back  and  forth 
between  the  general  and  the  particular.”57  Theory  supports  deliberation  and  decision. 

Deliberation  takes  place,  conceptually,  on  both  axes  of  schema  such  as  figure  5. 
The  analyst  makes  judgments  about  how  bad  an  outcome  one  can  accept  (or,  equiva¬ 
lently,  how  good  an  outcome  is  required)  and  about  how  much  uncertainty  is  tolerable. 
These  judgments  use  models:  historical  precedent,  theoretical  insight,  contextual 
understanding,  data,  social  or  organizational  values  and  goals,  and  decisions  about 
reliability  or  uncertainty  of  the  previous  elements.  This  analysis  is  particularly  useful 
when  one  faces  an  innovation  dilemma:  one  option  seems  better  than  another  (based 
on  available  models),  but  the  apparently  better  option  is  also  more  uncertain.  Like  all 
dilemmas,  an  innovation  dilemma  has  horns,  but  these  can  be  managed  systemati¬ 
cally  with  an  info-gap  robust-satisficing  analysis. 
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Enable  and  Enhance — That’s  It? 


European  Union  Peace  Building  and  the  Enable  and 
Enhance  Initiative 

Witold  Mucha,  PhD" 

With  the  rise  of  the  Islamic  State  of  Iraq  and  Syria  (ISIS),  Germany’s 
decision  to  militarily  support  Kurdish  Peshmerga  in  northern  Iraq 
revealed  the  increased  importance  of  the  Enable  and  Enhance  Initia¬ 
tive  (E2I)  as  discussed  by  European  Union  (EU)  member  states.  In 
addition  to  Berlin,  policy  makers  in  London  and  Paris,  among  others,  also  followed 
the  rationale  of  taking  responsibility  in  foreign  affairs  without  being  directly  involved 
in  military  combat.  However,  as  recent  initiatives  have  shown  (e.g.,  in  Mali),  the  E2I 
approach  comes  with  limitations.  Based  on  recent  EU  peace-building  initiatives  in 
South  Sudan  and  Mali,  this  article  analyzes  the  challenges  faced  by  any  “getting  fit 
initiative.”  In  a  brief  literature  review,  it  demonstrates  the  lack  of  scholarly  attention 
towards  the  ambivalent  scores  that  EU  peace-building  approaches  have  had  in  the 
past.  The  article  then  presents  its  analysis  framework  and  introduces  the  cases  of 
South  Sudan  and  Mali,  followed  by  an  empirical  analysis  conducted  on  the  basis  of 
three  categories:  scope,  design,  and  unintended  effects.  Finally,  it  addresses  implica¬ 
tions  for  future  research  and  policy  making. 


Analysis  Framework 

This  article  broadly  defines  peace  building  as  a  range  of  activities  to  solidify 
peace  and  avoid  a  relapse  into  violent  conflict.1  For  more  than  20  years,  peace-build¬ 
ing  actors  such  as  the  United  Nations  (UN)  and/or  bilateral  donors  have  been  domi¬ 
nated  by  a  liberal  peace  framework.2  Although  early  generation  approaches  were 
state-  and  power-centered  (i.e.,  with  a  focus  on  security,  territoriality,  and  the  West¬ 
phalian  state  concept),  since  1990  peace-building  initiatives  seek  to  attain  security 
and  institutional  development  based  on  externalized  forms  of  intervention.  For  in¬ 
stance,  international  transitional  administrations  such  as  those  in  Bosnia  and  Kosovo 
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have  been  heralded  as  role  models  for  future  interventions  in  places  where  local  input 
was  limited  at  best.3 

Oliver  Richmond,  Annika  Bjorkdahl,  and  Stefanie  Kappler  differentiate  among 
three  types  of  liberal  peace  building:  conservative,  orthodox,  and  emancipatory.4  The 
conservative  peace-building  model  is  mainly  associated  with  top-down  approaches 
(i.e.,  coercive  and  intrusive).  One  achieves  peace  by  external  military  force,  not  by 
negotiation.  The  cases  of  Afghanistan,  Iraq,  and  Somalia  are  mentioned  in  this  re¬ 
gard.5  The  orthodox  approach  differs  from  the  conservative  model  in  that  the  empha¬ 
sis  is  on  conditionality  to  build  functional  state  institutions  for  liberal-market- 
oriented  states  (i.e.,  partly  top-down  and  cooperative).  Establishing  democratic  insti¬ 
tutions  and  reforming  governance  frameworks  are  prioritized.  As  such,  consensual 
negotiations  are  mostly  based  at  the  elite  level;  however,  local  ownership  remains 
limited.  The  cases  of  Bosnia-Herzegovina  and  Kosovo  as  well  as  East  Timor  are  dealt 
with  in  this  respect.6  The  conservative  and  orthodox  approaches  resemble  the  top- 
down  perspective  of  most  peace-building  practices  by  donors,  organizations,  and  in¬ 
stitutions.  However,  after  a  controversial  debate  in  recent  years,  critics  of  liberal  peace 
building  have  tried  to  transcend  the  weakness  of  the  prevalent  top-down  approaches.7 
The  emancipatory  approach  favors  a  nonstate-led  model  shaped  by  private  actors  and 
social  movements  (i.e.,  bottom-up  and  noncoercive).  Richmond,  Bjorkdahl,  and  Kap¬ 
pler  effectively  summarize  the  critique  and  the  need  for  emancipatory  views  on  peace 
building: 

In  many  post-conflict  environments  different  groups,  often  locally  constituted,  perceive 
liberal  peacebuilding  to  be  ethically  bankrupt,  subject  to  double  standards,  acultural,  un¬ 
concerned  with  social  welfare,  and  unfeeling  and  insensitive  towards  its  subjects.  It  is  tied 
to  the  state,  to  institutions,  to  the  elites  that  control  them,  and  not  to  the  local  context,  to 
civil  society  or  to  deeper  layers  of  society.  Instead,  liberal  peacebuilding  in  post-conflict 
environments  such  as  the  one  in  Bosnia-Hercegovina  has  effectively  begun  to  reinstate 
social  and  economic  class  systems,  undermined  democracy,  caused  downward  social  mo¬ 
bility,  been  built  on  force  rather  than  consent,  failed  to  recognize  local  cultural  norms  and 
traditions  and  created  a  virtual  peace  in  its  many  theatres.8 

At  best,  EU  peace-building  strategies  match  the  orthodox  approach.  Given  the 
EU’s  goal  of  reforming  and  transforming  future  member  states,  regional  integration, 
harmonization,  and  standardization  constitute  the  major  means.  In  light  of  the  EU’s 
polycentric  structure,  however,  there  is  no  explicit  peace-building  strategy  on  the  part 
of  the  union  as  a  whole  or  the  European  Commission  as  the  unitary  actor  in  charge. 
However,  a  variety  of  elements  across  EU  documents,  policies,  principles,  and  speeches 
includes  both  goals  pursued  (e.g.,  human  rights  and  good  governance)  and  the  policy 
means  applied  in  the  process  (e.g.,  trade  and  rule-of-law  missions).9  In  sum,  the  dif¬ 
ferent  means  pursue  a  liberal  script  of  governance  reform. 
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The  first  EU  security  strategy,  drafted  in  2003,  called  upon  the  member  states  to 
engage  in  a  number  of  peace  activities  such  as  conflict  prevention,  crisis  management, 
and  postconflict  rehabilitation.  In  2009  the  Lisbon  Treaty  specified  the  goals  of  “pre¬ 
serving  peace,  preventing  conflicts  and  strengthening  international  security.”10  San¬ 
dra  Pogodda  and  her  colleagues  explain  the  unique  character  of  the  EU  as  a  peace¬ 
building  actor  compared  to  other  stakeholders: 

The  EU’s  governance  approach  in  conflict  areas  ranges  from  conflict  resolution  to  society- 
appeasing  strategies,  while  largely  abstaining  from  the  pursuit  of  a  mediated,  high-level 
settlement  between  political  leaders  or  supporting  a  ceasefire  through  peacekeeping  ac¬ 
tivities.  By  interacting  with  conflict  parties  at  multiple  levels — state,  sub-state,  private 
sector  and  civil  society — and  across  a  variety  of  policy  areas — economic,  social,  political, 
cultural,  environmental,  infrastructural  etc. — the  EU’s  role  in  conflicts  has  been  more 
pervasive  and  often  indirect.11 

The  indirect  approach  of  engagement  is  well  reflected  by  the  E2I.  In  December 
2013,  the  European  Council  emphasized  the  importance  of  empowering  global  part¬ 
ners  to  take  more  responsibility  for  regional  security.  The  E2I  aims  to  strengthen 
crisis  prevention  through  the  provision  of  training,  advice,  and,  if  necessary,  equip¬ 
ment.12  The  concept  of  capacity  building — understood  as  the  provision  of  advice, 
training,  and  equipment  to  strengthen  partners’  own  capabilities — has  been  practiced 
by  the  UN  for  many  years  (e.g.,  in  security  sector  reforms).  Similarly,  the  EU  has 
supported  military  and  civilian  capacity  building  through  missions  such  as  those  in 
Somalia  and  the  Democratic  Republic  of  the  Congo.13  The  major  argument  of  the 
E2I  is  that  police  and  military  training  adds  little  value  if  the  requisite  equipment  is 
lacking.  The  first  test  cases  the  EU  chose  in  2014  to  apply  the  E2I  all  turned  out  to 
be  in  Africa,  starting  with  Mali  and  Somalia:  “In  Africa  in  particular,  programmes 
that  aim  to  build  partners’  crisis  management  and  stabilization  capacities  have  long 
been  an  integral  part  of  the  toolbox.”14 

Some  studies  have  dealt  with  the  lack  of  effectiveness  of  EU  peace  building.15 
Only  little  attention  has  been  paid  to  negative  spillover  effects.16  At  this  point,  the 
analysis  comes  into  play.  Given  the  recent  formal  adoption  of  the  E2I  into  official 
documents  on  the  EU  council  level,  only  a  few  cases  serve  as  an  empirical  basis  for 
analysis.  This  article  deals  with  EU  engagements  in  armed  conflicts  in  Mali  (2012- 
ongoing)  and  South  Sudan  (2013-ongoing)  (figs.  1  and  2). 
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Figure  1. Terrorist  events  in  Mali  and  South  Sudan,  2006-14.  (Based  on  “Global  Terrorism  Data¬ 
base,”  National  Consortium  for  the  Study  of  Terrorism  and  Responses  to  Terrorism,  accessed  18 
May  2016,  https://www.start.umd.edu/gtd/.) 


Figure  2.  Rankings  of  Mali  and  South  Sudan  as  fragile  states,  2006-15.  (Based  on  “Fragile 
States  Index,”  Fund  for  Peace,  accessed  18  May  2016,  http://fsi.fundforpeace.org/rankings-2015.) 

Analysis 

With  the  German  government  pushing  forward,  the  E2I  was  integrated  into 
the  final  declaration  of  the  EU  Summit  in  December  2013: 

The  European  Council  emphasises  the  importance  of  supporting  partner  countries  and 
regional  organisations,  through  providing  training,  advice,  equipment  and  resources 
where  appropriate,  so  that  they  can  increasingly  prevent  or  manage  crises  by  themselves. 
The  European  Council  invites  the  Member  States,  the  High  Representative  and  the 
Commission  to  ensure  the  greatest  possible  coherence  between  the  Union’s  and  Member 
States’  actions  to  this  effect.17 
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Regardless  of  this  formal  acknowledgement,  recent  EU  peace-building  activities 
show  that  any  E2I  is  bound  to  limitations.  The  following  presents  the  major  chal¬ 
lenges  on  the  basis  of  the  cases  of  South  Sudan  and  Mali. 

Scope 

Peace-building  initiatives  are  usually  criticized  for  constrained  funding.18  In  South 
Sudan,  the  EU  is  the  second-largest  donor  (after  the  United  States).  From  2010  to 
2013,  it  has  allocated  €285  million  in  development  funds,  mostly  targeting  the  agri¬ 
cultural  sector,  education,  judiciary,  and  health  infrastructure.19  As  of  2011,  assistance 
to  Sahel  countries  (i.e.,  Mali,  Niger,  and  Mauritania)  totaled  more  than  €600  million. 
Compared  to  programs  implemented  in  South  Sudan,  the  focus  in  the  Sahel  was  on 
governance  reforms  (i.e.,  decentralization,  economic  development  of  peripheral  areas, 
etc.)  or  ad  hoc  humanitarian  assistance  to  food  crises.20  Given  other  EU  peace-build¬ 
ing  initiatives  such  as  those  in  Kosovo  (1.8  million  people)  where  external  assistance 
has  been  transferred  since  1999,  the  question  is  to  what  extent  the  EU  and  its  mem¬ 
ber  states  will  remain  committed  to  South  Sudan  (11.6  million)  and  Mali  (14.5  mil¬ 
lion)  in  terms  of  financial  volume  as  well  as  long-term  engagement.  Figure  3  illus¬ 
trates  the  dimensions. 


Figure  3.  European  Commission,  technical  and  financial  cooperation,  2007-15.  (Based  on 
“Technical  and  Financial  Cooperation,”  European  Commission,  accessed  24  May  2016,  http://eeas 
.europa.eu/delegations/kosovo/eu_kosovo/tech_financial_cooperation/index_en.htm;  “Fact  Sheet: 
The  EU  and  South  Sudan,”  European  Union  External  Action,  10  July  2014,  http://eeas.europa.eu 
/statements/docs/201 4/1 405 14_04_en.pdf;  and  “ECHO  Factsheet:  Mali  Crisis,”  European  Commis¬ 
sion:  Humanitarian  Aid  and  Civil  Protection,  April  2016,  http://ec.europa.eu/echo/files/aid/countries 
/factsheets/mali_en .  pdf. ) 

Besides  the  ever- criticized  underfunding  of  peace  building  and  foreign  aid  ini¬ 
tiatives,  many  external  measures  have  been  questioned  with  respect  to  the  waste  of 
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resources.21  For  instance,  the  May  2013  EU  Border  Assistance  Mission  (EUBAM) 
in  Libya  was  criticized  for  its  rudimentary  scope.  In  light  of  the  local  security  vacuum 
in  major  parts  of  the  country  and  state  authorities  existing  largely  on  paper,  doubts 
were  cast  on  whether  the  border  services  training  could  ever  be  successful  without 
first  demobilizing  militias  and  implementing  security  sector  reforms.22 

This  waste  of  resources  sheds  light  on  a  related  scope  issue:  capacity-building 
initiatives  are  only  seldom  accompanied  by  robust  mandates.  In  most  cases,  external 
agents  fulfil  technical  functions  and  lack  executive  power.  For  instance,  the  European 
Union  Aviation  Security  Mission  in  South  Sudan  (EUAVSEC)  was  established  to 
support  the  strengthening  of  security  at  Juba  International  Airport:  “EUAVSEC  will 
train  and  mentor  security  services,  provide  advice  and  assistance  on  aviation  security, 
as  well  as  support  the  coordination  of  security  activities  related  to  aviation.”23  Ac¬ 
cording  to  Head  of  Mission  Lasse  Christensen,  airport  security  was  improved  (e.g., 
mobile  airport  perimeter  control,  screening  of  passengers  and  luggage,  etc.).  However, 
as  EUAVSEC  was  reduced  to  a  technical  and  advisory  role  only,  no  leverage  could  be 
made  use  of  against  the  local  warring  factions  that  drove  the  escalation  of  violence  in 
South  Sudan.24 

One  can  make  a  similar  observation  when  analyzing  the  European  Union  Train¬ 
ing  Mission  in  Mali  (EUTM).  According  to  the  mandate,  “The  restoration  of  secu¬ 
rity  and  lasting  peace  ...  is  a  major  issue  for  the  stability  of  the  Sahel  region,  and  in 
the  wider  sense,  for  Africa  and  Europe.”25  As  such,  the  task  is  to  train  and  advise  the 
military  of  Mali.  EUTM  personnel  shall  not  be  involved  in  combat  operations  and 
do  not  have  an  executive  mandate.26  The  mandates  of  EUAVSEC  and  EUTM  are 
limited  to  durations  of  no  longer  than  15  months.  Given  this  brief  time  and  scarce 
personnel  resources,  a  relapse  into  state  failure  and  escalation  of  violence  is  likely. 
Against  this  background,  Claudia  Major,  Christian  Moiling,  and  Judith  Vorrath  ar¬ 
gue  that  external  peace  builders  face  a  choice:  “Either  [they  accept]  that  the  outcome 
of  many  years  of  development  and  reform  efforts  is  being  called  into  question,  along 
with  confidence  in  the  Federal  Government;  or  attempts  are  made  to  avoid  this  sce¬ 
nario,  if  necessary  by  military  means.”27  For  instance,  what  if  Mali’s  security  forces  are 
not  fully  operational  by  now  and  security  sector  reforms  do  not  have  a  significant 
effect?  Would  EU  member  states  guarantee  stability  in  case  previous  peace-building 
initiatives  failed?  Again,  EU  involvement  in  Kosovo  or  the  International  Security 
Assistance  Force  (ISAF)  mission  in  Afghanistan  speaks  volumes  about  the  necessity 
of  long-term  and  resourceful  engagement — notwithstanding  the  controversy  over  the 
latter’s  peace-building  record  (table  l).28 
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Table  1.  Peace-building/state-building  missions 


Mission 

Technical  Staff 

Military  Staff 

Duration 

EUAVSEC 

64 

Jun  2012-Oct  2014 

EUTM 

550 

Oct  2012-Jan  2014 

EULEX* 

2,000 

Feb  2008-ongoing 

ISAF 

130,000 

Dec  2001 -Dec  2014 

Sources:  “European  Union  Aviation  Security  Mission  (EUAVSEC)  in  South  Sudan,”  European 
Union  External  Action,  February  2014,  http://www.eeas.europa.eu/archives/csdp/missions-and- 
operations/euavsec-south-sudan/pdf/factsheet_euavsec_south-sudan_en.pdf;  “EU  Training  Mis¬ 
sion  in  Mali  (EUTM  Mali),”  European  Union  External  Action,  December  2015,  http://www.eeas 
.europa.eu/archives/csdp/missions-and-operations/eutm-mali/pdf/factsheet_eutm_mali_en.pdf; 
“What  Is  EULEX?,”  European  Union  External  Action,  accessed  24  May  2016,  http://www.eulex- 
kosovo.eu/?page=2,16;  and  “ISAF’s  Mission  in  Afghanistan  (2001-2014)  (Archived),”  North  Atlantic 
Treaty  Organization,  1  September  2015,  http://www.nato.int/cps/de/natohq/topics_69366.htm. 

‘European  Union  Rule  of  Law  Mission  in  Kosovo 

The  cost-intensive  engagement  in  Afghanistan  brings  to  mind  two  things:  first, 
neighboring  third  states  and  regional  organizations  need  to  be  integrated  into  peace¬ 
building  initiatives  (see  below).  Second,  international  coalitions  increase  the  scope  of 
engagement  in  terms  of  duration  and  resources.  For  instance,  local  security  and  po¬ 
litical  stability  are  more  likely  to  be  achieved  in  the  case  of  EUTM  when  organiza¬ 
tions  such  as  the  African  Union  can  rely  on  long-term  and  substantial  assistance  by 
the  EU  and  UN.  Ownership  on  the  ground  depends  on  external  resources.29 

Design 

Closely  related  to  the  importance  of  a  broad  coalition  of  local  and  external  allies,  the 
partnership  concept  determines  the  credibility  of  the  E2I.  Who  is  supposed  to  be  a 
reliable  partner  state?  What  criteria  must  a  state  meet  to  be  considered  reliable 
“enough”  for  (military)  training  services  and/or  arms  supplies?  In  the  case  of  South 
Sudan,  except  for  Kenya,  neighboring  countries  such  as  Ethiopia,  Chad,  Central  Af¬ 
rican  Republic,  Democratic  Republic  of  the  Congo,  and  Uganda  suffer  from  author¬ 
itarian  rule  and  weak  statehood  (fig.  4).  The  Polity  IV  Project  illustrates  the  autocratic 
legacies  on  which  these  countries  have  been  built.  For  each  year  and  country,  a  “polity 
score”  is  determined  that  ranges  from  -10  to  10,  with  -10  to  -6  corresponding  to  au¬ 
tocracies,  -5  to  5  corresponding  to  anocracies,  and  6  to  10  to  democracies.30 
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Figure  4.  Authority  trends,  South  Sudan  neighborhood,  1970-2015.  (From  “The  Polity  Project,” 
Center  for  Systemic  Peace,  accessed  19  May  2016,  http://www.systemicpeace.org/polityproject 
.html.) 


Against  this  background,  external  peace  builders  face  a  dilemma.  On  the  one 
hand,  regional  partners  are  more  likely  to  increase  local  legitimacy  and  ownership  in 
the  long  run.  On  the  other  hand,  the  stakes  are  high  that  military  goods  and  equip¬ 
ment  are  not  under  the  control  of  responsible  institutions.  In  the  worst  case,  the 
transfer  of  knowledge  and  arms  might  even  be  used  against  the  local  opposition.  Is 
regional  stability  the  greater  good  then?  For  example,  recent,  controversial  debates 
were  held  about  military  cooperation  with  Egypt  under  President  Abdel  Fattah  al- 
Sisi  or  the  monarchs  in  Saudi  Arabia.31  As  figure  5  shows,  the  case  of  Mali  speaks 
differently  to  this  perspective.  Neighboring  countries  such  as  Algeria,  Senegal,  or 
Niger  have  been  praised  for  political  stability.32 
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Figure  5.  Authority  trends,  Mali  neighborhood,  1970-2015.  (From  “The  Polity  Project,”  Center  for 
Systemic  Peace,  accessed  19  May  2016,  http://www.systemicpeace.org/polityproject.html.) 
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On  the  operational  level,  EU  peace-building  initiatives  face  two  major  chal¬ 
lenges.  First,  given  the  EU’s  polycentric  (foreign)  policy-making  architecture,  the 
need  for  consensus  among  the  different  institutions  and  member  states  constrains 
quick  responses.33  Second  (closely  related),  the  external  agencies  confront  similar 
obstacles  on  the  ground.  Country  office  decisions  have  to  be  communicated  back  and 
forth  via  the  headquarters.  The  same  holds  true  for  the  different  national  ministries 
(e.g.,  state  department,  defense,  economy,  interior,  etc.).34  The  negative  effects  caused 
by  the  lack  of  coordination,  cooperation,  and  coherence  among  the  different  agents 
on  local,  national,  and  international  levels  (i.e.,  UN,  NATO,  World  Bank,  etc.)  have 
been  extensively  discussed  in  the  foreign  aid  literature.35  Mutual  understanding  found 
at  conferences  in  Paris  (2005),  Accra  (2008),  and  Busan  (2011)  on  the  matter  can 
similarly  be  applied  to  the  peace-building  realm.36 

Despite  the  agreement  among  external  stakeholders  on  the  need  for  compre¬ 
hensive  peace-building  approaches,  a  close  look  at  the  strategies  reveals  security- 
driven  agendas.  That  is,  in  March  2011  the  EU  Council  endorsed  the  Strategy  for 
Security  and  Development  in  the  Sahel.  Focusing  on  Mali,  Niger,  and  Mauritania, 
the  strategy’s  assistance  to  governance  reform  (i.e.,  decentralization,  budget  support, 
etc.)  was  meant  to  help  “the  states  and  legitimate  non-state  actors.”37  However,  secu¬ 
rity  concerns  come  first.  These  include  arms  proliferation,  organized  crime,  terrorism, 
and  the  protection  of  EU  interests  and  citizens.  As  of  July  2014,  adoption  of  the  EU 
Capacity  Building  Mission  in  Niger  (EUCAP)  did  not  come  as  surprise.  According 
to  50  international  experts,  the  EUCAP  mandate  is  to  give  advice  and  training  to 
support  Nigerien  authorities’  efforts  to  strengthen  their  security  capabilities.  Al¬ 
though  the  mission  has  relatively  few  personnel,  its  goals  resemble  those  of  EUTM.38 
While  EUCAP  Sahel  Niger  supports  the  fight  against  organized  crime  and  terrorism 
in  Niger,  EUTM  contributes  to  restructuring  of  the  Malian  armed  forces  through 
training  and  advice.  The  critique  against  the  dominance  of  security  concerns  feeds 
into  the  ever-discussed  controversy  over  the  international  approach  to  peace  building. 
A  major  review  addresses  external  agents’  policies  for  concentrating  too  much  on 
“top-down  approaches  of  institution-strengthening  at  (central-)  state  level,  mainly 
involving  government  elites.”39  For  instance,  in  the  case  of  the  mentioned  Sahel 
strategy  document,  policy  makers  explicitly  stressed  the  need  to  take  the  local  context 
into  consideration: 

In  Mali,  the  setting  up  of  the  security  and  development  poles  in  Northern  Mali  should 
muster  strong  political  engagement  of  the  central  authorities  while  benefiting  from  a 
higher  level  of  dialogue  with  the  local  civil  society,  in  order  to  consolidate  trust  to  avoid 
the  deployment  of  security  agencies  in  the  North  being  interpreted  by  local  and  tradi¬ 
tional  leaders  as  undoing  the  engagements  under  the  national  pact.40 

To  some  extent,  EU  peace-building  initiatives  in  South  Sudan  followed  bottom- 
up  approaches.  Brussels  funded  EU-based  nongovernmental  organizations  to  coop- 
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erate  with  local  communities  in  cross-border  dialogue  activities  in  Sudan  and  South 
Sudan.41  However,  the  scope  of  initiatives  in  South  Sudan  or  Mali  in  terms  of  finan¬ 
cial  and  personnel  resources  was  and  still  is  limited.  Without  a  sufficient  presence  of 
EU  representatives  and  staff  in  places  such  as  Juba  or  Bamako,  it  is  most  likely  that 
any  intervention  into  the  political  process  is  primarily  directed  at  elites:  “In  the  end, 
the  extension  of  state  authority  is  a  major  goal  of  EU  support  for  these  countries, 
putting  into  question  whether  the  EU  has  done  enough  to  foster  dialogue  with  ‘le¬ 
gitimate  non-state  actors’  as  is  . . .  foreseen  in  the  Strategy.”42 

Unintended  Effects 

In  autumn  2013,  Germany,  Denmark,  and  Portugal  circulated  an  off-the-record  pa¬ 
per  that  addressed  the  need  for  the  E2I  in  light  of  growing  maritime  insecurity  in  the 
Gulf  of  Guinea.43  As  the  problem  was  characterized  earlier,  training  and  arming  se¬ 
curity  services  do  not  guarantee  the  “right”  use  of  the  equipment  and  learned  capaci¬ 
ties.  The  same  holds  true  for  enabling  regional  partners  such  as  Cote  d’Ivoire,  Nigeria, 
or  Congo.  In  other  words,  neither  the  official  E2I  approach  nor  that  paper  addresses 
the  need  for  control  of  military  goods  and  trained  capacities.44  What  if  Western  arms 
supplies  eventually  end  up  in  the  wrong  hands?  In  particular,  the  case  of  Mali  high¬ 
lights  the  dilemma.  To  many  external  observers,  the  three-year-long  armed  conflict 
(2012-15)  escalated  in  January  2012  because  of  the  military  professionalization  of 
the  National  Movement  for  the  Liberation  of  Azawad.  Tuareg-based,  the  movement 
fought  a  campaign  against  the  Malian  government  for  greater  autonomy  for  northern 
Mali.  Apparently,  factions  of  the  movement  had  fought  in  the  Libyan  civil  war  of 
2011  and  at  some  point  seized  military  equipment  that  has  been  recently  used  in  the 
struggle  against  the  Malian  government.45  That  military  equipment  did  not  entirely 
originate  from  former  president  Muammar  Gadhafi’s  arsenal.  An  unknown  but  sig¬ 
nificant  quantity  of  military  goods  came  from  those  arms  supplies  that  were  provided 
by  Washington,  London,  and  Paris  via  Qatar  to  the  Libyan  rebel  forces.46 

The  bitter  irony  is  twofold.  First,  the  external  military  supplies  enhanced  the 
military  capabilities  of  the  anti-Gadhafi  forces.  However,  after  his  fall,  the  different 
militias  made  use  of  these  very  weapons  in  the  recent  civil  war.47  Second,  against  the 
background  of  state  erosion  in  Libya,  the  illegal  arms  transfer  via  Algeria,  Niger,  and 
Chad  allowed  for  militarization  of  insurgent  groups  in  Mali  and  elsewhere: 

There  is  a  risk  that  if  a  government  changes  or  is  overthrown,  well-trained  forces  and 
equipment  can  fall  into  the  hands  of  actors  who  are  opposed  to  the  goals  being  pursued 
by  .  .  .  the  EU  in  the  context  of  security  sector  reform.  In  Mali  in  2013,  for  example, 
soldiers  trained  by  the  US  deserted  to  Islamist  groups  and  then  fought  French  troops 
deployed  with  Operation  Serval.  A  very  large  number  of  weapons  circulating  on  the 
black  market  in  West  Africa  come  from  official  stocks,  having  been  sold  illegally  by  the 
security  forces.48 
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In  light  of  the  principal-agent  dilemma,  it  is  surprising  that  enabling  local  prox¬ 
ies  remains  a  major  strategy  applied  by  governments  in  the  West  as  well  as  the  East. 
Before  the  following  discussion  of  the  implications  for  future  research  and  policy 
making,  table  2  summarizes  the  major  critique  against  current  EU  peace-building 
missions. 


Table  2.  European  Union  peace-building  critique 


Scope 

Design 

Unintended  Effects 

Lack  of  resources  and  long-  term 
engagement 

Polycentric  structure  and  operational 
incoherence  on  the  local  and  interna¬ 
tional  levels 

Proxy  myth:  local  and 
regional  destabilization 

Lack  of  executive  power;  no  robust 
mandate 

Top-down 

Waste  of  resources 

Security  first 

Vague  partner  concept 

Conclusion 

The  analysis  of  EU  peace  building  in  South  Sudan  and  the  Sahel  has  revealed  a 
number  of  shortcomings.  The  scope  of  many  initiatives  is  insufficient.  Most  of  the 
missions  are  mandated  for  a  short  duration  between  12  and  15  months.  They  are 
prolonged  if  deemed  necessary  and  backed  by  the  political  willingness  of  major  (ex¬ 
ternal)  stakeholders.  The  lack  of  long-term  engagement  comes  with  insufficient  fund¬ 
ing  in  terms  of  personnel  and  equipment.  In  accordance  with  the  E2I  approach,  most 
missions  lack  executive  power  and  are  designed  without  a  robust  mandate.  Local  state 
authorities  are  to  be  supported  via  training  and  policy  advice  only;  direct  confronta¬ 
tions  with  warring  parties  are  avoided  entirely.  On  the  one  hand,  the  limited  scope 
allows  for  local  ownership.  On  the  other  hand,  a  relapse  into  violent  conflict  becomes 
more  likely.  Besides  the  absence  of  engagement  in  terms  of  funding  and  political 
willingness,  the  waste  of  resources  by  peace  builders  has  been  neglected  in  the  litera¬ 
ture.  The  case  of  EUBAM  in  Libya  well  illustrates  the  deficits.  Apparently,  EUBAM 
was  never  really  capable  of  meeting  the  mandate  in  light  of  the  security  vacuum  in 
major  parts  of  the  country.  Doubts  proved  true  that  the  border  services  training  could 
not  be  successful  without  first  demobilizing  militias  and  implementing  security  sec¬ 
tor  reform. 

Peace-building  design  deficits  are  closely  related  to  the  question  of  limited  scope. 
Given  its  polycentric  structure,  the  EU  and  its  member  states  constantly  face  veto- 
player  situations  when  it  comes  to  decisions  concerning  the  Common  Security  and 
Defense  Policy.  Quick  responses  to  crisis  situations  abroad  are  thus  unlikely.  Making 
matters  worse,  on  the  operational  level  a  variety  of  agents  are  involved  in  the  peace- 
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building  process.  This  multitude  can  constrain  the  effectiveness  of  missions.  For  ex¬ 
ample,  peace-building  headquarters  in  Brussels  or  capital  cities  need  to  coordinate 
with  country  offices,  allied  Western  partners,  international  stakeholders  (UN,  NATO, 
African  Union,  etc.),  as  well  as  local  state  authorities.  Frictions  can  also  arise  on  a 
national  level  when  different  ministries  (e.g.,  state  department  and  ministry  of  econ¬ 
omy)  pursue  varying  interests  in  the  intervened  country.  Regardless  of  operational 
aspects,  peace-building  missions  still  suffer  from  top-down  approaches.  Despite  a 
controversial  debate  on  (post)liberal  peace  building  and  the  so-called  local  turn,  peace 
building  on  the  ground  is  still  driven  by  interveners  in  the  first  place.  Similarly,  inter¬ 
ventions  are  directed  primarily  at  elites  despite  official  strategy  papers  mentioning 
the  need  for  the  inclusion  of  local  and  traditional  leaders  in  a  comprehensive  peace¬ 
building  framework.  The  same  holds  true  for  the  priority  of  security  concerns  over 
other  sectors  such  as  agriculture,  education,  health,  or  the  judiciary.  Yet  another  major 
critique  is  directed  at  the  vague  partnership  concept  of  EU  peace-building  initiatives 
in  general  and  the  E2I  approach  in  particular.  No  strategy  in  sight  defines  how  to 
identify  legitimate  actors  for  cooperation  on  local  ground — be  they  state  authorities 
and/or  neighboring  governments. 

The  difficult  assessment  of  (regional)  partners’  contribution  sheds  light  on  the 
risks  of  unintended  effects  of  “enable  and  enhance”  approaches.  Basically,  neither  the 
E2I  proposal  nor  any  other  strategy  document  has  elaborated  on  the  need  for  control 
over  enabled  actors  on  the  ground.  Given  the  principal-agent-dilemma  consider¬ 
ations,  “sending”  countries  such  as  Germany  and  France  in  Mali  are  not  capable  of 
guaranteeing  how  the  training  and  (military)  equipment  eventually  will  be  used. 

In  terms  of  the  critique,  it  seems  that  EU  peace  building  has  failed  and  that 
reforms  on  the  conceptual  and  operational  levels  are  more  necessary  than  ever.  If  so, 
what  kind  of  measures  can  scholars  of  peace  and  conflict  recommend?  The  categories 
of  scope,  design,  and  unintended  effects  provide  a  feasible  basis  in  this  regard.  For 
instance,  the  critique  against  waste  of  resources  is  legitimate.  The  analysis  of  EUBAM 
in  Libya  shows  that  border  training  services  would  have  been  more  successful  if  secu¬ 
rity  sector  reforms  had  been  realized  first.  However,  the  argument  is  ambivalent  since 
critics  might  stress  that  the  post-Gadhafi  security  vacuum  is  probably  going  to  take 
longer  than  expected.  In  that  case,  a  limited  peace-building  mission  might  be  better 
than  no  presence  at  all.  Advocates  of  robust  mandates  also  have  to  consider  the  dif¬ 
ferent  implications  for  sending  nations.  Besides  the  ever-valid  budget  argument, 
popular  support  of  EUTM  in  Mali  would  probably  be  less  if  German  and/ or  French 
soldiers  were  mandated  to  take  part  in  armed  combat.  The  likelihood  of  soldiers  killed 
in  action  and/or  civilian  casualties  would  jeopardize  single  missions  as  well  as  general 
peace-building  approaches  in  the  West.  The  US  experience  in  Iraq  and  Afghanistan 
speaks  volumes  to  war-weary  electorates. 
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Similar  ambivalence  is  found  in  the  critique  against  the  design  of  peace-building 
missions.  For  instance,  if  senders’  resources  are  limited  in  any  way,  then  cooperating 
with  prevalent  elites  seems  a  pragmatic  choice.  The  same  holds  true  for  the  priority  of 
security  reforms  over  other  sectors.  The  case  of  post- Arab  Spring  Egypt  under  al-Sisi 
demonstrates  the  survival  of  the  old  system  and  donors’  willingness  to  continue  the 
relationship  despite  the  increasingly  authoritarian  character  of  the  regime  in  place. 
The  case  of  Egypt  well  shows  the  dilemma.  After  President  Mohamed  Morsi’s  oust¬ 
ing  in  June  2013,  calls  by  Western  policy  makers  and  scholars  for  sanctions  and  con¬ 
ditionality  (e.g.,  cutting  military  cooperation)  fell  on  deaf  ears  in  Cairo  as  Saudi 
Arabia  promised  to  compensate  for  any  losses.  With  the  rise  of  ISIS  in  Libya  and 
terrorist  attacks  reaching  Tunisia,  by  2015  al-Sisi  had  been  invited  to  talks  at  Euro¬ 
pean  capital  cities  such  as  Berlin  and  elsewhere.  Al-Sisi’s  increased  international  le¬ 
gitimacy  reflects  why  the  E2I  partnership  concept  is  vaguely  defined:  the  less  rigid 
the  profile,  the  more  flexible  the  selection  of  partners  by  Western  governments  that 
have  to  make  political  decisions  on  an  ad  hoc  basis.  In  a  similar  vein,  the  policy  mak¬ 
ers’  perspective  needs  to  be  taken  into  account  when  questioning  the  “proxy  myth” 
mentioned  above.  Despite  ambivalent  experiences  with  the  mujahedin  in  Afghani¬ 
stan  in  the  1980s  and  unbound  militias  in  contemporary  Libya,  governments  in  the 
West  and  East  keep  making  use  of  proxies,  be  they  in  northern  Iraq  (Kurdish  Pesh- 
merga),  Mexico  (self-defense  militias),  or  Ukraine  (Russian  separatists).  Again,  the 
alternatives  for  EU  peace-building  architects  are  scarce.  Our  own  soldiers  will  not  be 
sent  for  the  above-mentioned  reasons,  and  a  substantial  EU  drone  program  has  not 
yet  evolved. 

Despite  the  legitimate  criticism  of  EU  peace  building  in  general  and  E2I  in 
particular,  scholars  likewise  seem  to  have  failed  in  recommending  feasible  policy  op¬ 
tions  for  improvement.  Development  studies  seem  to  be  ahead.  The  operational  as¬ 
pects  of  intervention,  for  example,  have  been  extensively  discussed  under  the  rubric  of 
harmonization,  coordination,  and  alignment.  In  light  of  the  ad  hoc  nature  of  crisis 
situations  and  Western  peace  builders’ reactive  (instead  of  curative)  approach,  propos¬ 
als  for  operational  reform  offer  a  starting  point  for  academic  input  in  this  regard. 
Identifying  those  specific  bolts  in  the  peace-building  machine  would  make  scholars’ 
voices  better  heard  than  universal  critiques  and  calls  for  fundamental  change. 
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Tremendous  progress  has  taken  place  in  international  environmental  law 
and  politics  over  the  last  few  decades.  Important  achievements  have  also 
been  made  in  many  areas  in  terms  of  the  increasing  problem-solving  ef¬ 
fectiveness  of  international  environmental  institutions.  However,  some 
mismatch  exists  between  the  significant  efforts  invested  and  the  results  produced  on 
the  ground. 

The  main  components  of  the  international  environmental  governance  system 
are  multilateral  environmental  agreements  (ME A),  but  a  number  of  softer  political 
instruments  have  also  been  established.  This  article  focuses  on  the  role  of  interna¬ 
tional  courts  and  tribunals  (ICT)  in  this  governance  system.  More  specifically,  have 
they  so  far  increased  the  effectiveness  of  international  environmental  governance? 
Currently  there  is  no  issue-specific  International  Environmental  Court  (IEC).  What 
are  the  chances  that  one  will  be  established?  Which  actors  want  it?  Who  does  not? 
What  are  the  respective  groups’  arguments?  If  one  is  established,  would  it  enhance 
the  effectiveness  of  this  governance  system?  The  article  discusses  these  questions  in 
relation  to  approaches  used  and  insights  gained  from  studies  of  the  international 
environmental  regime  establishment  and  their  effectiveness. 

With  this  caveat,  the  outline  of  the  article  is  as  follows.  First  it  briefly  presents 
the  main  schools  of  thought  regarding  international  regime  establishment  before 
discussing  the  concept  of  effectiveness.  It  then  briefly  overviews  the  development  of 
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international  environmental  politics.  That  is,  what  are  the  existing  dispute-settlement 
mechanisms?  How  are  they  used?  What  is  the  status  in  terms  of  compliance?  How 
effective  are  MEAs?  The  answers  to  these  questions  indicate  whether  or  not  there  is 
a  need  for  an  IEC.  The  article  then  turns  to  the  role  that  some  of  the  ICTs  have 
played  in  international  environmental  governance,  examining  it  through  the  lenses  of 
international  relations  /  political  science.  The  article  principally  emphasizes  the  Inter¬ 
national  Court  of  Justice  (ICJ)  and  the  dispute-settlement  mechanisms  under  the 
Law  of  the  Sea  Convention,  which  is  said  to  be  particularly  important  for  environ¬ 
mental  issues.1  The  study  does  not  address  the  use  of  dispute-settlement  procedures 
in  the  World  Trade  Organization  (WTO)  with  consequences  for  the  environment 
since  this  area  has  been  extensively  discussed  by  political  scientists. 

Before  concluding,  the  article  turns  to  the  prospect  of  a  new  IEC,  arguments  for 
or  against  such  an  institution,  the  political  feasibility  of  establishing  it,  and  its  possible 
role  in  affecting  international  environmental  governance.  The  author  relies  primarily 
on  secondary  sources  but  uses  primary  sources  from  some  of  the  relevant  cases  as  well. 

From  Regime  Creation  to  Regime  Effectiveness 

In  the  1970s  and  1980s,  international  relations  scholars  began  studying  the  cre¬ 
ation  of  international  regimes.  Why  did  they  form  in  some  issue  areas  but  not  in 
others?  What  did  it  take  for  regimes  to  be  established?  Different  schools  had  differ¬ 
ent  answers.  The  following  discussion  offers  a  crude  and  simplified  overview. 

The  realist  school  of  thought  emphasized  the  significance  of  a  so-called  hege¬ 
mon  or  a  very  dominant  player.  For  a  regime  to  form,  it  had  to  be  in  the  interest  of  a 
hegemon  willing  to  bear  the  brunt  of  the  costs  of  establishing  the  relevant  institution. 
This  approach  closely  mirrors  political  realities  in  the  early  postwar  period  when  the 
United  States  generally  displayed  the  role  of  hegemon  in  key  issue  areas.  Creation  of 
the  North  Atlantic  Treaty  Organization  as  well  as  the  General  Agreement  on  Tariffs 
and  Trade  fits  well  into  this  perspective.  It  follows  that  the  relevant  institutions  had 
little  or  no  independent  influence.  They  simply  mirrored  the  interest  of  the  most 
powerful  actors.2  The  gist  of  the  realist  argument  is  still  valid  in  the  sense  that  power 
plays  a  dominant  role  in  international  politics — a  fact  demonstrated  daily  in  various 
issue  areas.  However,  the  hegemon  approach  is  less  relevant  in  the  more  recent  mul¬ 
tipolar  world,  and  it  has  been  documented  that  the  hegemonic  approach  has  limited 
relevance  in  explaining  the  establishment  of  most  environmental  regimes.3 

Members  of  the  liberal  school  of  thought  also  stress  the  significance  of  states, 
their  power,  and  self-interests,  but  they  also  underline  the  role  of  nonstate  actors  in 
regime  creation.  They  maintain  that,  through  various  mechanisms,  states  may  see  that 
the  establishment  of  regimes  and  institutions  is  in  their  best  interest.4  This  school  also 
emphasizes  the  significance  of  various  forms  of  leadership  in  the  process  of  regime 
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creation,  arguing  that  these  institutions  are  more  than  the  sum  of  the  interests  of  the 
major  parties  and  may  therefore  have  an  independent  effect. 

Finally,  the  “softest”  approach  is  the  social  constructivist  one,  which  promotes 
the  role  of  ideas  and  knowledge  in  the  creation  of  international  regimes.  In  contrast 
to  the  two  other  schools  of  thought,  advocates  of  this  approach  do  not  consider  na¬ 
tional  interest  fixed  since  it  may  be  shaped  by  the  institution  in  question.  Social  con¬ 
structivism  is  also  far  less  state-centric  than  the  two  other  approaches,  underlining 
the  significance  of  so-called  epistemic  communities  in  regime  creation.5 

Effectiveness  studies  commenced  in  the  1990s,  and  the  main  empirical  focus 
has  been  on  international  environmental  regimes.6  The  emphasis  on  the  effectiveness 
of  these  institutions  mirrors  real-world  development.  When  some  of  these  organiza¬ 
tions  reached  “adulthood”  in  the  1990s,  it  made  sense  to  study  whether  they  made  a 
positive  difference  in  relation  to  the  problem  they  were  set  up  to  solve.  Unless  we 
know  something  about  their  effect,  it  does  not  make  much  sense  to  establish  them. 

Initially  some  analysts  used  goal  attainment  as  an  indicator  of  effectiveness.  Do¬ 
ing  so  makes  sense,  given  a  consensus  regarding  the  goal  among  the  members  of  the 
institution  and  the  clarity  and  specificity  of  the  goal.  However,  because  these  two 
conditions  are  often  not  met,  goal  attainment  is  no  longer  used  by  most  analysts. 
Consider  the  following  examples,  which  illustrate  the  problems  of  applying  a  goal  as 
an  indicator  of  effectiveness.  The  goal  of  the  World  Health  Organization  is  quite 
simple — health  for  all — but  no  easy  task  to  measure,  to  put  it  mildly.  Regarding  con¬ 
sensus — or  the  lack  of  such — about  the  goal,  suffice  it  to  mention  the  International 
Whaling  Commission,  whose  goals  both  pro-whaling  and  anti-whaling  forces  inter¬ 
pret  in  fundamentally  different  ways. 

Over  time,  a  consensus  has  emerged  that  (the  dependent  variable)  effectiveness 
can  be  coined  in  terms  of  output,  outcome,  and  impact.7  Outputs  deal  with  rules, 
regulations,  and  programs  adopted  by  the  institution  in  question — for  example,  the 
Kyoto  Protocol  within  the  climate  regime.  The  more  stringent  and  sophisticated  the 
rules  and  regulations,  normally  the  more  effective  the  institution.  Still,  because  rules 
do  not  always  inspire  compliance,  output,  essentially,  is  only  potential  effectiveness. 
We  also  need  to  know  what  happens  on  the  ground.  The  outcome  indicator,  therefore, 
focuses  on  the  institution’s  effect  on  the  behavior  of  key  target  groups.  Careful  process 
tracing  is  needed  to  establish  causality  between  the  regime  in  question  and  behavior 
on  the  ground.  For  example,  the  massive  reductions  of  greenhouse  gas  emissions  in 
the  “economies  in  transition”  countries  in  the  1990s  were  not  caused  by  the  United 
Nations  (UN)  climate  regime  but  by  economic  recession.  Finally,  impact  deals  with 
the  direct  effect  of  the  institution  on  the  problem  at  hand.  To  what  extent  has  the 
problem  been  solved  as  a  result  of  the  regime?  This  indicator  is  the  most  important 
because  it  shows  us  the  problem-solving  ability  of  the  institution  in  question.  How- 
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ever,  due  to  the  high  number  of  intervening  variables  and  long,  complex  chains  of 
causality,  this  indicator  is  difficult  to  use  in  practice. 

Turning  then  to  the  question  of  how  these  concepts  can  be  applied  in  relation 
to  the  study  of  ICTs,  this  does  not  represent  much  of  a  problem  regarding  the  estab¬ 
lishment  of  international  courts.  It  is  more  problematic  in  studying  their  effective¬ 
ness.  Regarding  delineation  of  the  dependent  variable  in  terms  of  output,  outcome, 
and  impact,  output  would  be  the  decision  made  by  the  relevant  ICTs,  outcome  would 
be  the  effect  the  decision  had  on  the  behavior  of  the  parties  in  question,  and  impact 
would  be  the  wider  consequences  for  the  problem  at  hand.  To  translate  directly,  is  the 
decision  potentially  “environmentally  friendly”?  Do  the  parties  change  behavior  in  a 
more  positive  environmental  direction  as  a  result  of  the  court’s  decision?  Will  the 
relevant  environmental  problem  be  affected  in  a  beneficial  manner?  The  longer  the 
causal  chain,  the  more  difficult  it  is  to  measure  precisely.  Here  we  do  not  go  beyond 
the  output  indicator. 

However,  the  historical  and  arguably  still  the  most  important  task  of  interna¬ 
tional  judicial  procedures  is  to  secure  the  peaceful  settlement  of  disputes  between 
states.8  Thus,  it  is  not  the  goal  of  ICTs  to  improve  the  environment  but  to  resolve 
disputes  through  interpreting  existing  relevant  laws,  making  dispute  resolution  the 
most  relevant  indicator  of  effectiveness.  Although  the  use  of  goals  as  an  indicator  of 
environmental  regime  effectiveness  is  often  not  very  meaningful,  it  is  highly  relevant 
for  ICTs.  However,  we  will  also  discuss  the  extent  to  which  their  decisions  point  in  a 
productive  direction  for  the  environment. 


International  Environmental  Governance: 

Structure  and  Effectiveness 

This  portion  of  the  article,  quite  elementary  for  experts  on  international  envi¬ 
ronmental  governance,  is  written  primarily  for  readers  who  are  not.  As  noted,  the 
backbone  of  the  international  environmental  governance  structure  is  the  MEAs.They 
began  to  be  established  in  the  1960s,  and  their  growth  has  been  astonishing. The  most 
substantial  growth  occurred  in  the  1990s  but  has  now  subsided  somewhat,  and  there 
are  now  hundreds  of  MEAs,  mostly  regional  and  bilateral.  A  convention  or  a  treaty  is 
a  starting  point,  a  framework  in  which  more  detailed  rules  are  often  included  through 
one  or  more  protocols.  To  become  legally  binding,  a  treaty  needs  to  be  ratified  by  a 
stipulated  minimum  number  of  countries.  MEAs  usually  have  a  permanent  secre¬ 
tariat  to  organize  and  facilitate  the  process  of  negotiations.  State  parties  generally 
convene  at  annual  or  biannual  conferences  of  the  parties,  the  supreme  decision¬ 
making  body.  Global  environmental  conventions  usually  have  subsidiary  specialized 
bodies  dealing  with  such  issues  as  scientific  advice,  implementation,  and  compliance. 
Many  MEAs  also  have  close  ties  with  the  United  Nations  Environment  Program, 
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assisting  and  advising  the  parties  in  various  ways.  Important  in  terms  of  implementa¬ 
tion  of  commitments,  primarily  for  the  developing  countries  within  key  global  ME  As, 
is  the  Global  Environmental  Facility.  Some  MEAs  also  have  a  separate  fund  to  fa¬ 
cilitate  implementation  in  developing  countries.  A  number  of  soft-law  instruments 
and  partnerships  are  also  established  at  various  governance  levels. 

In  short,  multilateral  environmental  politics  are  built  on  a  rather  sophisticated 
and  elaborate  institutional  framework  that  has  evolved  over  time.  The  overall  goal  of 
this  “environmental  regime  complex”  is — separately  and  jointly — to  improve  the  en¬ 
vironment  on  Earth,  from  the  local  to  the  global  level.  Some  people  find  this  regime 
complex  too  fragmented  and  argue  that  it  reduces  its  effectiveness,  claiming  we  there¬ 
fore  need  a  World  Environment  Organization  (WEO).9  Since  many  proponents  of 
an  IEC  argue  that  such  an  institution  should  be  linked  to  a  WEO,  we  will  return  to 
this  point  below.  Nevertheless,  considering  this  advanced  institutional  setup,  we  find 
that  it  is  not  self-evident  that  one  or  more  specialized  courts  are  needed.  However,  a 
key  argument  for  establishing  an  IEC  is  that  the  existing  system  is  ineffective.10  Le¬ 
gal  scholars  base  this  assessment  on  a  very  narrow  definition  of  effectiveness — 
dispute-settlements  procedures.  In  line  with  our  perspective,  we  will  cast  the  net 
wider. 

The  picture  is  mixed  regarding  the  problem-solving  effectiveness  of  interna¬ 
tional  environmental  regimes.  In  the  1970s,  treaty  crafters  confined  themselves  to 
agree  that  a  problem  existed  and  established  an  MEA  to  deal  with  it,  with  no  further 
specifications.  In  the  1980s,  targets  and  timetables  to  measure  progress  or  the  lack  of 
such  were  added,  and  in  the  1990s  differential  obligations  and  concerns  about  cost- 
effectiveness  were  added;  subsequently,  market  mechanisms  have  also  been  applied.11 
Considering  the  growth  of  population  and  economic  output  over  the  last  three  de¬ 
cades  and  using  a  counterfactual  argument,  one  has  no  doubt  that  the  overall  state  of 
the  environment  would  have  been  much  worse  in  the  absence  of  these  MEAs. 

Still,  none  of  the  major  global  environmental  challenges  have  been  fully  solved 
by  these  regimes,  and  true  success  stories  are  rare.  According  to  the  2012  edition  of 
the  United  Nations  Environment  Programme’s  Global  Environmental  Outlook 
(GEO  5),  Environment  for  the  Future  We  Want ,  among  the  90  environmental  and 
sustainability  goals  of  the  UN,  only  a  handful  can  be  described  as  success  stories,  but 
considerable  achievements  have  been  made  in  quite  a  few  of  them.12  Research  con¬ 
firms  that  there  are  notable  variations  in  the  achievements  of  the  relevant  MEAs. 

Overall,  the  system  for  the  compliance  of  MEAs  is  weak,  the  rules  are  often 
vague,  and  sanctions  are  hardly  ever  used.  The  major  exceptions  to  this  rule  are  the 
ozone  regime,  the  Kyoto  Protocol,  and  the  Aarhus  Convention.13  In  general,  though, 
the  level  of  compliance  says  little  about  the  problem-solving  effectiveness  of  the 
MEAs  because  the  rules  are  usually  too  weak  to  address  the  matter.  When  it  comes 
to  dispute  settlement  in  MEAs,  one  finds  hardly  any  research  on  this  issue  among 
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international  relations  scholars.  The  most  obvious  explanation  is  that  they  have  little 
significance  since  in  practice,  dispute  settlement  under  ME  As  is  not  utilized.14 


The  Role  of  Courts 

in  International  Environmental  Governance 

Over  the  last  few  decades,  ICTs  in  international  politics  have  experienced  strong 
growth,  and  specialized  courts  have  been  established  in  a  number  of  issue  areas.  As 
noted,  no  specialized  environmental  court  has  been  founded,  but  other  courts  and 
tribunals  have  tried  cases  in  which  the  environment  plays  a  role.  Below  we  concen¬ 
trate  mostly  on  main  patterns  and  trends  without  going  into  specific  cases  because 
doing  so  lies  beyond  our  area  of  expertise.  Compared  to  MEAs,  these  courts  and 
tribunals  play  a  marginal  role — illustrated  by  the  fact  that  two  of  the  court  processes 
still  considered  most  important  in  this  issue  area  are  the  Trail  Smelter  Dispute  and  the 
Fur  Seal  Arbitration.  These  date  back  to  1941  and  1892,  respectively — long  before  the 
field  came  to  be  dominated  by  the  MEAs.  To  our  knowledge,  no  similar  “milestone” 
court  cases  have  taken  place  after  the  MEAs  began  to  arise.  We  pay  greatest  attention 
to  the  ICJ  as  the  most  important  general-purpose  court  and  the  law-of-the-sea  tri¬ 
bunals  since  it  is  considered  the  most  important  court  for  environmental  issues.15 
First  we  present  a  brief  overview  of  some  of  the  other  relevant  ICTs. 

There  is  one  exception  to  the  generally  marginal  role  played  by  ICTs  in  interna¬ 
tional  environmental  politics — the  Court  of  Justice  of  the  European  Community. 
Some  analysts  use  this  institution  as  an  illustration  of  the  increasing  importance  of 
ICTs.16  However,  this  article  maintains  that  such  a  stance  is  a  reflection  of  the  stron¬ 
ger  role  of  the  “rule  of  law”  in  Europe  /  the  European  Union  and  not  representative 
of  the  state  of  the  art  of  international  politics  more  generally.  The  world  may  not  be 
quite  as  anarchic  as  the  realists  claim,  but  it  is  certainly  very  different  for  the  politi¬ 
cally  and  institutionally  tightly  knit  European  Community. 

What  about  environmental  issues  within  human  rights  courts  and  the  Interna¬ 
tional  Criminal  Court  (ICC)?  As  to  the  relevance  of  human  rights  courts,  most  in¬ 
ternational  regimes  and  instruments  avoid  the  “right-base”  language — probably  very 
consciously  to  avoid  being  challenged  by  such  courts.  The  latter  have  not  had  much 
relevance  either  for  environmental  issues  or  the  development  of  international  law.  The 
same  goes  for  the  ICC.  Individuals  and  corporations  causing  environmental  damage 
have  long  been  subject  to  criminal  sanctions  under  domestic  legal  systems,  but  no 
similar  development  has  taken  place  internationally.  The  Permanent  Court  of  Arbi¬ 
tration  (PCA),  created  for  the  maintenance  of  general  peace,  has  existed  for  more 
than  100  years.  It  has  not  had  much  significance  for  environmental  issue  areas  in  that 
only  five  such  cases  have  been  brought  before  it,  mostly  between  smaller  Western 
European  countries.  In  view  of  the  light  environmental  caseload,  in  2001  new  opera- 
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tional  rules  for  the  environment  were  established.  Interestingly,  these  have  not  been 
used  by  either  the  PCA  or  any  other  arbitral  tribunal.17 


The  International  Court  of  Justice 

In  general  the  environment  has  been  fairly  high  on  the  international  political 
agenda  over  the  last  two  decades.  Has  this  growing  awareness  also  resulted  in  greater 
interest  in  interstate  environmental  litigation?  Are  states  willing  to  give  authority  to 
an  international  court  like  the  ICJ  to  solve  their  disputes?  We  have  found  no  clear 
definition  of  an  “environmental  case”  in  the  literature.  We  have  defined  it  as  a  case 
brought  before  the  ICJ  marked  by  the  fact  that  one  of  the  objectives  of  the  proceed¬ 
ings  is  environmental  protection  and  that  the  claim  of  one  of  the  applicants  is  (at  least 
in  part)  based  on  international  environmental  law. 

The  caseload  of  the  ICJ  dealing  with  environmental  issues  has  increased  slightly, 
but  the  number  of  cases  is  very  small.  Interestingly,  the  first  case  with  some  environ¬ 
mental  connotations  occurred  in  1973,  just  as  the  environment  had  entered  the  inter¬ 
national  political  agenda  through  the  1972  Stockholm  Conference.  In  the  1990s, 
there  were  four  cases  and  the  same  number  after  2000. 18  Most  of  them  are  rather 
low-profile  issue  areas,  primarily  between  Latin  American  countries,  so  the  ICJ  has 
not  played  a  key  role  in  high-level,  politicized  environmental  issue  areas.  The  only 
partial  exception  is  the  recent  whaling  case  between  Australia  and  New  Zealand 
versus  Japan.19  However,  the  first  case  was  also  a  highly  political  issue  although  not 
primarily  associated  with  the  environment — the  nuclear  test  case  among  France,  Aus¬ 
tralia,  and  New  Zealand  in  1973.  Despite  the  absence  of  a  ruling,  France  stopped 
these  tests  and  removed  the  program  underground.  Whether  it  did  so  because  of  the 
publicity  brought  about  by  this  case  or  the  fact  that  the  other  nuclear  states  also 
changed  practice  in  a  similar  direction  we  do  not  know. 

According  to  analysts  of  these  cases,  most  rulings  did  not  favor  the  parties 
claiming  to  be  hurt  by  transboundary  pollution.20  However,  some  examples  indicate 
that  the  ICJ  process  may  have  contributed  to  the  initiation  of  negotiations  and  solved 
previously  deadlocked  problems.  Still,  most  cases  have  not  contributed  much  to  the 
development  of  international  environmental  law,  with  one  exception — the  case  con¬ 
cerning  Pulp  Mills  on  the  River  Uruguay.  Argentina  claimed  that  Uruguay  had 
breached  its  obligations  under  the  1975  bilateral  statute  of  the  River  Uruguay  when 
it  authorized  and  constructed  two  pulp  mills  on  the  river.  Argentina  claimed  that  this 
action  would  affect  the  quality  of  the  water  and  the  areas  influenced  by  the  river.  This 
dispute  is  said  to  have  been  the  most  important  environmental  case  decided  by  the 
ICJ  until  now.21  In  this  matter,  the  ICJ  was  thought  progressive  in  considering  several 
environmental  arguments  in  depth,  particularly  the  need  for  conducting  environmen¬ 
tal  impact  assessments.  However  an  important  critique  of  this  case  was  that  the  ICJ 
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did  not  apply  independent  scientific  expertise  to  this  highly  complex  scientific  issue, 
instead  basing  its  decision  only  on  information  from  the  parties.22 

Also  interesting  is  the  whaling  case — the  only  time  when  a  state  brought  a  case 
before  the  ICJ  for  a  global  public  interest  since  it  did  not  claim  that  its  own  rights 
were  breached;  rather,  it  was  about  the  interpretation  of  the  International  Convention 
for  the  Regulation  of  Whaling.23  Whether  the  ICJ  used  external  scientific  expertise 
in  this  highly  contested  issue  we  do  not  know.  However,  if  this  matter  indicates  a  new 
trend  for  parties  to  involve  the  ICJ  in  more  general  global  affairs,  it  may  become  more 
important  and  relevant  over  time.  The  ICJ,  though,  seems  reluctant  to  use  environ¬ 
mental  law,  especially  MEAs,  in  its  decisions  although  parties  in  some  of  the  cases 
have  referred  to  them.  One  interpretation  may  be  that  international  environmental 
law  is  often  vague  due  to  political  compromises  made,  and  they  are  therefore  difficult 
to  apply.  Thus,  the  fact  that  environmental  law  is  not  applied  may  not  be  due  to  a 
cautious  stance  by  the  ICJ  but  to  a  weakness  of  international  environmental  law.  At¬ 
tempts  have  been  made  to  make  the  ICJ  more  relevant  for  environmental  issues,  but, 
similar  to  the  experiences  of  the  PCA,  this  effort  failed.  In  1993  the  ICJ  established 
a  seven-member  permanent  environmental  chamber.  In  a  press  release,  the  court 
stated  that  it  needed  the  chamber  in  light  of  recent  developments  in  international 
law.24  However,  the  chamber  was  never  used,  and  it  was  abolished  in  2006.25  The 
vagueness  of  the  relevant  rules  may  have  contributed  to  its  demise.  Another  explana¬ 
tion  may  be  that  cases  are  rarely  “purely”  environmental  and  that  other  elements  are 
also  involved.  Probably  most  importantly,  parties  may  find  other  mechanisms,  such  as 
negotiations  and  diplomacy,  more  relevant  to  resolve  their  conflicts.  This  interpreta¬ 
tion  is  supported  by  the  fact  that  parties  do  not  utilize  the  dispute-settlement  mecha¬ 
nisms  of  the  MEAs. 

Finally,  as  noted,  only  a  few  small  and  medium-sized  powers  use  the  ICJ,  illus¬ 
trating  that  major  powers  are  not  willing  to  accept  binding  adjudication  that  threat¬ 
ens  their  national  sovereignty.26  The  only  partial  exception  is  Japan.27  This  point  is 
illustrated  by  the  minority  of  states  that  have  accepted  the  ICJ’s  compulsory  jurisdic¬ 
tion.  Neither  the  United  States  nor  most  emerging  economies  have  done  so.28 


The  United  Nations  Convention  on  the  Law  of  the  Sea 

The  key  document  here  is  the  United  Nations  Convention  on  the  Law  of  the 
Sea.  The  treaty  was  opened  for  signature  in  1982  and  came  into  force  in  1994.  There 
are  four  different  dispute  means  under  the  convention:  the  International  Tribunal  for 
the  Law  of  the  Sea  (ITLOS),  the  ICJ,  an  arbitral  tribunal  constituted  in  accordance 
with  Annex  VII  to  the  convention  (from  now  on  referred  to  the  Arbitral  Tribunal), 
and  a  special  arbitral  tribunal  constituted  in  accordance  with  Annex  VIII  to  the  con¬ 
vention.  The  ITLOS  has  a  number  of  chambers  for  specific  functions.  Between  1996 
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and  2014,  the  ITLOS  and/or  the  Arbitral  Tribunal  dealt  with  a  total  of  22  cases,  but 
according  to  our  understanding  of  an  environmental  issue,  few  cases  were  somewhat 
related  to  environmental  issues.29  Similar  to  cases  before  the  ICJ,  the  ones  here  have 
mainly  been  low-profile  issue  areas  between  small  states.  Consequently,  neither  the 
ITLOS  nor  the  Arbitral  Tribunal  has  played  a  significant  role  in  high-level,  politi¬ 
cized  environmental  issue  areas. 

In  only  two  of  the  six  environmental  cases  did  the  ITLOS  /  Arbitral  Tribunal 
reach  a  ruling.30  In  the  other  cases,  it  did  not  issue  a  judgment  because  the  tribunal 
claimed  it  lacked  jurisdiction  to  rule  on  the  case,  the  parties  resolved  the  dispute 
themselves,  or  one  of  the  parties  withdrew  the  case.31  For  example,  in  the  Swordfish 
case,  the  ITLOS  never  ruled  because  the  parties  found  agreement  among  themselves, 
but  it  may  be  that  the  ITLOS  contributed  to  the  process  to  reach  an  agreement.  The 
European  Union  and  Chile  had  been  engaged  in  disagreements  over  the  swordfish 
fisheries  in  the  South  Pacific  for  a  decade  and  did  not  reach  an  agreement  before 
bringing  the  case  to  the  ITLOS  and  WTO. 

The  most  important  case  brought  to  the  ITLOS  is  said  to  be  the  one  regarding 
the  Responsibilities  and  Obligations  of  States  Sponsoring  Persons  and  Entities  with  Re¬ 
spect  to  Activities  in  the  Area.  In  this  case,  the  Council  of  the  International  Seabed 
Authority  requested  an  advisory  opinion  from  the  Seabed  Dispute  Chamber  on  the 
legal  responsibilities  and  obligations  of  states  parties  to  the  convention  with  respect 
to  the  sponsorship  of  activities  in  the  area.32  The  advisory  opinion  has  resulted  in  a 
clearer  understanding  of  the  responsibility  of  the  sponsoring  state  with  respect  to  the 
area.  Cathrin  Zengerling  considers  the  advisory  opinion  the  clearest  and  most  impor¬ 
tant  by  the  ITLOS  in  the  application  and  development  of  international  environmen¬ 
tal  law.33  The  case  is  important  because  it  is  about  both  environmental  protection  and 
fair  and  equitable  resource  exploitation.  In  other  words,  it  is  about  the  sustainable 
management  of  a  global  commons. 

Only  four  bilateral  disputes  related  to  environmental  issues  have  been  brought 
to  the  ITLOS  /  Arbitral  Tribunal,  including  small  or  medium-sized  countries — the 
same  trend  that  we  saw  in  the  ICJ  cases.34  Based  on  practice  until  2014,  the  ICJ  and 
the  tribunals  under  the  United  Nations  Convention  on  the  Law  of  the  Sea  have  not 
played  an  important  role  in  international  environmental  politics. 


A  New  International  Environmental  Court? 

Primarily  two  groups — nongovernmental  organizations  and  lawyers — have  ar¬ 
gued  for  the  establishment  of  an  IEC,  but  a  few  other  actors  have  also  supported  the 
idea.35  The  idea  emerged  at  the  end  of  the  1980s  during  a  time  when  the  environment 
was  very  prominent  on  the  international  political  agenda.  In  the  spirit  of  the  “envi¬ 
ronmental  enthusiasm”  at  the  time,  an  international  (nongovernmental)  conference  in 
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the  Hague  in  1989  called  for  a  “new  institutional  authority”  within  the  UN  system. 
This  body  would  address  the  problem  of  global  warming  and  should  be  equipped 
with  decision-making  and  enforcement  powers.  The  idea  went  nowhere,  and  no  UN 
body  has  since  supported  it.36 

A  more  sustained  effort  was  initiated  in  Italy,  and  an  IEC  was  first  proposed  in 
1988  by  a  committee  in  Rome.  In  1989  the  National  Academy  of  Lincei,  Rome,  or¬ 
ganized  an  international  Congress  on  a  More  Efficient  International  Law  on  the 
Environment  and  Setting  Up  an  International  Court  for  the  Environment  within  the 
United  Nations.  The  academy  set  up  the  International  Court  of  the  Environment 
Foundation  (ICEF),  recognized  in  Rome  in  1992  as  a  nonprofit  foundation.  It  was 
accredited  with  the  UN  Economic  and  Social  Council  as  well  as  some  other  interna¬ 
tional  organizations,  but  it  has  had  no  practical  significance  and  has  not  been  ac¬ 
cepted  by  any  states.  Since  1992  the  ICEF  has  organized  a  number  of  conferences  to 
further  elaborate  the  idea  of  an  IEC.  A  number  of  lawyers  from  other  countries  were 
also  involved  in  this  process.  Its  representatives  attended  the  1992  UN  Conference  on 
Environment  and  Development  and  the  2002  Johannesburg  Summit.  The  last  ICEF 
International  Conference  took  place  in  Rome  in  May  2010.37 

In  2008  another  initiative  was  established  in  the  United  Kingdom — the  Inter¬ 
national  Court  for  the  Environment  (ICE).  It  campaigned  for  an  IEC  in  the  buildup 
to  the  UN  Framework  Convention  on  Climate  Change  (Conference  of  the  Parties 
15)  in  Copenhagen  in  2009.38  The  core  elements  of  an  IEC  as  advocated  by  the  ICE 
Coalition  are  essentially  the  same  as  those  for  an  IEC.  Another  initiative  in  this  re¬ 
gard  was  the  United  Nations  University  (UNU)  Report  on  International  Sustainable 
Development  Governance ,  prepared  for  the  Johannesburg  Summit.  More  recently  the 
International  Bar  Association  has  also  become  engaged  in  the  issue.  Although  no 
influential  political  actors  have  taken  this  position,  an  interesting  exception  is  the 
WTO’s  earlier  general  secretary,  who  has  expressed  support  for  the  idea  of  an  IEC 
modeled  after  the  WTO’s  dispute-settlement  mechanism.39  So  far  no  official  state¬ 
ment  of  political  support  for  an  IEC  has  been  issued  by  any  state,  but  Borge  Brende, 
the  previous  Norwegian  minister  of  environment,  supported  the  idea.40  Linking  back 
to  the  various  schools  of  thought  regarding  regime  creation,  one  finds  that  based  on 
this  experience,  the  social  constructivist  approach  receives  little  support. 

Let  us  turn  to  some  of  the  arguments  in  favor  of  establishing  an  IEC.  Perhaps 
the  most  thorough  and  interesting  ideas  have  been  presented  in  the  UNU  report, 
which  asserts  that  states  might  be  more  willing  to  grant  compulsory  jurisdiction  to  a 
specialized  rather  than  a  universal  court.  Furthermore,  such  an  IEC  might  be  more 
acceptable  as  a  judicial  branch  of  a  proposed  new  WEO,  similar  to  the  WTO  insti¬ 
tutional  setup.  The  political  body  of  the  new  WEO  could  exercise  control  over  the 
IEC,  just  as  the  WTO  dispute-settlement  body  does  for  the  WTO  panels  and  appel¬ 
late  body.  Alternatively,  it  was  suggested  that  a  new  IEC  could  be  a  part  of  any  other 
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structure  coordinating  the  existing  MEAs.41  The  UNU  report  argues  in  favor  of  es¬ 
tablishing  some  form  of  filter  to  prevent  frivolous,  publicity  related,  or  politically 
motivated  cases.42  The  authors  propose  a  judicial  branch  of  international  environ¬ 
mental  law  that  would  complement  existing  monitoring  systems,  suggesting  two 
ways  of  doing  so  with  judicial  review:  either  extending  current  compliance  procedures 
through  a  second  stage  of  third-party  adjunction  or  establishing  a  distinct  process  of 
judicial  settlement  that  comes  into  play  when  compliance  procedures  fail  to  resolve  a 

43 

case. 

Some  of  these  ideas  are  interesting  and  rather  “sober”  as  they  want  to  coordinate 
a  new  institution  closely  with  the  existing  system.  However,  in  the  concluding  section 
we  return  to  some  basic  flaws  in  the  argument. 

A  new,  interesting  actor  arguing  in  favor  of  an  IEC  is  the  International  Bar 
Association,  which  includes  200  bar  associations  worldwide  and  has  more  than 
55,000  members.  For  the  first  time,  a  legal  organization  of  this  size  has  engaged  in 
the  issue.  In  a  report,  it  highlights  that  climate  change  disproportionately  affects 
those  who  have  contributed  the  least  to  the  problem  and  do  not  have  the  resources  to 
respond,  adding  that  current  laws  are  not  sufficient  to  redress  this  imbalance.  The 
International  Bar  Association  applies  a  human  rights  perspective.  The  report  recom¬ 
mends  that  until  that  court  is  established,  countries  should  recognize  the  jurisdiction 
of  the  ICJ  and  the  PCA  in  the  Hague.44 

What  other  general  arguments  have  been  presented  in  favor  of  an  IEC?  As 
mentioned  above,  one  main  point  is  that  it  is  needed  because  current  international 
regimes  are  ineffective  with  weak  dispute-settlement  procedures.  Advocates  of  an 
IEC  also  find  evidence  of  this  deficiency  in  decisions  from  the  ICJ.  To  a  large  extent, 
this  finding  is  confirmed  in  our  studies  of  the  ICJ  and  ITLOS.  Consequently,  they 
argue  that  a  special  court  able  to  hear  only  environmental  disputes  would  give  the 
environment  the  special  attention  it  needs.45  There  is  also  a  procedural  critique  of  the 
existing  system  highlighting  the  lack  of  understanding  of  environmental  issues  among 
traditional  “generalist”  international  judges.46 

Other  arguments  in  favor  of  establishing  an  IEC  are  access  to  nonstate  actors  as 
well  as  private  citizens,  faster  resolutions  of  problems  and  disputes,  lower  costs  of 
litigating  international  environmental  disputes,  better  enforcement  of  environmental 
treaties,  better  scientific  procedures,  provisions  to  avoid  forum  shopping,  compulsory 
jurisdiction,  and  a  clear  and  enforceable  language.  In  short,  advocates  of  a  new  court 
cite  the  necessity  of  one  international  entity  that  can  promote  uniformity  among 
environmental  laws,  both  foreign  and  domestic.47  Some  individuals  also  call  for  the 
full  implementation  of  Principle  10  of  the  Rio  Declaration  and  the  importance  of 
establishing  an  IEC  outside  the  “usual  suspect”  cities  like  New  York,  Geneva,  and  the 
Hague.48 
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Concluding  Discussion 

Many  good  arguments  urge  the  establishment  of  a  new  IEC,  but  no  single  state 
in  the  world  has  supported  the  idea.  Therefore,  it  will  not  be  established  in  the  fore¬ 
seeable  future.  That  is,  the  “score”  in  terms  of  political  feasibility  is  close  to  nil.  Some 
of  the  more  interesting  suggestions  involve  linking  an  IEC  to  the  existing  institu¬ 
tional  structure.  The  idea  of  associating  an  IEC  with  a  WEO,  however,  illustrates  how 
far-fetched  the  idea  is  under  real-world  circumstances.  The  notion  of  establishing  a 
WEO  was  a  particularly  “hot”  issue  in  the  run-up  to  the  2002  Johannesburg  Summit. 
The  strongest  supporters  were  some  of  the  European  countries,  but  the  idea  has  never 
gotten  sufficient  traction.  Major  developing  countries  do  not  want  a  new  institution 
specifically  designed  for  the  environment  because  they  prefer  to  concentrate  on  the 
broader  sustainability  issues.  The  United  States  is  also  against  this  “top-down”  idea, 
arguing  instead  for  the  need  for  bottom-up  approaches  and  competition  among  envi¬ 
ronmental  institutions.49  The  likelihood  of  establishing  a  WEO  is  therefore  also  close 
to  zero.  Considering  that  this  organization  would  be  a  much  less  intrusive  body  than 
an  IEC,  the  situation  illustrates  how  far  the  international  community  is  from  estab¬ 
lishing  such  an  institution. 

It  also  seems  a  bit  out  of  place  in  relation  to  the  present  discourse  to  argue  for 
an  environmental  court  when  the  broader  sustainability  concept  has  overtaken  the 
narrower  concept  of  environment.  As  we  have  demonstrated,  it  is  very  difficult  to 
single  out  issue  areas  that  are  exclusively  environmental.  That  may  be  one  reason  why 
the  Environmental  Chamber  of  the  ICJ  as  well  as  a  similar  body  of  the  PCA  was 
never  applied — and  why  the  existing  courts  are  very  rarely  used  to  solve  disputes. 
More  fundamentally,  the  bilateral  approach  of  the  ICJ  does  not  fit  the  complex  reali¬ 
ties  of  environmental  issues  in  which  collective-action  problems  for  a  large  number 
of  actors  are  the  name  of  the  game.  Essentially,  courts  are  set  up  to  solve  disputes 
between  two  parties — not  to  solve  the  broader  challenges  posed  by  environmental 
problems. 

It  has  been  demonstrated  that  the  effectiveness  of  the  existing  system  is  mixed, 
that  important  achievements  have  been  made,  but  that  difficult  problems  are  rarely 
solved.  MEAs  are  the  backbone  in  this  system,  and  the  role  of  international  courts  is 
marginal.  It  is  hard  to  foresee  that  an  IEC  would  contribute  much  to  enhance  the 
effectiveness  of  the  system  or  to  settle  disputes  because  most  actors  prefer  to  resolve 
these  through  political  means  rather  than  litigation.  Many  of  the  suggestions  for  an 
IEC  also  seem  quite  unrealistic,  characterized  more  by  wishful  thinking  than  by  sober 
calculations.  We  therefore  tend  to  agree  with  Ole  Kristian  Fauchald  in  his  conclusion 
that  “the  establishment  of  an  international  environmental  court  in  my  opinion  should 
be  far  down  on  the  list  of  priorities.”50 
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Climate  change  constitutes  a  serious  threat  to  global  security,  an  immediate  risk  to  our 
national  security,  and  make  no  mistake,  it  will  impact  how  our  military  defends  our 
country. 

— President  Barack  Obama,  20  May  2015 

People  increasingly  recognize  that  climate  change  needs  to  be  included  in 
defense  and  security  planning.  More  than  50  percent  of  countries  now  in¬ 
corporate  specific  mention  of  climate  change  in  their  defense  policies.1  The 
United  States  has  been  a  leader  in  this  regard,  senior  figures  in  the  Pentagon 
having  argued  for  such  inclusion  since  at  least  2007,  when  CNA  Corporation  pub¬ 
lished  an  influential  report  on  climate  security.2  In  the  lead-up  to  the  major  climate 
change  conference  held  last  year  in  Paris,  the  French  Ministry  of  Defense  organized 
an  international  conference  of  defense  ministers  and  senior  officials  on  the  premise 
that  global  warming  “is  as  much  a  peace  and  security  issue  as  an  environmental  issue,” 
and  follow-up  events  are  planned.3 

This  article  canvasses  five  potential  effects  of  climate  change  for  the  military, 
relevant  at  both  the  national  level  and  the  highest  level  of  international  security  co¬ 
operation:  the  United  Nations  Security  Council  (UNSC).  Given  that  at  a  national 
level,  one  finds  considerable  acceptance  that  the  military  has  an  important  role  to  play 


Shirley  Scott  is  a  professor  in  the  School  of  Social  Sciences,  University  of  New  South  Wales  (UNSW) 
Australia;  Research  Chair  of  the  Australian  Institute  of  International  Affairs;  and  a  member  of  the  Advisory 
Council  of  the  Asian  Society  of  International  Law.  She  is  currently  undertaking  a  project  with  Prof.  Char¬ 
lotte  Ku  on  the  potential  of  the  United  Nations  Security  Council  contributing  to  the  global  governance  of 
climate  change.  Edward  Elgar  will  publish  the  volume  in  2017. 

Shahedul  Khan  served  as  a  peacekeeper  in  the  United  Nations  mission  in  Sudan  and  was  appointed  chief 
of  operations  in  Juba,  South  Sudan.  He  is  currently  completing  a  PhD  in  the  School  of  Social  Sciences, 
UNSW  Australia,  on  peacekeepers  addressing  climate  change  adaptation. 


82 


IMPLICATIONS  OF  CLIMATE  CHANGE  83 


in  helping  societies  prepare  and  adapt  to  climate  change,  increasing  recognition  is 
likely  to  occur  at  the  international  level  of  climate  change  adaptation  as  an  important 
dimension  of  conflict  prevention.  The  UNSC  has  already  debated  the  security  conse¬ 
quences  of  climate  change  but  as  yet  has  passed  no  resolution  on  the  subject.  This 
article  suggests  that  one  of  the  most  practical  and  potentially  useful  responses  to  cli¬ 
mate  change  by  the  council  would  be  to  explicitly  incorporate  a  climate  change  adap¬ 
tation  role  into  the  work  of  peace  missions. 


Effect  on  Military  Installations  and  Equipment 

Perhaps  the  most  direct  and  obvious  significance  of  climate  change  for  the 
military  is  its  impact  on  military  infrastructure.  Low-lying  military  installations  such 
as  naval  bases  are  particularly  susceptible  to  rising  sea  levels  and  intense  weather 
events.  Norfolk,  Virginia,  home  to  the  US  Navy’s  Atlantic  Fleet,  for  example,  is  facing 
both  rising  sea  levels  and  sinking  ground. 

Not  only  coastal  facilities  may  be  affected.  Extreme  heat  may  impact  training, 
and  changes  to  ocean  buoyancy  caused  by  melting  ice  may  influence  submarine  op¬ 
erations.4  The  2010  US  Quadrennial  Defense  Review  was  the  first  to  identify  climate 
change  as  a  threat  to  national  security.  The  2014  review  provided  for  “a  comprehensive 
assessment  of  all  installations  to  assess  the  potential  impacts  of  climate  change  on 
[US]  missions  and  operational  resiliency,  and  develop  and  implement  plans  to  adapt 
as  required.”5  The  subsequent  Climate  Change  Adaptation  Roadmap  detailed  how  the 
Department  of  Defense  was  to  set  about  this  task.6 

The  United  Kingdom  has  sought  to  improve  the  environmental  resilience  of  its 
defense  infrastructure  from  risks  such  as  coastal  erosion  or  infrastructure  overheating. 
For  example,  the  Chinook  helicopter  engine  has  been  improved  to  be  able  to  perform 
at  high  temperatures.  The  UK’s  Ministry  of  Defence  (MOD)  is  one  of  the  country’s 
largest  land  owners.  It  is  MOD  policy  that  environmental  issues  be  fully  integrated 
with  operational  and  training  requirements  as  well  as  with  safety  issues.7  To  do  so,  the 
ministry  receives  advice  from  environmental  specialists,  representatives  from  conser¬ 
vation  organizations,  MOD  personnel,  and  expert  volunteers.8 


Reduction  of  the  Military’s  Environmental  Footprint 

Military  operations,  including  those  by  planes,  tanks,  and  ships,  involve  enor¬ 
mous  amounts  of  energy  derived  from  fossil  fuel  sources.  This  fact  is  particularly  true 
of  the  US  military  because  of  the  sheer  scale  of  its  operations.  During  missions  in 
Afghanistan  and  Iraq,  it  spent  over  $20  billion  annually  on  air-conditioning  for 
troops.9  The  US  Department  of  Defense  has  made  significant  strides  towards  reduc¬ 
ing  its  reliance  on  fossil  fuels,  thus  lessening  its  environmental  impact  and  its  vulner- 
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ability  from  the  perspective  of  energy  security.  The  US  military  has  invested  in  en¬ 
ergy-saving  activities  and  in  the  adoption  of  new  sources  of  energy  such  as  solar  and 
wind.10 

The  UK  MOD  has  a  Sustainable  Development  Strategy  as  a  Sub-strategy  of  the 
Strategy  for  Defence,  2011-2030 .n  This  document  articulates  two  sustainable  devel¬ 
opment  principles:  first,  that  “defence  must  be  resilient  to  current  and  future  environ¬ 
mental,  social  and  economic  threats  (adaptation)”;  and  second,  that  “defence  must 
realise  the  positive  and  minimise  the  negative  impacts  that  defence  activities  can  have 
on  the  environment,  people  and  the  economy  in  the  UK  and  overseas  (mitigation).”12 
The  strategy  outlines  objectives  for  minimizing  these  effects,  including  cutting  green¬ 
house  gas  emissions  from  estate  and  business-related  transport,  reducing  reliance  on 
fossil  fuels  for  operational  energy,  and  decreasing  the  number  of  business  travel 
flights.13  Italy  has  significantly  lowered  its  dependence  on  fossil  fuels;  it  now  has  1.5 
million  square  meters  of  photovoltaic  panels,  and  its  navy  is  carrying  out  trials  of 
biofuels  compatible  with  the  North  Atlantic  Treaty  Organizations  fuel  specifica¬ 
tions.14 

In  2012  the  United  Nations  Environment  Programme  (UNEP)  issued  policy 
recommendations  designed  to  improve  the  environmental  performance  of  peace¬ 
keeping  operations,  as  well  as  to  capitalize  on  the  peace-building  potential  of  natural 
resources  “while  minimizing  their  possible  contribution  to  conflict  relapse  and  inse¬ 
curity.”15  UNEP  subsequently  assisted  the  UN  Institute  for  Training  and  Research 
and  the  International  Institute  for  Sustainable  Development  to  devise  three  e-training 
modules  that  would  support  UN  peace  missions  in  better  managing  the  environment 
and  natural  resources.16 

Factoring  Climate  Change  into  Planning  by  Military  Strategists 

Although  the  preeminent  global  military  power  is  feeling  pressure  to  reduce  its 
carbon  footprint,  the  military  is  generally  less  likely  to  play  a  major  role  in  mitigating 
climate  change  than  in  allaying  conflicts  related  to  climate  change.  One  of  the  key 
messages  of  individuals  who  emphasize  the  security-defense  nexus  is  that  the  conse¬ 
quences  of  climate  change  are  altering  geostrategic  realities  with  significant  security 
implications  and  with  necessary  consequences  for  military  operations  and  planning. 

One  recognizes  growing  awareness  of  the  potential  for  geostrategic  tensions  in 
Antarctica  and  even  more  so,  particularly  in  the  midterm,  in  the  Arctic  as  ice  recedes 
and  a  new  ocean  appears;  furthermore,  increasing  competition  exists  for  the  resources 
below.  Experts  now  believe  that  the  Arctic  may  have  ice-free  summers  before  mid¬ 
century;  there  are  tensions  over  “shipping  routes  and  rights  of  passage  through  spe¬ 
cific  waterways  that  some  countries  argue  are  sovereign  and  others  view  as  interna- 
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tional  shipping  lanes”;  and  concerns  are  intensifying  among  Arctic  Council  members 
over  hydrocarbon  fields.17 

It  has  been  notoriously  difficult  for  intelligence  communities  to  predict  historic 
events  such  as  Pearl  Harbor  or  9/11;  consequently,  military  planners  must  often  pro¬ 
ceed  without  full  information.18  Unsurprisingly,  then,  in  military,  policy,  and  political 
planning  circles,  one  finds  widespread  acceptance  that  climate  variability  and  related 
developments — including  an  increase  in  extreme  weather  events  and  rising  sea  lev¬ 
els — will  affect  future  conflict. 

President  Obama  has  declared  that  the  consequences  of  climate  change  acceler¬ 
ate  the  risk  of  instability  and  conflict,  increase  competition  for  resources,  produce 
climate-change  refugees  as  a  result  of  rising  sea  levels,  and  have  the  potential  for  mass 
migration.19  People  now  widely  believe  that  severe  drought  helped  create  the  insta¬ 
bility  in  Nigeria  exploited  by  the  Boko  Haram  and  that  crop  failures  and  high  food 
prices  fuelled  the  civil  unrest  in  Syria  that  descended  into  civil  war.20 

Worth  noting  is  the  fact  that  scholars  remain  divided  on  the  question  of  whether 
it  is  possible  to  prove  a  causal  relationship  between  climate  change  and  conflict.  De¬ 
bate  on  the  issue  has  been  a  subset  of  a  broader  scholarly  discussion  of  whether  it  is 
useful  to  think  in  terms  of  environmental  security.  For  example,  Michael  Brzoska  and 
Christiane  Frohlich  have  emphasized  the  difficulty  of  proving  a  causal  link  between 
climate  change  and  mass  migration.21  Brzoska  has  concluded,  somewhat  cynically, 
that  rather  than  constitute  a  basis  for  any  fundamental  shift  in  military  planning, 
climate  change  serves  a  justificatory  role  for  militaries  to  continue  along  their  estab¬ 
lished  paths  and  to  seek  additional  resources  for  doing  so.22 

The  Military’s  Response  to 
Threats  to  Human  Security  and  Natural  Disasters 

Climate  change  means  that  more  demands  will  likely  be  placed  on  the  military 
for  activities  beyond  war:  in  particular  for  humanitarian  responses  to  natural  disasters 
and  for  climate  change  adaptation.  The  Royal  Moroccan  Armed  Forces  are  already 
heavily  involved  in  rescue  and  assistance  operations  to  populations  affected  by  ex¬ 
treme  climate  events,  both  domestically  and  internationally.23  Morocco  has  signed  an 
agreement  with  Spain  and  France  allowing  for  exchange  of  best  practices  and  greater 
interoperability  in  responding  to  natural  disasters.24  A  greater  role  in  humanitarian 
disaster  response  is  evident  even  for  the  armed  forces  of  a  developed  country  such  as 
Australia.  Climate  change  is  causing  an  increase  in  the  intensity  of  floods,  bushfires, 
droughts,  and  extreme  heat — typically  summer  phenomena — so  Australian  Defence 
Force  planning  includes  having  force  elements  ready  to  be  deployed  at  short  notice  in 
response  to  natural  disasters  in  Australia.25 
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In  future  military  operations,  military  information  and  intelligence,  surveillance, 
and  reconnaissance  (ISR)  capabilities  are  set  to  have  a  far  greater  impact  on  humani¬ 
tarian  assistance  and  disaster-relief  activities.  ISR  assists  civil  agencies  as  well  as  gov¬ 
ernment  and  nongovernmental  organizations  in  assessing  the  nature  and  quantity  of 
supplies  needed,  based  on  the  number  of  victims,  available  resources,  and  determining 
priorities.26  During  the  Haiti  earthquake  on  12  January  2010,  the  US  military  re¬ 
ceived  orders  to  assist  the  disaster-relief  efforts  of  the  US  Agency  for  International 
Development.27  Navy  P-3  aircraft,  RQM  Global  Hawk  remotely  piloted  aerial  ve¬ 
hicles,  and  satellites  were  used  to  collect  images  that  helped  determine  the  status  of 
roads,  bridges,  seaports,  humanitarian  needs,  and  routes  by  which  to  transport  relief 
supplies.28 

The  military  will  probably  play  an  enhanced  role  in  responding  to  other  climate- 
related  threats  to  human  security,  such  as  higher  rates  of  infectious  diseases  transmit¬ 
ted  by  insect  vectors  and  through  contaminated  water.  At  an  international  level, 
military  assistance  has  proved  critical  in  containing  the  spread  of  the  Ebola  virus. 
Approximately  5,000  military  personnel  from  the  United  States,  United  Kingdom, 
China,  Canada,  France,  and  Germany  were  deployed  to  the  virus-affected  areas.29 
United  States  Africa  Command  was  formed  following  President  Obama’s  announce¬ 
ment  on  16  September  2014  that  sought  to  reduce  the  impact  of  the  Ebola  outbreak 
on  the  society  and  economy  of  the  region.  A  similar  effort  was  initiated  by  the  UK 
government  through  Operation  Gritrock.30  On  18  September  2014,  the  UNSC  de¬ 
clared  the  Ebola  outbreak  “a  threat  to  international  peace  and  security”  and  adopted 
Resolution  2177.31  Afterward,  the  General  Assembly  unanimously  adopted  Resolu¬ 
tion  69/1,  and  on  19  September  2014  the  UN  Mission  for  Ebola  Emergency  Re¬ 
sponse  was  established,  ending  on  31  July  2015.  It  had  the  unique  mission  of  engag¬ 
ing  the  military  to  act  in  accordance  with  other  international  organizations  in 
humanitarian  assistance.  The  United  Nations  Humanitarian  Air  Service,  the  World 
Food  Programme,  the  UN  Mission  in  Liberia,  and  the  UN  Department  for  Field 
Support  cooperated  in  the  provision  of  air  services,  medical  screening,  and  so  on. 


The  Military’s  Contribution  to  Conflict 
Prevention,  Including  through  Climate  Change  Adaptation 

The  second  peacetime  climate- change-related  activity  in  which  militaries  are 
increasingly  being  deployed  is  climate  change  adaptation.  At  a  national  level,  for  ex¬ 
ample,  the  armed  forces  of  Chad  participate  in  programs  such  as  (1)  reforestation 
projects  that  combat  environmental  threats  caused  in  part  by  the  desert  moving  150 
kilometers  south  over  recent  decades  and  (2)  Lake  Chad  shrinking  by  almost  90 
percent.32  The  Republic  of  Haiti  has  created  a  defense  force  that  contributes  to  cli¬ 
mate  change  adaptation,  construction  of  resilient  infrastructure,  and  emergency  re- 
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sponse  to  natural  disasters.  Perhaps  the  core  concern  for  planners  working  on  climate 
security  is  “not  in  direct  links  between  climate  and  violent  conflict,  but  in  the  ability 
of  climate  change  to  disrupt  those  systems  that  underlie  stability  and  human  security 
more  generally.”33  In  other  words,  one  must  emphasize  building  resilience,  not  only 
of  natural  systems  but  also  of  governance  and  institutional  structures  and  systems, 
including  most  particularly  those  at  the  local  level. 

This  initiative  ties  in  closely  with  the  UN’s  concentration  over  the  last  decade  on 
initiatives  aimed  at  conflict  prevention.  Given  the  interrelationship  between  the  ac¬ 
tivities  understood  to  reduce  risk  of  conflict  and  those  needed  for  climate  resilience, 
UN  Resolution  1625  (2005)  on  conflict  prevention  offers  a  basis  for  building  an  ex¬ 
plicit  role  for  the  UNSC  in  climate  change  adaptation.  Paragraph  3(b),  for  example, 
requests  the  secretary-general  to  “assist  countries  at  risk  of  armed  conflict  in  perform¬ 
ing  strategic  conflict  risk  assessments,  in  implementing  the  measures  agreed  by  the 
concerned  countries,  in  enhancing  national  dispute  management  capacities,  and  in 
addressing  the  root  causes  of  armed  conflict.”34 

Given  the  importance  of  climate  change  adaptation  as  an  aspect  of  conflict  pre¬ 
vention,  one  operational  means  by  which  to  realize  this  end  would  be  through  peace¬ 
keeping  and  peace  building — activities  that  involve  both  military  and  nonmilitary 
personnel.  During  the  Cold  War,  peacekeeping  was  visualized  as  a  “temporary  activ¬ 
ity,  taking  place  between  a  ceasefire  and  a  political  settlement,  and  designed  to  help 
conflict  parties  to  gain  the  trust  and  confidence  necessary  for  a  peace  accord.”35 

Since  the  end  of  the  Cold  War,  however,  peacekeeping  has  become  multidimen¬ 
sional  and  can  include  monitoring,  rebuilding,  disarmament,  and  capacity-building 
activities  to  create  a  stable  and  sustainable  environment  for  civilians.36  Interestingly, 
in  the  report  An  Agenda  for  Peace,  the  late  UN  secretary-general  Boutros  Boutros- 
Ghali  defined  peace  building  as  an  “action  to  identify  and  support  structures,  which 
will  tend  to  strengthen  and  solidify  peace  in  order  to  avoid  a  relapse  into  conflict.”37 
Hence,  over  the  years  the  concept  of  peacekeeping  has  been  intertwined  with  peace 
building,  both  of  which  emphasize  capacity  and  institution  building — the  very  tools 
that  are  recognized  as  important  to  climate  change  adaptation. 

Current  peace  building  and  peacekeeping  incorporate  activities  of  direct  rele¬ 
vance  to  climate  change  adaptation.  The  United  Nations  Multidimensional  Inte¬ 
grated  Stabilization  Mission  in  the  Central  African  Republic  (MINUSCA)  was  es¬ 
tablished  on  10  April  2014  after  a  cease-fire  between  the  Seleka  rebels  and  “antibalaka” 
militias.  With  the  support  of  UNEP,  the  Environmental  Cooperation  for  Peacebuild¬ 
ing — the  organization  that  “offers  risk  assessments,  technical  advice,  targeted  train¬ 
ing,  and  a  neutral  platform  for  stakeholder  dialogue” — conducted  a  study  on  MI¬ 
NUSCA.38  It  found  that  the  mission  could  be  the  largest  energy  consumer  in  the 
Central  African  Republic,  triggering  tension  in  the  region.  UNEP  therefore  recom¬ 
mended  a  range  of  energy  efficiency  measures  by  which  to  improve  the  management 
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of  liquid  and  hazardous  waste.39  It  helped  MINUSCA  adapt  better  to  its  local  envi¬ 
ronment  and  frame  policy  objectives  to  eliminate  the  exploitation  and  trafficking  of 
natural  resources. 

The  United  Nations  Multidimensional  Integrated  Stabilization  Mission  in  Mali 
is  the  first  UN  stabilization  mission  that  received  a  formal  mandate  from  the  UNSC 
to  manage  camp  design,  waste  management,  water  use,  and  energy  generation.  In 
2014  at  the  request  of  Martin  Kohler,  special  representative  of  the  secretary-general, 
UNEP  conducted  a  ground-breaking  study  of  violence  in  the  Democratic  Republic 
of  Congo.  The  study  surmised  that  the  main  reason  for  crises  in  the  region  shifted 
from  political  insurgency  to  smuggling  and  laundering  operations.  Estimating  the 
value  of  exploitation  at  US  $1.24  billion  each  year,  the  report  helped  reshape  the 
mandate  of  the  United  Nations  Organization  Stabilization  Mission  in  the  Demo¬ 
cratic  Republic  of  Congo’s  (MONUSCO)  through  Security  Council  Resolution 
2211  on  March  2015.  MONUSCO  now  concentrates  on  environmental  crimes,  es¬ 
pecially  those  involving  criminal  networks.40 


Next  Steps?  More  Activities  of  Peacekeepers  and  Peace  Builders 

Working  in  conjunction  with  other  agencies  and  local  civil  society,  peacekeeping 
and  peace-building  missions  could  possibly  contribute  much  more  to  climate  change 
adaptation.  By  way  of  example,  the  latter  could  be  included  as  a  topic  in  the  prede¬ 
ployment  training  of  UN  personnel  alongside  existing  subjects  such  as  gender,  hu¬ 
man  rights,  child  protection,  and  HIV/AIDS.  Similarly,  peacekeeping  operations 
regularly  submit  reports  from  the  field  stations  to  UN  headquarters  in  New  York.  It 
would  be  worth  considering  whether  this  reporting  system  could  include  data  relevant 
to  planning  climate  change  adaptation  efforts  and  building  resilience. 

Peacekeepers  usually  receive  a  mandate  to  reestablish  democratic  values  and 
good  governance,  including  capacity  building  and  extensive  training  activities  for 
members  of  civil  society,  scholars,  ex-combatants,  and  members  of  the  security  ser¬ 
vices.  Such  mandates  could  conceivably  incorporate  the  development  of  policies  on 
the  environment,  internally  displaced  people,  and  natural  resources — issues  that  may 
cause  a  relapse  into  conflict. 

During  a  postconflict  period,  victim  states  fall  short  of  knowledge  and  technical 
know-how  to  foresee  the  complex  interconnection  between  climate  change  and  refu¬ 
gees.  Following  the  mass  genocide  in  1994,  the  government  of  Rwanda  had  to  re¬ 
settle  more  than  two  million  refugees.  Many  of  these  distressed  populations  were 
forced  to  leave  Rwanda  for  the  neighboring  Great  Lake  regions  of  Africa,  including 
the  Democratic  Republic  of  Congo  and  Tanzania.  Many  of  these  refugees  were  living 
outside  Rwanda  for  years.41  On  their  return,  considerable  numbers  were  resettled  in 
marshy  areas,  on  steep  hillsides,  and  even  in  protected  areas — unfortunately  contrib- 
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uting  to  an  ecological  disaster.  If  equipped  with  the  appropriate  knowledge  and  skills, 
peacekeepers  could  assist  postconflict  governments  to  ensure  that  environmental 
considerations  are  integral  to  policy  planning. 

Mitigating  complex  intrastate  tension  demands  building  the  capacity  of  differ¬ 
ent  local  and  international  institutions.  Building  capacity  of  the  local  community  and 
organizations  is  regarded  as  a  core  peacekeeping  activity.  The  UN  Police  (UNPOL) 
are  heavily  engaged  in  reforming  and  restructuring  existing  institutions  through  in¬ 
tegrating  individual  personnel,  organizational  units,  and  broader  institutions.  During 
these  phases,  “gender,”  “human  rights,”  and  “corruption”  are  fundamental  policy  prin¬ 
ciples.  Integrating  climate  change  adaptation  into  the  policy  framework  could  poten¬ 
tially  strengthen  the  UN’s  conflict-resolution  strategy  in  fragile  states.42 

Community  policing  has  been  a  success  story  for  UNPOL.  Through  this  activ¬ 
ity,  the  UN  has  generated  public  trust  towards  police,  and  it  was  effective  in  Bosnia 
and  Herzegovina,  helping  link  different  communities  and  the  police.43  It  was  also 
successful  in  capacity  building  and  integration  activities  to  improve  the  overall  status 
of  human  rights.44  UNPOL’s  continuing  community  police  activities  could  incorpo¬ 
rate  climate  sensitization  programs  to  raise  awareness  of  the  issue. 

The  devastation  of  climate  change  and  its  aftermath  should  be  taken  into  con¬ 
sideration  during  disarmament,  demobilization,  and  reintegration.  The  experience  of 
Sierra  Leone  shows  that  not  doing  so  may  prolong  human  suffering.  After  the  civil 
war  in  Sierra  Leone,  approximately  70,000  rebels  were  disarmed  and  demobilized.45 
The  reintegration  process  proved  extremely  challenging  and  resulted  in  unemploy¬ 
ment,  which — followed  by  postwar  trauma  and  distress — instigated  the  youth  and 
ex-combatants  to  engage  in  activities  such  as  drug  trafficking,  smuggling,  and  defor¬ 
esting.46  This  rapid  pace  of  deforestation  destroyed  huge  watersheds,  damaging  the 
overall  environment.  Today,  Sierra  Leone  has  only  5  percent  of  the  forest  it  once 
had.47  If  the  UN  had  taken  climate  change  and  related  environmental  concerns  into 
account  before  the  reintegration  process  took  place,  the  situation  might  have  been 
different. 

Maintaining  law  and  order  is  a  critical  role  for  peacekeepers,  especially  for  UN¬ 
POL  units.48  Their  roles  in  conflict  regions  are  multifarious,  including  protecting  ci¬ 
vilians  through  maintaining  law  and  order,  promoting  human  rights,  safeguarding 
human  security,  reducing  violence  during  the  electoral  process,  monitoring  and  fa¬ 
cilitating  mobilization  and  reintegration,  and  training  the  local  population  and  indig¬ 
enous  forces.49  Members  of  UNPOL  regularly  organize  training  for  local  police 
forces  to  promote  professionalism  as  an  integral  segment  of  security  sector  reform.50 
They  also  promote  human  security,  improve  the  quality  of  local  policing,  and  build 
capacity  to  perform  security  duties.51  Inclusion  of  climate  change  adaptation  in  UN¬ 
POL’s  “cohesive  strategic  guidance  framework”  could  potentially  strengthen  efforts 
towards  sustainable  peace  and  security.52 
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Council  Debates  on  Climate  Change  to  Date 

The  UNSC  is  no  stranger  to  the  concept  of  climate  security.  During  its  presi¬ 
dency  of  the  council  in  2007,  the  United  Kingdom  initiated  a  debate  “exploring  the 
relationship  between  energy,  security  and  climate.”53  Much  of  the  debate  concerned 
whether  the  UNSC  was  the  appropriate  forum  in  which  to  address  climate  change. 
The  European  Union  and  a  number  of  Pacific  small  island  developing  states  (SIDS) 
agreed  that  the  UNSC  could  play  an  important  role  in  addressing  climate  change 
although  there  were  differences  in  the  extent  to  which  they  perceived  a  useful  role  for 
the  council.  The  United  Kingdom  stressed  the  need  to  utilize  the  debate  as  a  forum 
to  raise  awareness;  France  and  Germany  emphasized  active  prevention;  and  the  SIDS 
insisted  that  the  UNSC  become  more  involved  in  climate  change  since  it  posed  a 
direct  threat  to  international  peace  and  security.  Russia,  China,  and  the  Group  of  77 
coalition  of  developing  countries  argued  that  the  General  Assembly,  Economic  and 
Social  Council,  and  the  United  Nations  Framework  Convention  on  Climate  Change 
would  be  more  appropriate  forums  in  which  to  address  climate  change. 

In  2009,  following  a  campaign  by  the  SIDS,  the  General  Assembly  passed 
Resolution  63/281,  emphasizing  its  deep  concern  about  the  adverse  effects  of  climate 
change  and  its  security  implications.  Furthermore,  it  “invited  the  relevant  organs  of 
the  United  Nations,  as  appropriate  and  within  their  respective  mandates,  to  intensify 
their  efforts  in  considering  and  addressing  climate  change,  including  its  possible  se¬ 
curity  implications.”  A  subsequent  report  by  the  secretary-general  identified  climate 
change  as  a  “threat  multiplier.”54  A  2011  debate  again  met  with  resistance  from  Rus¬ 
sia,  China,  and  the  Group  of  77  although  the  United  States  was  this  time  far  more 
positively  inclined  towards  the  issue.  According  to  Susan  Rice,  US  ambassador  to  the 
UN,  “It  is  past  time  for  the  Security  Council  to  come  into  the  21st  century  and  as¬ 
sume  our  core  responsibilities.”55  At  the  closing  of  the  debate,  a  presidential  state¬ 
ment  of  the  Security  Council  expressed  grave  concern  that  in  the  long  run,  threats  to 
international  peace  and  security  might  be  aggravated  by  climate  change.56 

A  2013  Arria-Formula  Meeting  was  cosponsored  by  the  United  Kingdom  and 
Pakistan;  another,  in  2015,  was  cosponsored  by  Spain  and  Malaysia.  Emphasis  re¬ 
mained  on  the  role  of  climate  change  as  a  threat  multiplier.  Members  of  the  SIDS 
emphasized  sea-level  rise  and  its  effect  on  their  citizens.  A  number  of  African  G77 
states  argued  that  “desertification  and  heat  waves  created  economic  and  social  disrup¬ 
tion  that  creates  a  breeding  ground  for  recruitment  into  radical  organizations,  such  as 
Boko  Haram.”57  The  subject  arose  again  when  in  July  2015  New  Zealand  hosted  a 
debate  on  peace  and  security  challenges  facing  SIDS. 
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Conclusion 

The  military  cannot  avoid  addressing  climate  change  and,  indeed,  is  already  do¬ 
ing  so. The  relationship  between  military  activities  and  climate  change  is  bidirectional. 
On  the  one  hand,  the  military  may  be  part  of  the  solution  in  responding  to  climate 
change  while  on  the  other  hand,  the  military  may  itself  exacerbate  the  problem.  In 
many  cases,  the  military  is  the  only  organization  able  to  respond  on  the  scale  neces¬ 
sary,  for  example,  to  natural  disasters  rendered  more  frequent  by  climate  change  and 
to  instigate  postconflict  development  that  is  environmentally  sustainable.  At  the  same 
time,  the  traditional  role  of  the  military  is  affected  through  opening  up  potential  new 
theaters  of  conflict.  The  military  must  tackle  new  challenges  yet  at  the  same  time  re¬ 
duce  its  own  environmental  footprint  and  adapt  to  the  climate  change  threats  to  its 
own  infrastructure  and  modes  of  operation. 
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